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PEM file format for ECH
● For use in TLS servers to make config files easier
● Zero or 1 PKCS#8 encoded private key followed 

by 1 base64 encoded ECHConfigList
-----BEGIN PRIVATE KEY-----
MC4CAQAwBQYDK2VuBCIEIOiVAhGrk9sDur0X22CwoY+DPVfZVPmNykk/tD4Cq25Q
-----END PRIVATE KEY-----
-----BEGIN ECHCONFIG-----
AEH+DQA91wAgACCBdNrnZxqNrUXSyimqqnfmNG4lHtVsbmaaIeRoUoFWFQAEAAEAAQAOc2VydmVyLmV
4YW1wbGUAAA==
-----END ECHCONFIG-----



  

Implementations
● Produced/consumed by OpenSSL ECH feature branch

– https://github.com/openssl/openssl/tree/feature/ech

● Bash script to produce using BoringSSL’s `bssl’:

– https://github.com/defo-project/ech-dev-utils/blob/nginx-pr/scripts/bssl2pem.sh 

● lighttpd: Jan 2025, just OpenSSL, partly done by me, partly by maintainer

– https://github.com/lighttpd/lighttpd1.4/commit/29da0e9861638e21c1cebdc354c68c347eaab0b2 and subsequent PRs

● freenginx: Sep 2025, same 3 libraries, implementation by maintainer, not me

– https://freenginx.org/ Part of 1.29.2 release 2025-09-23  

● apache2 httpd: Sep 2025, just OpenSSL, upstreamed, not released

– https://github.com/apache/httpd/commit/0c9cd095ce9081fd225f0da7787419e80de7c701 

● haproxy: Oct 2025, just OpenSSL, merged upstream (2025-10-30)

– https://github.com/haproxy/haproxy/issues/1924#issuecomment-3438011449

– https://github.com/haproxy/haproxy/commit/dba4fd248a13fb0f3135619b14e3cf20b6674d10  part of  haproxy 3.3-dev11

● nginx: PR under discussion, BoringSSL or OpenSSL
● https://github.com/nginx/nginx/pull/840 

● Not in widespread deployment, but now’s a good time to have an RFC
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Status
● Paul W has agreed to try process via AD sponsorship route

– As was done for RFC7468
– Draft text not yet updated to say that

● Seems like a good plan to me
● Be great to get comments/review if something’s unclear

– It’s pretty simple though:-)
● Functional changes would be a bit of a pain, but probably a 

much bigger mega-pain in a few months
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