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VCON WG Charter

There are privacy matters relevant to transcripts of the
sort VCON is meant to standardize. VCON itself does
not attempt to address these concerns directly, as that
is intended to be handled by metadata in the layers
above VCON itself.

However, the documents produced by this working
group will discuss such considerations, and will not
preclude support for conveying important notions such
as user consent.
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What are your Data Subject Rights?

* Right to be informed (Articles 12-14): ... about the collection and use of their personal data in
a concise, transparent, and easily accessible manner.

* Right of access (Article 15): ...to their personal data being processed, including the purposes
of processing, categories of data, recipients of the data, and other details.

* Right to rectification (Article 16): ... can request the rectification of inaccurate or incomplete
personal data.

* Right to erasure ('right to be forgotten') (Article 17): Data subjects can request the erasure of
their personal data in

* Right to restrict processing (Article 18): in certain cases, such as when the accuracy of the
data is contested.

* Right to data portability (Article 20): to receive their personal data in a commonly used, and
machine-readable format

* Right to object (Article 21): to the processing in certain circumstances

* Rights related to automated decision-making and profiling (Article 22): the right not to be
subject to decisions based solely on automated processing, including profiling



Lawful Basis @ Consent

Consent: The data subject has given clear, unambiguous consent for their personal data to be processed for a
specific purpose. This basis is unique because it originates with the data subject.

Contract: The processing is necessary for a contract that the data subject has with the organization, or because
they have asked the organization to take specific steps before entering into a contract. For example, processing
a customer's address to deliver a purchased product.

Legal Obligation: The processing is necessary for the organization to comply with the law (not including
contractual obligations). For example, a financial institution may legally required to report certain transactions
to prevent fraud.

Vital Interests: The processing is necessary to protect someone's life. For example, sharing a patient's medical
history with emergency services.

Public Task: The processing is necessary for the organization to perform a task in the public interest or for its
official functions, and the task or function has a clear basis in law. For example, a local authority processing data
to provide public services.

Legitimate Interests: The processing is necessary for the organization's legitimate interests or the legitimate
interests of a third party, unless there is a good reason to protect the individual's personal data which overrides
those legitimate interests. For example, a business using customer data for marketing analysis to improve its
services, provided it does not infringe on the customer's privacy rights.



Pairing Content and Consent
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Lawful Basis
Attachment

Thomas gave his consent to allow his
recording for Generative Al, Text and
Data Mining, but not sharing.

This consent expires in 12 months, he
gave his consent verbally in dialog 0, time
stamp 1:02, and also gave his consent
when he filled out the lead form.

The transparency ledger managing this
consent is at http://example.com.

The terms of service say that you must
check this every day.




Lawful Basis Fields

encoding: "json"

start: ISO 8601 timestamp when lawful basis was recorded
party: Index of the party in the vCon parties array

dialog: Index of the associated dialog in the vCon dialog array

Required Body Elements

lawful_basis: Consent, contract, legal_obligation, vital_interests, public_task,
legitimate_interests

expiration: ISO 8601 timestamp indicating when the lawful basis expires, or null for indefinite

purpose_grants: Array of purpose grant objects specifying permissions



Lawful Basis Fields
Optional Body Elements

terms_of_service: URL reference to applicable terms
of service document

status_interval: Duration string for revalidation
intervals (e.g., "30d")

content_hash: An object containing content integrity
information for the lawful basis attachment.

algorithm: (string, required) The hash algorithm used.

"sha-256", "sha-3-256", "blake2b-256"

canonicalization: (string, required) The
canonicalization method used. "jcs”

value: (string, required) The hexadecimal-
encoded hash value of the canonicalized lawful
basis attachment body.

registry: An object containing information
about an external attestation registry for audit
trails.

—  type: (string, required) The type of the
attestation registry service. "scitt".

— url: (string, required) The URL endpoint
for the attestation registry service.

proof_mechanisms: Array of proof objects
supporting the lawful basis

metadata: Additional implementation-specific
metadata



Purpose Grant
Object

purpose: String identifying the processing purpose

(e.g., "recording", "transcription", "analysis")

granted: Boolean indicating whether permission is
granted (true) or denied (false)

granted_at: ISO 8601 timestamp when this
specific permission was granted

conditions: Optional array of strings describing
conditions or restrictions

Proof Mechanism
Object

proof_type: verbal confirmation,
signed_document, cryptographic signature,
external_system

timestamp: ISO 8601 timestamp when
proof was created

proof_data: Object containing proof-type-
specific data



Thank You
to everyone
in the cool kid’s class,
IETF saving
the best for last




