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GET /path/to/resource
Signature: abc==
Signature-Input: sig=("@authority" "signature-agent";key="sig");\
created=1700000000;\
expires=1700011111;\
keyid:"ba3964==" A\
tag="web-bot-auth
Signature-Agent: sig="https://signer.example.com
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Description

Using HTTP Message Signatures as defined in
RFC 9421 for authenticating non-browser clients
to Web sites intended for browsers

Exchangel .
Uses Signature-Agent for discovery . e e
i gen rigin
Accept-Signature to request more parameters =
N O n Ce fO r a n tl = re p I ay SIgnam'e‘Saitgxl:';t:urelnput: sig=("@authority" "signature-agent":key="sig"):\
created=1700000000;\

expires=1700011111;\

keyid="ba3e64==";\

tag="web-bot-auth
Signature-Agent: sig="https://signer.example.com
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Specification overview

Introduction
Motivation
2.1. HTTP layer choice
Conventions and Definitions
Architecture
4.1. Deployment Models
4.2. Generating HTTP Message Signature
4.2.1. Signature-Agent
4.2.2. Anti-replay
4.2.3. Additional headers
4.2.4. Sending a request
4.3. Requesting a Message signature
4.4. Validating Message signature
4.5. Key Distribution and Discovery
4.5.1. OQut-of-band communication between client and orig
4.5.2. Public list
4.5.3. Signature-Agent header

5. Security Considerations
5.1. Use of TLS
5.2. Performance Impact
5.3. Nonce validation
5.4. Key Compromise Response
5.5. Shared Secrets Considered Harmful
5.6. Key Reuse Considered Harmful
5.7. Reverse proxy consideration
5.7.1. Signature-Agent labeling
5.8. Public Identity
5.9. No Human Correlation
5.10. Minimizing Tracking Risks

Appendix A. Test Vectors

A.1. RSASSA-PSS Using SHA-512
A.1.1. Signature-Agent absent from the request
A.1.2. Signature-Agent included present on the request
A.2. EdDSA Using Curve edwards25519
A.2.1. Signature-Agent absent from the request
A.2.2. Signature-Agent included present on the request
Appendix B. Implementations
B.1. C(Clients
Bss2 Servers
B...3 Test vectors
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On-path discovery

Agent

GET /path/to/resource e
Signature: abc==
Signature-Input: sig=("@authority" "signature-agent";key="sig");\
created=1700000000;\
expires=1700011111;\
keyid="ba3e64==";
tag="web-bot-auth
Signature-Agent: sig="https://signer.example.com
S GET /.well-known/http-message-signatures-directory
JWK Set P
Validate signature
with JWKS
o Response

Origin
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Implementations

Multiple public implementations

a0~

Go
TypeScript
Rust
Python
Ruby

Interop

Basic test vectors so far
1. Do we need more?
2. Greasing

Appendix A. Test Vectors
A.1. RSASSA-PSS Using SHA-512

A.1.1. Signature-Agent absent from the request

A.1.2. Signature-Agent included present on the request
A2, EdDSA Using Curve edwards25519

A.2.1. Signature-Agent absent from the request

A.2.2. Signature-Agent included present on the request

draft-meunier-web-bot-auth-architecture-04

6


https://datatracker.ietf.org/doc/html/draft-meunier-web-bot-auth-architecture-04#appendix-B
https://datatracker.ietf.org/doc/html/draft-meunier-web-bot-auth-architecture-04

Open questions

22 open issues on GitHub (possibly to be moved)

1. Optimisation: how much is needed
a. Performance numbers
b. Replay
c. On-demand signing

2. Session binding (TLS, cookies, others)
3. kid and keyid
4. Best practice document

Should the working group adopt the document?

draft-meunier-web-bot-auth-architecture-04

7


https://github.com/thibmeu/http-message-signatures-directory/issues
https://datatracker.ietf.org/doc/html/draft-meunier-web-bot-auth-architecture-04

