Mission-Critical Web Data Use Cases & Web Bot-Auth
Bot-Auth Implications

"Without big data analytics, companies are blind and deaf, wandering out onto the Web like deer on a freeway."

— Geoffrey Moore, management consultant & author

Presenter: Sarah McKenna, CEO | Sequentum | IETF Montréal | Nov 2025



Web Data was Mission Critical Long Before ChatGPT

Every major decision—commercial, civic, or policy— Blocking scraping = blocking visibility

now relies on real-time web data

The web is no longer just content—it's the nervous Cease and desists are common, so no one talks about
nervous system of the public sphere about their scraping activities



Use Case: Political Activity

Monitoring the Public Driving Strategy Concentration of Power
Sphere Power

Information collected drives political

Political campaigns monitor speech and strategy Without open access, influence is

influencers in the public sphere concentrated in the hands of a few



Use Case: E-Commerce

Real-Time Monitoring Opportunity
Brands monitor competitor prices, promotions, reviews, inventory, Automated web data feeds dynamic pricing, forecasting, and supply-
inventory, and product rankings in real time. and supply-chain optimization.

[ without it, firms become reactive, blind, and margin-compressed.



Use Case: Travel & Hospitality (Southwest as
Cautionary Tale)

Airlines, hotels, and OTAs depend on real-time scraping of competitor fares and inventory for yield management.

The travel ecosystem functions as a mutual visibility network—prices and seats constantly equilibrate through continuous data flows.

data flows.

Cautionary Tale:

01 02 03

Southwest Airlines historically limited As the industry adhered, Southwest lost data isolation = commercial risk

participation in OTAs and comparative-pricing  visibility in the market, forcing it to eventually
pricing ecosystems sending cease and desists reconnect to remain competitive

desists and funding frequent lawsuits



Use Case: Real Estate

Powering Valuations Open Access for All Market Impact
Scraping powers valuations, comps, and Independent agents, investors, buyers Restriction = higher entry barriers,
and discovery of new listings. buyers and sellers rely on open access reduced transparency, reduced

access for pricing. economic activity.



Use Case: Investment

~95% * Investors large and small track inventory, pricing, sentiment, and trends to

predict company gains/losses

ofinvestment decisions are now data « Blocking scraping - broken predictive models - opaque markets
data-driven



Use Case: Government, Research & OSINT

Critical Infrastructure Real-World Impact The Cost of Restriction
Background checks, FDA dashboards, UK COVID response used scraping for Restriction undermines compliance,
pandemic tracking, and law for early detection safety, and transparency

enforcement all depend on automated

web collection



Use Case: NGOs & Social Justice

NGOs scrape web data to monitor hate-speech trends and regional targeting.
Enables early intervention and advocacy for at-risk communities.

Without scalable access, harmful narratives spread undetected.

"Visibility is the first line of defense — without access to web data, we lose the ability to see harm forming in real time."




With Web Bot Auth: Sites will block their "opponents”

"onnonents"

1 2 3
Walmart | Amazon X (Twitter) | CCDH Criminals | Police
(Center for Countering Hate) Governments | Watchdogs

Standardizing Data Discrimination?

® more expensive for unwanted ® some sites send false data as ® |ike net neutrality, privileged clients
clients retaliation or deterrence clients get a superhighway



Commercial Solutions already exist to monetize
crawlers

Akamai | Tollbit | Skyfire (announced last month)

https://www.akamai.com/newsroom/press-release/no-free-crawls-akamai-tollbit-and-skyfire-turn-traffic-into-revenue

() So what is the problem we are trying to solve? Who are we solving it for?


https://www.akamai.com/newsroom/press-release/no-free-crawls-akamai-tollbit-and-skyfire-turn-traffic-into-revenue
https://www.akamai.com/newsroom/press-release/no-free-crawls-akamai-tollbit-and-skyfire-turn-traffic-into-revenue
https://www.akamai.com/newsroom/press-release/no-free-crawls-akamai-tollbit-and-skyfire-turn-traffic-into-revenue
https://www.akamai.com/newsroom/press-release/no-free-crawls-akamai-tollbit-and-skyfire-turn-traffic-into-revenue
https://www.akamai.com/newsroom/press-release/no-free-crawls-akamai-tollbit-and-skyfire-turn-traffic-into-revenue
https://www.akamai.com/newsroom/press-release/no-free-crawls-akamai-tollbit-and-skyfire-turn-traffic-into-revenue
https://www.akamai.com/newsroom/press-release/no-free-crawls-akamai-tollbit-and-skyfire-turn-traffic-into-revenue
https://www.akamai.com/newsroom/press-release/no-free-crawls-akamai-tollbit-and-skyfire-turn-traffic-into-revenue
https://www.akamai.com/newsroom/press-release/no-free-crawls-akamai-tollbit-and-skyfire-turn-traffic-into-revenue
https://www.akamai.com/newsroom/press-release/no-free-crawls-akamai-tollbit-and-skyfire-turn-traffic-into-revenue
https://www.akamai.com/newsroom/press-release/no-free-crawls-akamai-tollbit-and-skyfire-turn-traffic-into-revenue
https://www.akamai.com/newsroom/press-release/no-free-crawls-akamai-tollbit-and-skyfire-turn-traffic-into-revenue
https://www.akamai.com/newsroom/press-release/no-free-crawls-akamai-tollbit-and-skyfire-turn-traffic-into-revenue
https://www.akamai.com/newsroom/press-release/no-free-crawls-akamai-tollbit-and-skyfire-turn-traffic-into-revenue
https://www.akamai.com/newsroom/press-release/no-free-crawls-akamai-tollbit-and-skyfire-turn-traffic-into-revenue
https://www.akamai.com/newsroom/press-release/no-free-crawls-akamai-tollbit-and-skyfire-turn-traffic-into-revenue
https://www.akamai.com/newsroom/press-release/no-free-crawls-akamai-tollbit-and-skyfire-turn-traffic-into-revenue
https://www.akamai.com/newsroom/press-release/no-free-crawls-akamai-tollbit-and-skyfire-turn-traffic-into-revenue
https://www.akamai.com/newsroom/press-release/no-free-crawls-akamai-tollbit-and-skyfire-turn-traffic-into-revenue
https://www.akamai.com/newsroom/press-release/no-free-crawls-akamai-tollbit-and-skyfire-turn-traffic-into-revenue
https://www.akamai.com/newsroom/press-release/no-free-crawls-akamai-tollbit-and-skyfire-turn-traffic-into-revenue
https://www.akamai.com/newsroom/press-release/no-free-crawls-akamai-tollbit-and-skyfire-turn-traffic-into-revenue
https://www.akamai.com/newsroom/press-release/no-free-crawls-akamai-tollbit-and-skyfire-turn-traffic-into-revenue

Bot blocking is not the answer

——— — & ——

Technical Reality Ignored Guidelines

As long as site content is openly available to humans, bots will Terms of Use & Robots.txt routinely ignored by mission critical
find a way critical use cases

Scale Problem Legal Precedent

Cease & Desists ineffective at internet scale Courts consistently rule that web scraping is lawful & ingestion

ingestion of public data is fair use



The Path Forward: Accreditation, Not Exclusion

The site should not decide who can read public data Let's normalize a "Fairly Trained Al" accreditation:

W decide how that data i d.
€ can decide how that data 1s use e Similar to SOC 2 or ISO 27001 for ethics and compliance.

e Only train on data from accredited, transparent data sources.

e Alliance for Responsible Data Collection

This eliminates "opponent blocking" (e.g., Walmart vs Amazon) and builds Al value creators qualify once their data governance and provenance are

trust across the ecosystem. provenance are assessed.

[) Core message:

This is not a technical problem. We need to find a way to drive fairness, value and trust for all stakeholders.
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