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Overview
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For verifiers to get keys, they need to discover 
them. This can be done with Signature-Agent 
headers, but may also be done off-band.

For IP addresses, you can use IP lists
⇒ Signature-Agent registry

IP addresses may register to have associated 
metadata attached
=> Signature-Agent card

Lists are curated. Clients trust the maintainer.
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Signature-Agent Card
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Means for agents to share more information 
about themselves

Fields are part of a dedicated IANA registry

All fields are optional

Expand JWKS
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Registry
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A text based format to share a signature-agents

Opinionated curation. Not a single root of trust.

Paired with the directory draft, allow for off-band 
discovery of bot identity
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Open questions
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1. Is this right for webbotauth?
2. Security/privacy are empty for now
3. Other fields: jwks_uri, others
4. Still no central root
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Discussion
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