


SPIFFE

Secure Production Identity Framework For Everyone

Started 2016, donated to CNCF in 2018, incubating in 2020 and
graduating in 2022.

Common in enterprise deployments
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Adopters and Integrations
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SPIFFE

& Delivery (Workload API)
@ dentity (SPIFFE ID)

\

l:a Credential formats
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(JWT, X.509, WIT)

Trust anchor
(SPIFFE Trust Bundle)
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Key distribution &
federation
(SPIFFE-Federation)




WIMSE

- Architecture

- Credential formats (X.509, Key-bound JWT)

- Proof of Key Possession: mTLS, HTTP-Message Signature, OAuth 2.0 DPoP-inspired Workload
Proof Token

- ldentifiers
-  Current Practices

Established standards, experience
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Key-bound JWT, Interoperability, related
standards




Benefits for Web-Bot-Auth

- Production-ready credential issuance & distribution solution (OSS, vendors)
- Established community & standard. IETF-coverage via WIMSE.

- Scale-, reliability and security-proven.

- Build-in key rotation, short-lived credentials by design.

- Operational benefits with split between issuer & identity
- How to collect public keys of every bot-instance? Or, worse, give each instance the same
key?
- Instead: Authority issues bot-specific identities, which is bound to their specific keys.
- Authenticating as a bot to the web is not the only authentication required
- Such as: Store the extracted data into a database, retrieve instructions from an internal
backend, ...
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Issue credential

Bot > Web
Authenticate (X.509 or JWT)
+ Proof (MTLS or HTTP Mes Seg)
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https://datatracker.ietf.org/wg/wimse/about/


https://github.com/spiffe/spire
https://spiffe.io
https://spiffe.slack.com/

