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Workload Identifier journey so far

s2s-
protocol architecture Separate 

document
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What is workload identifier?

An absolute URI

spiffe://incubation.example.org/ns/experimental/analytics/ingest

Scheme Authority / Trust Domain Scheme-specific path
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WIMSE Workload Identifier vs SPIFFE-ID

• Same format (scheme://trustdomain/path)
• Scheme does not have to be spiffe://
• Every SPIFFE-ID is a valid WIMSE Workload Identifier. But not 

every WIMSE Workload Identifier is a valid SPIFFE-ID
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How much alignment do we want with SPIFFE 
Hostname / trust domain

• Non-zero trust domain name
• MUST NOT include query or fragments
• No user information or port
• Host may contain only [a-z0-9.-_] and MUST NOT be 

percent-encoded
RFC3986 allows also allows IPv6 addresses, uppercase A-Z and 
percent encoding. It does not allow ”_”
Should we follow RFC3986 and allow ”_” for SPIFFE compatibility?
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• Path MUST NOT include percent-encoded characters
• Path MUST NOT include relative modifiers “.” or “..”
• Path MUST NOT include a trailing /
• Path may contain [a-zA-Z0-9.-_]

Show we allow any path and let individual schema do their own 
restrictions as they please?

How much alignment do we want with SPIFFE 
Path
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• MUST support up to 2048 bytes
• SHOULD NOT generate URIs greater than 2048 bytes
• Trust domain is limited to 255 characters (as per 

RFC3986)

Do we produce the same guidance or should we prohibit URIs 
greater than 2048 bytes?

How much alignment do we want with SPIFFE 
Identifier length
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• Is it something we want to define here?
• Any proposals on restrictions/usage guidance?

WIMSE scheme
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Thank you!
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