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Post-Quantum Migration: ML-KEM in Industry

Current Status: ML-KEM is the primary choice for the first wave of
PQC migration.

- TLS 1.3 Adoption: Google and Cloudflare have deployed hybrid
post-quantum key exchange (X25519 + ML-KEM) at scale.

- Messaging: Apple's PQ3 protocol and Signal's X3DH transition
both utilize ML-KEM for long-term security.

- The Goal: Achieve “Quantum Resistance” without breaking
existing internet infrastructure.



The “Maladjustment”: Protocol Friction & Fragmentation

- The MTU Barrier:

- Classical (X25519): ~32 bytes.

- ML-KEM-512: 800-byte PK + 768-byte CT = 1,568 bytes.

- Exceeds standard 1500-byte MTU.

- Engineering Impact:

- UDP/QUIC Fragmentation: Handshakes exceeding the MTU require
multiple TCP segments or QUIC packets, increasing tail latency and
packet loss risk.

- 10T Constraints: Low-power networks suffer higher energy costs
and battery drain per additional byte transmitted.

- Hybrid Overhead: An X25519 + ML-KEM hybrid significantly

exceeds the 1500-byte limit, whereas an NTRU-based hybrid
could remain under it.



Why NTRU is Attractive for PKE

- (R/M)-LWE PKE: Requires two elements for the ciphertext:
CT: {cr:=ar+e, ¢;:=br+e+3-m}

- NTRU PKE: Leads to a more compact form with only one
ciphertext element:

CT: c:=hr+e+p-m

- Takeaway: This structural transition allows for significantly
smaller footprints in size-sensitive protocols.



NTRU PKE Development

Ideal GapSVP — NTRU

[PMS21]
CNTR&CTRU MNTRU
2021 (zB)Y22] [BJL+24]
E8 lattice module NTRU
1,408 bytes 1,260 bytes

NTRU HPS NTRU Prime NTTRU NEV DAWN
[HPS96] [BCLWV18] [LS19] [ZFY23] [LZL+25]

original NTRU Galois group involve NTT vector encoding double encoding
1,860 bytes 1,891 bytes 2,496 bytes BAT 1,230 bytes 964 bytes
362 keycles 793 keycles 20 keycles [FKPY22] 80 kcycles 61 keycles
NTRU trapdoor
994 bytes

23,602 kcycles

The sizes (pk+ct) are under NIST-I
and the performances are under AVX2 5



Security Perspective

- Structured Relation: NTRU is a structured analogue of RLWE:
hf—g=0 (mod q) VS. as+e=b (modq).
- Theoretical Hardness: Reduction results support its security in

the relevant regime.

- Concrete Security: While dense-sublattice attacks exist, they
only apply to much larger moduli g = O(n%“84).

- Practicality: For PKE parameters where g =~ n, NTRU remains
robust.



Representative PQC KEM Comparison

Comparison of KEMs in Size, Cost, and Security
(under AVX2 implementation in Intel Core i9-11900K 3.5GHz)

Size Cost Security

Scheme (bytes) (kcycles) (log)
PK CcT KeyGen | Encaps | Decaps | SK & PT DFR
DAWN 615 436 22 20 19 139 -133
NEV 615 615 21 33 26 136 -138
NTRU-HPS 930 930 249 60 53 164 —00
NTRU-HRSS 1138 1138 231 36 54 155 —o00
NTRU Prime 994 897 610 80 103 149 —oo
NTTRU 1248 1248 5 10 8 171 -1230
ML-KEM 800 768 21 22 24 140 -139
HQC 4,443 | 2,241 57 117 271 134 -143

- Size: DAWN is ~33% smaller than ML-KEM.
- Speed: DAWN is ~9% (~53% in standard C) faster than ML-KEM.



Size Comparison

Size Breakdown: Public Key and Ciphertext
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Cost Comparison

Cost Breakdown: KeyGen, Encapsulation, and Decapsulation
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Discussion: The Path to Standardization

Question: Where should NTRU-based KEMs be standardized?

- The Case for CFRG:
- Ideal for a general-purpose KEM standard.
- Focus on generality: robust parameter selection and modular
implementation.
- The Case for TLS:
- Focused on solving immediate protocol friction.
- Prioritize a protocol-specific KEM that fits under the 1500-byte
MTU to avoid UDP/QUIC fragmentation.

- Industry Feedback Needed: Does the industry prefer a broadly
vetted cryptographic primitive or an optimized “drop-in” for TLS
handshakes?



Thank you!

contact: {luxianhui,liuyijian}@iie.ac.cn
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