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Fiat–Shamir transforms the interactive protocol into the non-interactive one with a hash function.
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What happened since IETF 124: integration
Thanks to  Armando Faz, Chris Patton, Chris Wood, Jonathan Katz, Michael Rosenberg, Samuel Schlesinger, Vishruti Ganesh!
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Anonymous Rate-Limited Credentials 

draft-yun-privacypass-crypto-arc-00 

Abstract 

   This document specifies the Anonymous Rate-Limited Credential (ARC) 
   protocol, a specialization of keyed-verification anonymous 

   credentials with support for rate limiting.  ARC credentials can be 
   presented from client to server up to some fixed number of times, 

   where each presentation is cryptographically bound to client secrets 
   and application-specific public information, such that each 

   presentation is unlinkable from the others as well as the original 
   credential creation.  ARC is useful in applications where a server 

   needs to throttle or rate-limit access from anonymous clients. 

Thanks to  Armando Faz, Chris Patton, Chris Wood, Jonathan Katz, Michael Rosenberg, Samuel Schlesinger, Vishruti Ganesh!
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Abstract 

   This document specifies the Anonymous Rate-Limited Credential (ARC) 
   protocol, a specialization of keyed-verification anonymous 

   credentials with support for rate limiting.  ARC credentials can be 
   presented from client to server up to some fixed number of times, 

   where each presentation is cryptographically bound to client secrets 
   and application-specific public information, such that each 

   presentation is unlinkable from the others as well as the original 
   credential creation.  ARC is useful in applications where a server 

   needs to throttle or rate-limit access from anonymous clients. 

 
Anonymous Credit Tokens 
draft-schlesinger-cfrg-act-00 

Abstract 

   This document specifies Anonymous Credit Tokens (ACT), a privacy- 
   preserving authentication protocol that enables numerical credit 
   systems without tracking individual clients.  Based on keyed- 

   verification anonymous credentials and privately verifiable BBS-style 
   signatures, the protocol allows issuers to grant tokens containing 
   credits that clients can later spend anonymously with that issuer. 

 

Thanks to  Armando Faz, Chris Patton, Chris Wood, Jonathan Katz, Michael Rosenberg, Samuel Schlesinger, Vishruti Ganesh!
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What happened since IETF 124: stabilization

• Test vectors as part of the spec
• Kicking off the formal verification effort for the Fiat-Shamir transformation



spec-compatible Rust stack
Thanks to Lindsey Tulloch, Victor Graf, Ian Goldberg!
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// define credential 

CMZ! { ArcCredential<G>:  m1} 

// issuance protocol 

muCMZProtocol! { issue,, 

    ArcCredential { m1: H }, 
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    present<nonce, @TAG, @DOMAIN>, 

    Cred: ArcCredential { m1: H },, 

    DOMAIN = (Cred.m1 + counter) * TAG 

}

Thanks to Lindsey Tulloch, Victor Graf, Ian Goldberg!



spec-compatible Rust stack
Thanks to Lindsey Tulloch, Victor Graf, Ian Goldberg!



spec-compatible Rust stack

Proof Layer

transformations

Fiat-Shamir transformation

sigma-proofs

spongefish

}
}
}

 composition: and, or, threshold

 Maurer proofs

disjunction invariant

compressed  protocolsΣ

sigma-compiler

Thanks to Lindsey Tulloch, Victor Graf, Ian Goldberg!



spec-compatible Rust stack

Protocols Credential Layer
 μ𝖢𝖬𝖹 𝖢𝖬𝖹 𝖡𝖡𝖣𝖳

Credential definition }

Proof Layer

transformations

Fiat-Shamir transformation

sigma-proofs

spongefish

}
}
}

 composition: and, or, threshold

 Maurer proofs

disjunction invariant

compressed  protocolsΣ

sigma-compiler

cmz

Thanks to Lindsey Tulloch, Victor Graf, Ian Goldberg!



spec-compatible Rust stack
Application Layeryour cool application could be here

Protocols Credential Layer
 μ𝖢𝖬𝖹 𝖢𝖬𝖹 𝖡𝖡𝖣𝖳

Credential definition }

Proof Layer

transformations

Fiat-Shamir transformation

sigma-proofs

spongefish

}
}
}

 composition: and, or, threshold

 Maurer proofs

disjunction invariant

compressed  protocolsΣ

sigma-compiler

cmz

Thanks to Lindsey Tulloch, Victor Graf, Ian Goldberg!



spec-compatible Rust stack
Application Layeryour cool application could be here

Protocols Credential Layer
 μ𝖢𝖬𝖹 𝖢𝖬𝖹 𝖡𝖡𝖣𝖳

Credential definition }

Proof Layer

transformations

Fiat-Shamir transformation

sigma-proofs

spongefish

}
}
}

 composition: and, or, threshold

 Maurer proofs

disjunction invariant

compressed  protocolsΣ

sigma-compiler

cmz

Thanks to Lindsey Tulloch, Victor Graf, Ian Goldberg!

what about other specs? 
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