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Why This Matters ？ Problem

Cross-domain attestation transparency

A verifier or relying party in domain-A may need endorsement material, 
reference values, or attestation results that originate in domain-B. Direct 
point-to-point integration between operational sites does not scale and is 
often infeasible due to operational and policy constraints.

Many-to-many distribution and reuse of security artefact
Verifiers need endorser public keys, endorsements, and reference 
values from multiple providers. Providers need to distribute artefact 
to multiple verifiers across domains. Similar many-to-many scaling 
issues apply when attestation results are shared for reuse.

Without a shared publication channel, each integration becomes a bespoke, brittle dependency.
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Pattern 1: DL Publication with Off-Chain Attestation and Verification Pattern A
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(6) AR

Attestation evidence exchange and appraisal 
follow existing RATS flows, while the DL is used to 
publish and retrieve verifier inputs and verifier 
outputs.

(0) Publish inputs – RV providers and Endorsers 
publish RVs, PKs, and endorsements to the DL/RAS.
(1) Issue challenge – Verifier or authorised entity 
issues a freshness challenge.
(2) Send evidence – Attester generates AE with 
freshness proof and sends it to the Verifier (off-
chain).
(3) Fetch inputs – Verifier retrieves RVs and Endorser 
artefacts from the DL/RAS.
(4) Appraise – Verifier evaluates AE and produces an 
Attestation Result (AR).
(5/6) Publish & reuse – AR (or its digest/pointer) is 
published to the DL/RAS for RP reuse under policy
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Pattern 2: DL Publication with Optional On-Chain Verification
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In this pattern, the DL is used for publication as in the 
previous pattern, and hosts verification logic (e.g., 
smart contracts) or record verifiers’ appraisal 
outcomes.

(0) Publish inputs – RVs and Endorser artefacts 
(PKs, endorsements) are registered on the DL/
RAS via the Registration smart contract.
(1) Publish evidence – Attester submits AE (with 
freshness proof and optional public challenge) to 
the DL/RAS.
(2) Verify on-chain – Verification smart contract 
validates AE using RVs/endorsements. 
(3) Retrieve result – Verifier or RP queries the DL/
RAS to obtain AR for decision or reuse.
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Implementation: TLS + Hyper-ledger Fabric Remote Attestation
The entire remote attestation process consists of 4 steps: Attester builds evidence —> RP forwards —> Verifier evaluates and writes to 
chain —> RP queries aggregated result for decision.

Demo
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Continue the Conversation Next

Feedback is more than welcome!

Whether the draft should stay DL-focused or be 
framed more generally as a shared tamper-evident 
publication channel; how to align DRA with existing 
RATS information models; and what trust, access-
control, provenance, and freshness assumptions 
should be explicit.

Where to read more

draft-wang-rats-distributed-remote-attestation

The current draft already covers two DRA 
patterns and a discussion of freshness, access 
control, and provenance.

Thank you
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