
Source Address Validation (SAV) mitigates source address 
spoofing attacks in routers.

SAV checks source prefix/interface an allowlist/blocklist.
SAV enforcement is a black box. 
New IPFIX Information Elements designed to export SAV 
enforcement data via standard IPFIX telemetry protocol.

Hackathon project proves this works with real data records.

Making SAV Information Visible with IPFIX
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These three SAV rules were ‘all of’ the SAV rules in the allowlist that were 
involved in the SAV validation, and none of them was matched, indicating 
spoofed packets.

Hackathon Demo Results
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