Making SAV Information Visible with IPFIX

LSource Address Validation (SAV) mitigates source address
spoofing attacks in routers.

LSAV checks source prefix/interface an allowlist/blocklist.
LSAV enforcement is a black box.

LONew IPFIX Information Elements designed to export SAV
enforcement data via standard IPFIX telemetry protocol.

LHackathon project proves this works with real data records.



Hackathon Demo Results

. i i Template ID . = : i __Template ID
—-- Data Record 4 --- fields: 10, tmpl: exe1f4) -- Data Record 15 fields: 12, tmpl: | 582 (©x@1f6) for Template

; R ~ for Template )
[Attribute] flowStartMilliseconds: 2024-12-26 ©0:00:00.768 i [Flow Key] sourceIPv4Address: 192.8.2.48 B
[Attribute] flowEndMilliseconds: 2624-12-26 ©0:00:01.533 [Flow Key] destinationIPv4Address: 198.18.0.1

[Attribute] packetDeltaCount: 256 [Flow Key] sourceTransportPort: 28459
[Attribute] octetDeltaCount: @ [Flow Key] destinationTransportPort: 18927

. . [Flow Key] ingressInterface: 5182
M 27 lnEPESSIntEP'FEI:.IE. ~102 | [Attribute] packetDeltaCount: 52
[Flow Key] sourceIPv4Prefix: 192.8.2.8 | [Attribute] flowStartMilliseconds: 2024-12-26 ©0:00:00.768
[Flow Key] savRuleType: [1] 6x88 > Allowlist [Flow Key] protocolIdentifier: &
[Flow Key] savTargetType: [1] exel > FP&Mbased [Attribute] savRuleType: [1] @x8e

]
[Attribute] savPolicyAction: [1] éxel mode [Attribute] savTargetType: [1] @xel
]

[Flow Key] : count: 3 {allOf} tmpl: 982 |(exe38&) [Attribute] savPolicyAction: [1] exel

+---1STL Record 1y--- fields: 3, tmpl: 902 (@x0386) --- [Attribute] savMatchedContent: count: 3 {allOf} tmpl: 982 (Bx8386)
+ sourcelPvAPretiy (44) :[ 192.8.2.0 4+--- STL Record 1 --- fields: 3, tmpl: 982 (8x8386) ---

+ sourceIPv4Prefixlength (9) : 24 + sourceIPvAPrefix (44) : 192.8.2.0

+ inEpESSIntEpfaCE (18) : 5eaz + sourceIPvdPrefixlength (9) : 24

+---ISTL Record 2|--- fields: 3, tmpl: 982 (©x8386) --—- + ingressinterface (18) : 5ee2
1+ sourcalPvdireti (44) :|192.E.2.H +--- STL Record 2 --- fields: 3, tmpl: 982 (8x8386) ---

. . + sourceIPvdPrefix (44) : 192.8.2.0
+ sourcelPvaPrefixl ength (9) : 24 + sourceIPv4Prefixlength (9) : 24

* IHEFESSIntEF+aCE . (19) :| 5003 I + ingressInterface (18) : 5883
+---ISTL Record 3{--- fields: 3, tmpl: 902 (@x0386) --- +-— STL Record 3 --- fields: 3, tmpl: 082 (@x@386) ---
+ sourceIPvAPTeTiy (44) [ 192.0.2.0 + sourcelPv4Prefix (44) : 192.8.2.0
+ sourceIPva4Prefix . + sourceIPv4PrefixlLength (9) : 24

+ ingressInterface : + ingressInterface (18) : See4

These three SAV rules were ‘all of’ the SAV rules in the allowlist that were
involved in the SAV validation, and none of them was matched, indicating
spoofed packets.
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