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Hackathon Plan
• Background

• Packet content matching is increasingly needed in 
practice

• Current FlowSpec only supports  header-based 
matching

• Aligns with exploring FSv2 in IDR WG
• Objective

• Implement the packet content matching on network 
devices

• Demonstrate feasibility and deployability
• Relevant drafts

• draft-cui-idr-content-filter-flowspec
• draft-hares-idr-fsv2-more-ip-filters



What got done
• Defined Filter encoding and ordering
• Implemented and validated in open-source software
• Deployed on commercial hardware
• Summarized operational, scalability, and security 

considerations



Implementation
• Testbed: OpenBGPD-8.3-portable, FRRouting-10.2-dev
• Scenario: Defend DDoS attacks with specific payload 

characteristics
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https://github.com/Flowspec-extension/Packet-Content-
Filter-Demo



Hardware Deployment
• Testbed： Sino SR3600 

switch by ASIC switching 
chips

• FlowSpec rules are installed as ACL 
entries

• Payload matching is implemented 
via UDF and TCAM in hardware

• Rules are enforced at line rate on the 
ASIC

• Traffic statistics confirm effective 
packet dropping



What we learned
• Reduce traffic processing cost, but requires careful 

deployment
• Only can be deployed on devices with payload parsing 

capability
• UDF and TCAM resources may limit rule scale
• More guidance is needed on encoding, ordering, and 

operational practices
• Further multi-device interoperability validation is still 

needed



Wrap Up
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GitHub Demo
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Related Drafts
draft-cui-idr-content-filter-flowspec
draft-hares-idr-fsv2-more-ip-filters
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