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Transaction Token Profiles for A2A Calls

Background
Transaction Tokens(draft-ietf-oauth-transaction-tokens-08) securely propagate user identity and authorization

context across workloads.

What
 purp(scope) -« pctx
Transaction Token defined several immutable and data fields.
We use these data fields to protect A2A message from threats like context manipulation attack and context rot.

Why

Critical contexts, user intents and identity should be preserved throughout the entire agent-to-agent call chain..

Draft: https://www.ietf.org/archive/id/draft-liu-oauth-a2a-profile-00.html
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A2A Message

POST /api/order HTTP/1.1

HTTP Content-Type:application/json
HEADER | Authorization: Bearer <Access Token>
{
"jsonrpc": "2.0",
"method": "message:send”,
"params”: {
"context id" ccObef..." ,
HTTP mess.age_ld :
PAYLOAD
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@Ashay Raut from AWS suggested creating a new data field agentic_ctx
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INPUT "role: ROLE_AGENT™ %
-v -X POST "http://localhost:30008/api/order™ \ “CﬂﬂtExt_id: ctx-shark-881" 3\

"Content-Tvne: annlication/ison™

m = 0 = m
“role: ROLE SECNT \ message id: msg-uuid-999° 3
"context id: ctx-shark-ee1" \ "task id: task-abc-123" 1"-_
"message id: msg-uuid-9997 Y =
"task id: task-abc-123" \
“Cookle: session_ld=ey.JhbGel01JSUzTINGTsImtpZ CI61]Ik0DUSMz JiMjCyZ0MY ThmNmEmMAZhM
wiallFeT joxNzczMzY2MTkSLCIhdF9oYXNoI joiYUpSamZAVXBEqUESKW] pl TTdsZ 2Ngdy Is ImMfaGFzaCI6ImvAR
XRFAAjwr3-akdWZF76eBIEn14uEpQRek PVMYUX jxmuSpd] srmSbISKS -mEpSw3SWE7NmSRMxcAl 141im2Xxul 8
1RX wiQmOnzdK6bOg60whwS - TkiWSk7 7wDpguibsaWMavUBvhxgtLel 1UZ aw™
-d '{
"stockId": 1, ‘action”:
"orderType": "Buy", “quantity”:

“quantity™: 1 "stockId" :
PAYLOAD

¥

OUTPUT

HTTP/1.1 200 OK . .
Content-Length: 179 context_1d":
Content-Type: application/json ‘message_id":
e e e P R VPV R VP S R VR R "req_ip":
Txn-Token: eylhbGciOilSUzIINITsImtpZCI6InBteF XNWAAVE QY 1dhanvScjAzbicOPSIsINRScCI6GINRAb198b2t1hi 19 . ey JhdW(i0d JodHRWCZo
MzM20DMaMywiaXNz T joiaHRE8cHMELy9hbBHBOYXNBb2Nrcy5 jb28vdGo ZWs 1dGVz I iwicHVycCI6InRhc2stYWI jLTEYMyIsInd jdHgiOns1Y29udGVAdFopl
ViLjp7ImZvemlhdCI6ImVEY W] s Tiwi ZWlhaldi0ilzaGybGojaeBkZ R1Y3QuY2otInBsInR4biI6IjYENDNIYWZmL TESNMETNGISY11iMjowl TVOWUyODO)
8mo7 sKRwilcAGZ S - I-e2811HU0hOrBEZedsQ7X7aEy zrREVVcrFEBuw ASLQpAL7iTtT2gMIF e01HbEHBzhCF3F-gEh]68WRUNaeBg159spRrO32XGEmzzk

-

{"transactionID" : "tgNIkvqzFB", "operation”:"Buy"”, "stockName™ : "Apple Inc."”,"stockSymbol”:"AAPL","stockID":1, " stockExchange™
* Connection #8 to host localhost left imtact

“role" :

https://github.com/Ann20030/Txn-token-AZ2A using tokenetes
https://github.com/tokenetes
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Does It reveal more profound questions?

Threat: A2A is envisioning a more collaborative future, but new agent-oriented attacks are more implicit (in the

data payload, e.g. prompt injection) rather than explicit and structural (in the header).

* In Agent-to-Agent communications, what security contexts should always be carried and preserved alongside
the call-chain, across 2 or more domains?

* Never stripped off, in the format of structured, mandatorily carried data fields with integrity protection

agent_id, task_id, context_id, original_user_input, user_identity, access_model, identity_provider, is_attested -

* To provide sufficient security contextual input to the authorization server

* Do we need consistent access control policies (or patterns) across 2 or more domains?

Come to Thursday 11:15-12:15 Al Agent Security Side Meeting @Hunan Room and discuss!

* https://github.com/liuchunchi/IETF125-Al-Agent-Security-Side-Meeting

* https://www.ietf.org/archive/id/draft-liu-oauth-a2a-profile-00.html
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