
Formal Proof of Insecurity of Intra-handshake
Attestation and Proposal for Post-handshake

Attestation

Muhammad Usama Sardar

TU Dresden, Germany

March 15, 2026

Muhammad Usama Sardar (TUD) HotRFC @ IETF 125 (Shenzhen) March 15, 2026 1 / 7



Attested TLS

• 3 ways to extend TLS with remote attestation
• pre-handshake attestation
• intra-handshake attestation
• post-handshake attestation

• Formal analysis of intra-handshake attestation
• Diversion attacks1 (with Mariam and Tuomas)
• Relay attacks2 (with Viacheslav and Jean-Marie)

• Proposal
• Post-handshake attestation (draft-fossati-seat-expat)
• based on RFC9261

1https://github.com/CCC-Attestation/formal-spec-id-crisis

2https://mailarchive.ietf.org/arch/msg/seat/x3eQxFjQFJLceae6l4_NgXnmsDY/
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Diversion attacks shown to be practically feasible
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Relay attacks acknowledged by Cocos AI

https://web.archive.org/web/20260227160554/https:

//www.ultraviolet.rs/blog/tee-tls-privacy/
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What we are looking for?

• Implementers of post-handshake attestation (draft-fossati-seat-expat)

• Contributors in formal analysis of post-handshake attestation
(draft-fossati-seat-expat)

• Collaborators knowledgeable in at least one of:
• TLS
• Remote attestation
• Formal methods (Symbolic security analysis)
• Confidential computing
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Links to Resources

• Work-in-progress Implementation
• https:

//github.com/tls-attestation/attestation-exported-authenticators

• Wiki page
• github.com/EuroProofNet/ProgramVerification/wiki/AttestedTLS

• Formal proof of insecurity of pre- and intra-handshake attestation
• github.com/CCC-Attestation/formal-spec-id-crisis

• Post-handshake attestation draft
• datatracker.ietf.org/doc/draft-fossati-seat-expat/

• Attestation in Arm CCA and Intel TDX
• github.com/CCC-Attestation/formal-spec-TEE

• Security considerations of remote attestation
• datatracker.ietf.org/doc/draft-sardar-rats-sec-cons/

• IETF SEAT WG
• datatracker.ietf.org/wg/seat/about/

• Technical Concepts
• Validation of TLS 1.3 Key Schedule
• General Approach
• Weekly meetings: github.com/tls-attestation#meetings
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