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About 
COSPR (Children’s Online Safety and Privacy Research) is 
a leading research program investigating the intersection 
of children’s safety, privacy, and tech policy. 

Led by researchers Dr. Kate Sim and Prof. Julia Powles, 
the program has two fundamental aims. First, we work to 
understand and prevent abuse of children, not archive it. 
Second, we identify effective interventions that help build 
healthy online environments – for young and old alike.

cospr.net 
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Policy Landscape



Legislative actions at the 
intersection of child safety, 
online harms, and tech 
regulation

OVERVIEW

Policy 
landscape

North & South 
Americas
US - Kids Online Safety Act 
(KOSA); Children’s Online 
Privacy Protection 
(COPPA)

Canada - Online Harms Bill

Brazil - ECA Digital

Africa
Nigeria - Online Harms 
Protection Bill

Ghana - Human Sexual 
Rights and Family Values Bill

Uganda - 
Anti-homosexuality bill

Europe
UK - Children’s Code of 
2021, Online Safety Act 

EU - Digital Services Act, 
Digital Marketplace Act, 
CSAM file (“Chat Control”) 

Asia-Pacific 
India - Digital India Act

Malaysia - Online Safety Bill 

Philippines - Online Sexual 
Abuse and Exploitation of 
Children (OSEC) Act

South Korea - Anti Nth 
Room Laws

Australia & 
Oceania
Australia - Online Safety 
Act of 2021, Children’s 
Privacy Code

New Zealand - Online 
Safety Act
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https://www.blumenthal.senate.gov/about/issues/kids-online-safety-act
https://www.ftc.gov/legal-library/browse/rules/childrens-online-privacy-protection-rule-coppa
https://www.ftc.gov/legal-library/browse/rules/childrens-online-privacy-protection-rule-coppa
https://www.ftc.gov/legal-library/browse/rules/childrens-online-privacy-protection-rule-coppa
https://www.canada.ca/en/canadian-heritage/services/online-harms.html
https://www.hrw.org/news/2025/09/17/brazil-passes-landmark-law-to-protect-children-online
https://nitda.gov.ng/wp-content/uploads/2024/12/Updated-OHP-WHITE-PAPER-copy-compressed.pdf
https://nitda.gov.ng/wp-content/uploads/2024/12/Updated-OHP-WHITE-PAPER-copy-compressed.pdf
https://www.hrw.org/news/2024/03/05/ghana-president-should-veto-anti-lgbt-bill
https://www.hrw.org/news/2024/03/05/ghana-president-should-veto-anti-lgbt-bill
https://www.amnesty.org/en/latest/news/2024/01/africa-barrage-of-discriminatory-laws-stoking-hate-against-lgbti-persons/
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/childrens-information/childrens-code-guidance-and-resources/introduction-to-the-childrens-code/
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/childrens-information/childrens-code-guidance-and-resources/introduction-to-the-childrens-code/
https://www.gov.uk/government/publications/online-safety-act-explainer/online-safety-act-explainer
https://commission.europa.eu/strategy-and-policy/priorities-2019-2024/europe-fit-digital-age/digital-services-act_en
https://commission.europa.eu/strategy-and-policy/priorities-2019-2024/europe-fit-digital-age/digital-markets-act-ensuring-fair-and-open-digital-markets_en
https://www.dw.com/en/eu-to-step-up-fight-against-child-abuse-content/a-60370678
https://5rightsfoundation.com/malaysia-set-to-introduce-online-safety-bill/
https://lawphil.net/statutes/repacts/ra2022/ra_11930_2022.html
https://lawphil.net/statutes/repacts/ra2022/ra_11930_2022.html
https://lawphil.net/statutes/repacts/ra2022/ra_11930_2022.html
https://www.koreaherald.com/view.php?ud=20220902000487
https://www.koreaherald.com/view.php?ud=20220902000487
https://www.esafety.gov.au/newsroom/whats-on/online-safety-act
https://www.esafety.gov.au/newsroom/whats-on/online-safety-act
https://www.oaic.gov.au/news/blog/better-privacy-protections-for-children-are-coming
https://www.oaic.gov.au/news/blog/better-privacy-protections-for-children-are-coming
https://www.consumerprotection.govt.nz/general-help/consumer-laws/online-safety-laws-and-rules
https://www.consumerprotection.govt.nz/general-help/consumer-laws/online-safety-laws-and-rules


Protectionist approach 
1. Vague definition conjures strong mental model 
 
2. Harm is reduced to content 

3. Solutions are privatized and punitive
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Protectionism 
and the “Ick” 



Setting intentions

1. Content warning 
2. Engage at your own pace 
3. Be curious
4. Give grace
5. Practice group care
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Why do we get the “ick”? 
Within the family system: about 90% are harmed by a person 
known and trusted by the child, usually at home (Finkelhor et al. 
2012) 
Juvenile sexual offending accounts for over two-thirds of CSA, 
often involving siblings. Average age difference is 6 years. 
(McCartan et al. 2023)
Setbacks from sensationalist cultural representations (To Catch 
a Predator; IT; true crime podcasts) 

https://doi.org/10.1016/j.chiabu.2024.106634
https://doi.org/10.1016/j.chiabu.2024.106634
https://www.tandfonline.com/doi/full/10.1080/13552600.2023.2258928


The “ick” masks systemic factors 
A life course: For 78% of children who experience CSA, it happened more than once. For 42%, it 
happened more than 6 times (Lawrence et al. 2023)

Co-occurrence: 4 in 10 children experience more than 1 type of abuse, such as neglect; physical 
violence; emotional violence; exposure to domestic violence

Likelihood and severity linked to: 

● Gender: girls are at greater risk for most types of child maltreatment, particularly for sexual 
abuse, emotional abuse, and neglect 

● Children with disabilities are three times more likely than children without them to experience 
CSA (Lund et al. 2021) 

● Children in the foster care system more likely to have higher lifetime experience of CSA 
(Kirkner et al. 2024)

Delayed disclosure is common and can range anywhere between 1 week to 46 years. 66% of 
episodes are never disclosed to any adult (Alaggia et al. 2019; Gewirtz-Meydan & Finkelhor 2020)  

https://www.acms.au/findings/
https://pubmed.ncbi.nlm.nih.gov/22795510/
https://www.sciencedirect.com/science/article/abs/pii/S0145213424000334
https://doi.org/10.1177/1524838017697312
https://doi.org/10.1177/1077559519873975


Protectionism in 
Children’s Online Safety



Big, scary numbers
“In 2023, NCMEC received 36.2M reports of suspected child sexual exploitation” (NCMEC 
2023) 

Mandated reporting: US federal law requires Electronic Service Providers (ESP) to 
detect, report, and remove suspected child sexual abuse materials (CSAM) to the 
CyberTipline. 

A legal object: CSAM is refers to “any visual depiction of sexually explicit conduct 
involving an apparent minor” (18 US Code 2256). 

The CyberTipline includes: 

● Child Sexual Abuse/Exploitation Material (CSA/EM) 
● “Baby bum on the beach” 
● “Nudes” or self-generated materials
● Reshares, or “potential meme” 
● “Obscene visual content”

https://perma.cc/45XK-DYZD
https://perma.cc/45XK-DYZD
https://www.law.cornell.edu/uscode/text/18/2256


Actionability: Of the 36.2M cybertips in 2023(Grossman et al. 2024; Sim & Powles 2025) 

● 49% considered actionable
● 3% referred to law enforcement 
● 0.18% (63,892 cybertips) escalated for likely involving hands-on abuse of a real child 

Beyond the four corners: To determine the presence of abuse, contextual information 
accompanying the detected imagery needed, such as:
● Consent and Harmful behavior: coercion; controlling behavior; threats; 

monitoring/surveillance; deception; manipulation; non-consensual sharing; exploitation    
● Motivation: innocuous (ignorance, curiosity) to egregious (coercion, revenge); sexual 

(humiliation, control) to non-sexual (financial) 
● Relationality: age difference; power differential (adult - child; teacher - student; older 

child - younger child); romantic/sexual relationship 

Rather than CSA/EM, it would be more accurate to refer to the object of detection as child 
sexual material (CSM). 

https://purl.stanford.edu/pr592kc5483
https://doi.org/10.1093/9780198972877.003.0037


Chasing numbers 



Chasing numbers 



Compounding harms from automated mandated reporting loop 

● Punishing youth: 44% of CSAM offenders are under the age of 18 and 68% of CSAM 
offenders are known to the child (Sutton et al. 2023); With online commercial sexual 
exploitation, most (92%) are self-negotiated, with money being the primary motivator 
(Walsh, Finkelhor  et al. 2025) 

● Neurodivergence: Online offending disproportionately implicate adolescents with autism 
spectrum disorder (ASD) (Davy et al. 2025; Mahoney 2021; Rutten et al. 2022)

● Racial disparity: White and non-Latinx children’s cases of physical and sexual abuse more 
likely to be substantiatied than Black and Latinx children’s (Fix & Nair 2020) 

● Reproducing the digital divide: While CSA is universal, CSM cybertips mostly feature white 
children and arrested viewers are mostly white (Steel et al. 2022) 

A breach of trust: Many victims of CSAM are not aware that their images are used for 
detection systems. In a recent survey of 80 victims of CSAM (Ronken 2024):   

● 60% were aware that material was retained by police; 45% by tech companies; and 35% 
by researchers 

● 90% of those interviewed wanted to know how the imagery would be used

https://journals.sagepub.com/doi/10.1177/15248380231194072
https://doi.apa.org/doi/10.1037/tra0001821
https://doi.org/10.1080/1068316X.2025.2526604
https://doi.org/10.1007/978-3-030-70913-6_13
https://doi.org/10.1002/cbm.2267
https://www.sciencedirect.com/science/article/abs/pii/S019074092030428X#:~:text=In%20the%20U.S.%2C%20Black%20and,for%20these%20cases%2C%20as%20well
https://linkinghub.elsevier.com/retrieve/pii/S0145213421002064
https://theconversation.com/held-at-ransom-victim-survivors-open-up-about-the-use-of-child-sex-abuse-material-to-fight-crime-237659






Numbers over people

Hotlines ≠ helplines: Too often, the resources 
ESPs direct young people to are 
hotlines/tiplines, rather than confidential 
helplines (Trans Lifeline 2024) 

Report ≠ Support: In a survey of 3,616 DV 
survivors and help-seekers in the US, more 
than half said that mandated reporting made 
their situation worse (Lippy et al. 2016)

● Warnings about mandated reporting 
reduced help-seekers ability to seek help 
(Lippy et al. 2020) 

https://translifeline.org/safe-hotlines/the-problem-with-988-report/
https://www.bwss.org/wp-content/uploads/Theres-no-one-I-can-trust.pdf
https://doi.org/10.1007/s10896-019-00103-w


Help seeking, but not receiving: People seek help when given the opportunity. But 
they are not always able to receive the support they need: 

● 70% of those who sought help in relation to their CSM viewing habits were not 
able to receive help (Nurmi et al. 2024)

Help-seeking is integral to CSA prevention, both for the youth who are sexually 
harmed and the youth who have harmed others. But many mandated reporting 
requirements, stigma, and lack of resources create systemic barriers 

● Privacy needed for safety: Young people, particularly young men, are more 
likely to see help from online services as “a freely accessible, anonymous, and 
stigma reducing alternative” (Best et al. 2016; Reilly et al. 2024)

● From the shrinking ecosystem: The help-seeking attitudes of youth workers 
were considered to be particularly important, as youth workers have been 
identified as ‘key community gatekeepers’ (Rickwood et al. 2005)

https://www.nature.com/articles/s41598-024-58346-7
https://journals.sagepub.com/doi/10.1177/1049732316648128
https://www.prevention.global/resources/read-full-scalability-report
https://www.tandfonline.com/doi/full/10.5172/jamh.4.3.218


1. Opportunities for social connection 
2. Engagement in music, writing, arts
3. Mental health services
4. Exercise and sports programming 
5. Books and audiobooks 
6. Outdoor spaces and nature

(Crisis Text Line 2024)
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What adolescents need, according to them:

https://www.crisistextline.org/blog/2024/02/08/six-things-adolescents-need/


cospr.net


