IP measurement
options

Enabling passive network measurements
with minimal additional data and efforts.
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Enabling passive network measurements in interlocking systems

Measurement of Quality of Service without introducing additional

measurement traffic as DS microflows

Quiality of Service:

* SHALL be measurable without access to the network equipment
(use end-hosts only, no additional measurement equipment or data streams)

* SHALL be capable of measuring packet delay and loss
(needs data from both sending and receiving host)

« SHALL be independent of data-link layer choice

» SHALL deliver uniform measurement results for various transport layer protocols
(e.g., UDP, TCP, etc., = measure IP packet properties)

« SHALL not form a threat for hard real time protocols used in SIL-4 systems

Our conclusion / Solution direction:
Extend IP protocol with measurement data = Use an IP option
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Define an IP measurement option suitable for delay and loss measurements

Information needed:

» Send and receive time of the IP packet, include send time in IP option
(network delay = receive time — send time)

« Sequential packet number of sender, include packet count (UID) in IP option
(loss = missed packet numbers after timeout)

0 1 2 3

. 012345678901234567890123456789¢01
Proposed IPv4 option: S e s W
* Flow label: helps identify flows | Option Type | Option Length | UID |
) t—t—t—t—t—t—t—t—t—t—t—t bttt bttt —t—F—F—F—t—F—F—+—+—+—+

(see |PV6, RFC 8200) | Flow Label | Seconds |
: t—t—t—t—t—t—t—t—t—t—t—t—t—t—d bttt =ttt =ttt —+—+—+—+

|(nclude in measurement) T Al Nanoseconds |
* A(lternate marker) et s St S e s S s Y
. : |
» Cryptographic Signature: helpsto . N
ensure validity of data. | |
+ (Optional) Cryptographic Signature +

| |
+ +

| |
t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—F—F—F—F—F—F—F—F—t—t—F—F—+—t—+—+—+
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Usage of the IP(v4) measurement option

Sender and Receiver are active:
« Sender MAY insert the IP measurement option (MO)

(SHALL if measurements are needed of course)

* Receiver MAY process the IP MO and perform measurements
(SHALL if measurements are needed of course)

Hosts en-route are passive:
* MAY read the IP MO, and SHALL NOT change the IP MO

» Behaviour is different than for most IPv4 options, where reading and processing MUST
be performed (RFC 791).

RFC 1122 defines (Section 3.2.1.8) what to do with unknown |IPv4 options:
“The IP and Transport layer MUST each interpret those IP options
that they understand and silently ignore the others.”

* Ignoring IP options by hosts en-route is allowed
(dropping packets with IP options SHALL NOT be done according to the RFCs)

» Sending IP options from end-host to end-host without effort in routers is possible.
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Inter-layer protocol creates more space for IPv4 options

It is dirty and does not observe rules regarding P H
protocol Iayers LR s e e e
Version IHL |Type of Service| Total Length | IEvd
« hook in from IP Protocol field L L S S L S L S AL TEv4
Identificaticon |Flags Fragment Cffset | IEvd
(protoco| = inter-|ayer protoco|) L e e LA A s et St e e e e SR 8 £
Time to Liwve |Protococl = 0xFF| Header Checksum | IPv4
° repeat IP Protocol as next protocol __+_+_+_+___+_+_+_+_“+_;_+_+__;:1c_1+_+_+___+_+_+_+_+_+_+_+_+_+_+_J|r ii"j
ource L rsss W
(protocol = inter-layer protocol) t—d—t bbbttt bbbt~ —d—f—t b= —F—t—F— =+~ —+—+—+—+—+  IDPV4
Destination Address [ Ibv4
* hook out when IP Protocol is something else L A e T e L A e e e et I 8-
. Opticons Padding | Ipv4
(protocol # mter—layer protocol) R T B e Tt S e S S
. . IL Protocol = OxFFE Total length Protocol = 0x11] ILE
 continue with normal protocol stack. USSRV SR DSOS & 8
|  ILP
Interlayer data for protocol number OxFFE - ILP
|  ILP
Advantage: $—t—+—F—+—4—+—+—t—+—+—+—F—+—+-+—+  ILP
g ] | Checlksum | ILE
* It can take part of the user-data and use it for A e T A T A e
. . Source Port | Destination Port [ UDE
arbltrary thlngs other than a transport Iayer ottt bttt bttt bttt -ttt —f—t—t—t—d—f—f—+—+—+—+  UDP
. Length | Checksum | UDFe
prOtOCOI- Eg, to have |al'gel’ IP Optlons- ottt bttt bttt bttt -ttt —f—t—t—t—d—f—f—+—+—+—+  UDP
. . |  UDP
» Extends the number of types of information _ UDP data octets . uDpe
. | UDP
beyond the 255 IP Optlon typeS. e e T s St S A s St
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Disclaimer

© Siemens 2026

Subject to changes and errors. The information given in this document
only contains general descriptions and/or performance features which
may not always specifically reflect those described, or which may
undergo modification in the course of further development of the
products. The requested performance features are binding only when
they are expressly agreed upon in the concluded contract.

All product designations may be trademarks or other rights of

Siemens AG, its affiliated companies or other companies whose use by
third parties for their own purposes could violate the rights of the
respective owner.
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Contact

Published by Siemens Mobility GmbH

dr. ir. Tjeerd J. Pinkert

System Manager

SMO / DE / SMO RI ML COC SM 2
Ackerstrasse 22

38126 Braunschweig

Germany

E-mail tjeerd.pinkert@siemens.com
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