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What This Draft Is
• A focused algorithm registration document 

• nothing more
• Registers PQ and PQ/T hybrid HPKE algorithm 

identifiers for JOSE
• Includes test vectors for all registered algorithms
• Builds entirely on established mechanisms:

• draft-ietf-jose-hpke-encrypt - JWE integration for HPKE
• draft-ietf-hpke-pq - PQ and PQ/T hybrid KEMs

• No new cryptographic mechanisms introduced
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Why 
This
Draft 

Is

https://mailarchive.ietf.org/arch/msg/jose/gtRE1H8ZxbxylzTjBL5Qr6O46Ns/
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(current) Algorithm Suite Approach
• Five KEMs across two categories

• Post-Quantum/Traditional (PQ/T) hybrid composite
• Post-Quantum (PQ) 

• One KDF  to rule them all: SHAKE256
• Two AEADs: AES-256-GCM and ChaCha20Poly1305
• Each suite → two modes: 

• Integrated Encryption 
• Key Encryption (-KE)

• ML-KEM-512 omitted - concerns over new cryptanalysis 
reducing its security level
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All use SHAKE256 HPKE KDF. Each row shows an integrated encryption + key encryption variant.

PQ/T Hybrid Algorithms Pure PQ Algorithms
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Mailing List Discussions
• ChaCha20Poly1305 variants - AES-256-GCM may cover all 

practical needs
• Author position: trending towards dropping them all or at least the key 

encryption variants (JOSE doesn’t currently have ChaCha20-Poly1305) 
• MLKEM1024-P384 - low P-384 adoption; ML-KEM-1024 and 

MLKEM768-P256 already cover the security levels (Orie)
• Author position: ¯\_(ツ)_/¯ 

• Security level matching - AES-256-GCM vs AES-128-GCM, 
SHAKE256 vs SHAKE128 (Michael)

• Author position: current proposal is fine
• New chair’s position: doesn’t seem to disagree
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A Question: Trim the Algorithm Set?

What’s the temperature of the room?
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Content               Automation
• Algorithm tables, IANA entries, test 

vectors, JWK examples - all auto-
generated

• Upon changing the algorithm set → 
everything regenerates

• Adapting the draft to WG consensus 
on algorithm choices is trivial

• A COSE version of this with its own 
automation is also available - should 
anyone wish to take it to the COSE 
WG, reach out to Filip

"The suffering of interoperability”
2025
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Note, draft-reddy-cose-jose-pqc-hybrid-hpke:
• Re-introduces mechanisms already established in its normative 

references - a source of bike-shedding, drift, and delays
• Includes ML-KEM-512 (which draft-skokan-jose-hpke-pq-pqt omits)
• No examples, no test vectors
• Spans both JOSE and COSE and unnecessarily couples them 

together (also will be presented in the COSE WG session later this 
week)

• -09 (December) did not include Pure PQ
• -10 (February) added Pure PQ shortly after -skokan-jose-hpke-pq-

pqt  appeared on the mailing list

• In Contrast: draft-skokan-jose-hpke-pq-pqt is JOSE-only, 
straightforward algorithm registrations, includes test vectors, and 
delegates as much as possible to normative references
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I'll tell you what I'd do, man: two 
drafts at the same time, man.

• The wise and benevolent WG Chairs fairly noted the fair amount of 
overlap between drafts -skokan-jose-hpke-pq-pqt and -reddy-cose-jose-
pqc-hybrid-hpke made a requested to consider if they might be combined

• Also would “like to continue to keep COSE and JOSE HPKE aligned”
• Should be a secondary goal
• COSE and JOSE are different WGs
• COSE and JOSE are already different (e.g., CBC and ChaCha and more)
• Appropriate alignment is possible across multiple documents (e.g., base [JC]OSE 

HPKE)
• Proposal:

• Adopt -skokan-jose-hpke-pq-pqt in JOSE and keep the JOSE scope
• Add Tiru & Hannes as authors acknowledging their prior efforts
• Adopt -reddy-cose-jose-pqc-hybrid-hpke in COSE and narrow to COSE scope

• (and possibly utilize Filip’s recent efforts in this area)
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Before IETF 126 Vienna:
 Request to Consider Call For Adoption


