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@PQ/T hybrid mode:
Combines PQC KEM with traditional algorithms (e.g., X25519).
Security holds if either component remains secure.
Hybrid mechanisms offer defence-in-depth during PQ
transition

@Pure PQC mode:

Uses a PQC KEM (e.g., ML-KEM) for key establishment.

Policy or regulatory requirements (e.g., CNSA 2.0) may prohibit
traditional algorithms.

@Both models are supported in this draft.



PQ-KEM Encapsulation Ve«

@ Updated draft to address comments from the WG, align with the COSE/JOSE
HPKE drafts.

@ https://datatracker.ietf.org/doc/draft-ietf-hpke-pqg/ defines PQC and Hybrid
PQ/T HPKE.

Updated draft to align with the latest version of draft-ietf-hpke-pq



https://datatracker.ietf.org/doc/draft-ietf-hpke-pq/
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@Uses AKP (Algorithm Key Pair) key type.
@Used for representing PQC or PQ/T hybrid public keys.



Security Strength Analysis of <55

Registered HPKE Cipher suites PE T
+------- - +-------- t---------- - R - L e R e et +
Alg Mode KEM Trad KDF AEAD Sec
+------- - +-------- t------m-m- - - +----- - L it e et +
HPKE-8 Hybrid | MLKEM-768 P-256 SHAKE256 AES-256-GCM Level 3/C128
HPKE-9 Hybrid | MLKEM-768 P-256 SHAKE256 ChaCha20-Poly1305 | Level 3/C128
HPKE-10 Hybrid | MLKEM-768 X25519 SHAKE256 AES-256-GCM Level 3/C128
HPKE-11 Hybrid | MLKEM-768 X25519 SHAKE256 ChaCha20-Poly1305 | Level 3/C128
HPKE-12 Hybrid | MLKEM-1024 | P-384 SHAKE256 AES-256-GCM Level 5/C192
HPKE-13 Hybrid | MLKEM-1024 | P-384 SHAKE256 ChaCha20-Poly1305 | Level 5/C192
HPKE-14 Level MLKEM-512 - SHAKE256 AES-128-GCM Level 1
HPKE-15 Level MLKEM-768 - SHAKE256 AES-256-GCM Level 3
HPKE-16 Level MLKEM-1024 | - SHAKE256 AES-256-GCM Level 5
+------ - +-------- R LT e EEEEEEEE L T L ittt +

* Level x = NIST post-quantum security level.

* Cyyy = approximate classical security strength (in bits) of the traditional component.

* KE variants share identical cryptographic properties and are omitted in the table

* NIST PQ security Levels 1, 3, and 5 correspond roughly to:

e elevell=AES-128

« «level 3=AES-192 6
* elevel 5=AES-256



MLKEM-512 M s o 2

@ML-KEM-512: NIST security category 1

® NIST made a deliberate, informed decision to keep Category 1
@Supported by TLS (draft-ietf-tls-mlkem) and IPSec (draft-ietf-
Ipsecme-ikev2-mlkem) specs
®ML-KEM-512 is intended for constrained devices and
bandwidth-sensitive environments
@Omitting it from JOSE makes JOSE the only outlier
across IETF security ?
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@ SHAKE256 Is used as the KDF for these ciphersuites.
Aligns with SHAKE-based XOFs used internally by ML-KEM
Avoids introducing additional hash primitives

@ Simplifies implementation by reusing the same hash family
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@AES-256-GCM is used for Level 3 and Level 5 ciphersuites.

Maintains consistent symmetric key size across higher security
suites

HPKE registry does not define AES-192-GCM

Q@AES-128-GCM is only used for ML-KEM-512 (Level 1)
ciphersuite

@ChaCha20-Poly1305 provides an alternative AEAD with
similar security properties.



Hybrid KEM Pairing Choices *Qv
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@Hybrid constructions:
ML-KEM-768 + P-256
ML-KEM-768 + X25519
ML-KEM-1024 + P-384
O®@ML-KEM-1024 is paired with P-384 rather than P-521
because:
P-384 already provides strong classical fallback (~192-bit)
Widely deployed and implemented
Aligns with existing PQ/T hybrid deployments (e.g., TLS).
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Recipients — CEK encrypted separately for each

Sender one
CEK
Encrypts Recipient A Recipient B
CE‘K Or;lce ML-KEM-768 MLKEM768-X25519
or a

Recipient C
ECDH-ES

harvests  Harvest Now

iph
LA Decrypt Later
Attacker

For messages requiring post-quantum security, ALL recipients MUST use PQC KEMs or PQ/T Hybrid KEMs.
Using traditional algorithms (e.qg., ECDH-ES) for ANY single recipient compromises the overall security of the

message.




Next Steps e T

@ WG adoption call issued previously
Adoption decision for the hybrid PQC HPKE draft was deferred until the
base COSE/JOSE HPKE draft completes WG Last Call.

@ draft-reddy-cose-jose-pgc-hybrid-hpke has been presented
multiple times at IETF meetings
@ 00 version of draft-reddy-cose-jose-pdc-hybrid-hpke submitted in

Mar-2024 around the time when HPKE WG is created
11 versions to address WG feedback
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Next Steps Y
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@ draft-skokan-jose-hpke-pg-pgt submitted in Feb-2026
@ The skokan draft is explicitly JOSE-only. Ours registers algorithms

for both JOSE and COSE in a single document.

@ \We propose:
Single document to review, adopt, and maintain long-

term
Add Filip and Brian as co-authors acknowledging their

contributions

@ Consider for WG adoption 13
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