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Status
● Correction of the Test Vectors
● Update of Security Properties after Formal Analysis
● Integration of EDHOC-PSK into lakers
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#Issue1: Test Vectors

- We found an error in the computation of TH_4
- We redefined the test vectors and verified them using two implementations 

(Rust and C)

PRK_4E3M EDHOC_Exporter(SALT_4e3m, PSK)

TH_4 H( TH_3, ID_CRED_PSK, PLAINTEXT_3B, CRED_I, CRED_R )

External_aad in CIPHERTEXT_3B << ID_CRED_PSK, TH_3, CRED_I, CRED_R >>

These values were missing 
in the test vectors
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#Issue2: Updates after Formal Analysis

Formal Verification of EDHOC-PSK: A Symbolic Approach with SAPIC+. Elsa Lopez 
Perez, Thomas Watteyne, Cristina Onete, Clement Papon, Dhekra Mahmoud, Pascal 

Lafourcade, Mališa Vučinić. ACM ASIA Conference on Computer and 
Communications Security (ASIACCS), Bangalore, India, 1-5 June 2026.
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#Issue2: Active Unlinkability Attack on Initiator Identity

- Assumption: Attacker is an active MitM between Initiator and Responder.
- Attack:

- Initiator sends message_3, which contains the encrypted identity ID_CRED_PSK.
- The attacker intercepts and modifies the ciphertext of ID_CRED_PSK.
- The modified message_3 is forwarded to the Responder.
- The Responder attempts to decrypt and verify the message.
- Because the ciphertext was modified, AEAD verification fails… However, the observable 

failure behavior may depend on whether the manipulated identity corresponds to a valid 
credential:

- different error types (e.g., unknown credential vs authentication failure)
- timing differences during credential lookup

The attacker can test candidate identities and observe how the 
Responder fails. 5



#Issue3: Integration of EDHOC-PSK into lakers 

- We are working on the integration of EDHOC-PSK into the lakers 
implementation of EDHOC (Rust)
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Next steps

- Working Group Last Call?
- Address final comments/issues
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Thank you! 
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