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Motivation: our brand new charter1

• draft-ietf-lake-ra has been religiously following
draft-fossati-tls-attestation.

• Remote attestation is a subtle addition ⇒ Formal analysis is required
for high assurance.

1https://datatracker.ietf.org/doc/charter-ietf-lake/03/
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From Attested TLS: Devil is in the Details!
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Encryption legend

• htsc: used for encryption of clientFinished message (2d).
• Irrelevant for security goals
• Server not yet authenticated at this point

• atsc: used for encryption of application data (client’s secret, e.g.,
decryption key)

• Relevant for security goals
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To Attested EDHOC (draft-ietf-lake-ra-03)
Thanks to charter, devil is easier to find!

• Approach2: we use modularity, abstraction and analogies with TLS.

• Results: Correlation properties fail ⇒ Relay attacks3

Security level draft-ietf-lake-ra-03

L1 ×
L2 ×
L3 ×

• Root cause: No cryptographic binding of Evidence to the connection

• Proposed fix: Post-handshake attestation

2https://mailarchive.ietf.org/arch/msg/lake/FhB68GT1qSZuRILN7gMPQdn6SEc/

3https://mailarchive.ietf.org/arch/msg/lake/Tovtl7wgvzwJWT2I2ZwnhoIOnYQ/
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