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PQ Signature-based authentication of EDHOC *
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* Also recently extended for PQ with PSK-based
authentication - Just need QR Ephemeral KEM

PQ EDHOC described in
EDHOC RFC9528 using
method O

Completed with new
cipher suites with
gquantume-resistant
algorithms [draft-spm-
lake-pqsuites-01]*

o QR Ephemeral KEM >
ex: ML-KEM-512

o QR Digital Signatures >
ex: ML-DSA-44
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KEM-based Authentication methods for EDHOC - Motivation

e The PQ with PSK-based mmm) Limited to scenarios where

EDHOC nodes share a PSK provided
out of band

e The PQ with signature- mm) [Nntroduces significant
based EDHOC, using NIST overhead
standardized signhature o Long key sizes and sighatures

o High processing times
schemes o High memory overhead
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KEM-based Authentication methods for EDHOC - Motivation

e KEM-based authentication methods in EDHOC:

- Enable signature-free authentication for one or both parties

o VO support mixed modes where one party uses KEM-based
authentication and the other uses signatures.

EDHOC Method Type Initiator Authentication Responder Authentication
Value Ke Ke
PQ y d
Method 3 = 4 Static KEM Key Static KEM Key
Method 2 = 5 Static KEM Key PQC Signature
Method 1 6 PQC Signature Static KEM Key
._\//\\/Vw\_.
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EDHOC KEM-based Authentication methods

Method 4: KEM-based Initiator/KEM-based Responder

Initiator Responder

EDHOC Method 3 Logic: | METHOD, SUITES_I, [pk_eph, C_I, EAD_T |
® Both parties authenticate H message_1 |

|
. . . . | |
without digital signatures | G808 Enc( C_R, ID CRED.R, EAD.2 ) |

e F
INITIATOR RESPONDER | message_2 |
Static-KEM pair  Static-KEM pair | AEAD( ID_CRED_I, EAD_3 ), ct_R |
= = ey >
ID C‘RED | ID C;ED R | nessage |
_ = a _ | |
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! ! Lo de(Emg we2 pEer !
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' ' | AEAD( EAD l
MAC_3 MAC_2 o ew(EOEACI)> !
| message_5 |
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EDHOC KEM-based Authentication methods

Message-flow-preserving approach

Method 5: KEM-based Initiator/Signature-based Responder

. Initiator Responder
EDHOC Method 2 Logic: | METHOD, SUITES_I, pk_eph, C_I, EAD_1 |
" . ettt e L PP >
® |nitiator authenticates | message_1 |
without digital signatures | ct_eph, Enc( C_R, ID_CRED.R, EAD_2 ) |
T e +
\ message_2 |
INITIATOR RESPONDER \ |
Static-KEM pair  PQC Signaturepair |~~~ AEAD( ey 03 ) !
] ! \ message_3 |
ID_CRED_I ID_CRED_R | I
- - - - | AEAD EAD- ct_T |
‘ l <_________________________E _____ _________________________ +
Ct_| Sig_R } message_4 I
! | AEAD( EAD- |
MAC_2 e st ==Y Y NP L PPV P S >
\ message_5 |
.—\//\\/\Vf\—.
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EDHOC KEM-based Authentication methods

Early Authentication Approach

Method 5: KEM-based Initiator/Signature-based Responder

. Initiator Responder
EDHOC Method 2 Logic: | METHOD, SUITES_I, pk_eph, C_I, EAD_1 |
. . et e L T
. . . . ‘ |
without digital signatures | ct_eph, Enc( C_R, ID_CRED_R, EAD_2 ) |
T e gy S S +
| message_2 |
INITIATOR RESPONDER \ |
Static-KEM pair  PQC Signaturepair | f‘%f‘[_)f_f[_)ff‘ﬁ[_)f:_ff[_)f_z _____________________ i
|} | \ message_3 |
ID_CRED_I ID_CRED_R \ _ ) |
\ AEAD( EAD_4, Sig R ), ct_I |
| |} St M it ____ S H
Ct_|I Sig_R } message_4 I
[} | AEAD( EAD_5, MAC_3 ) |
MAC_2 s >
| message_5 |
.—\//\\/\Vf\—.
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EDHOC KEM-based Authentication methods

Message-flow-preserving approach

Method 6: Signature-based Initiator/KEM-based Responder

EDHOC Method 1 Logic: Initiator Responder

| METHOD, SUITES_I, pk_eph, C_I, EAD_1 |
® Responder authenticates Lttt ittt >
X L. . | message_1 |
without digital signatures | |

| ct_eph, Enc( C_R, ID_CRED_R, EAD_2 ) |

g +
INITIATOR RESPONDER I message_2 I
PQC Signature pair Static-KEM pair | AEAD(' ID_CRED_I, EAD_3 ), ct_R |
J J e e >
ID_CRED_| ID_CRED_R | message_3 |
[ ] [ ] | AEAD( EAD_ |
. e e e e e e T EEmE T e +
Sig_|I Ci_R | message_4 |
| I
AEAD( EAD_
MAC_2 v i . > N !
| message_5 |
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EDHOC KEM-based Authentication methods

Early Authentication Approach

Method 6: KEM-based Initiator/KEM-based Responder

EDHOC Method 1 Logicz Initiator Responder
. | METHOD, SUITES_I, pk_eph, C_I, EAD_1 |
® Responder authenticates o o >

. . . 1
without digital signatures } B I
| ct_eph, Enc( C_R, ID_CRED_R, EAD_2 ) |
e T TP +
INITIATOR RESPONDER | message_2 |
PQC Signature pair Static-KEM pair | AEAD( TD_CRED.T, D.3 ), ctR |
‘ ‘ T e e e L e e e e e SR R e T L e e e B e E e >
ID_CRED._I ID_CRED_R | essage 3 }
] |} | AEAD( EAD_4, MAC_2 ) |
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>g-| — \ message_4 |
| |
MAC_2 | AEARL_EAD 5+ Sig I |
= A >
| message_5 |
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EDHOC KEM/based Authentication methods

Key Schedule

TH
Salt 2
SSeph } Key% Extract } PRI, | Key] { Expand H KEYSTREAM, }—. CIPHERTEXT2
Info ‘
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= Key
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Info [ 1
‘ PLAINTEXT,= (G, ID_CRED,,EAD;,
TH3=H(TH,,PLAINTEXT,,CREDR,clr) = (G0 HEAD: MAG:)
R Uses—~ - K
T KEM?_— ey ‘ MAC, = KDF(PRK 3001, ID_CRED_R, TH, ,CREDR, EAD., Len)
F

Salt Info |
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Info l ______________
Expand }7 CIPHERTEXT, | '
|

TH5=H(TH,,PLAINTEXTy) |

Key

Key l
| ss) }—+ Extract }—-} PRK4e3m

MAC; = KDF(PRK g3m, ID_CRED_I, TH5 ,CRED|, EADs, Lens)

Key

CIPHERTEXTs | |

Shared Secret I, R - Initiator, Responder | |
Pseudo-Random Ke TH - Transcript Hash ~

= t K - Symmettic Koy I PLAINTEXT; = (EADs, MAG3) ,
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W Classical EDHOC key Schedule ‘
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Session Key
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R
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Updates in the New Draft Version (-02)

#1

#2

#3

#4

Changed in Processing order corrected: compute TH_2 before deriving
Section 4.2.2 and PRK_2e

4.2.3

Add New PQ methods increase message sizes > MAY need a
Section 2.1.5 fragmentation mechanism in a constrained network
Changes in Introduces the requirement for the responder’s credential
Section 4.2.3 validation

Add New Add KEM Security Consideration Section

Section 6.2
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Updates in the New Draft Version (-02)

2. Add new Transport Consideration Section

e Responder Identity Protection (Active Attacks)

(@)

The Initiator’s credentials (ID_CRED_I) are encrypted using AEAD, providing

confidentiality and integrity (but not Initiator's Authentication).
o The encryption key is derived from two shared secrets:

m  Ephemeral KEM secret (ss_eph)
m  Responder static KEM secret (ss_R)

Only the legitimate Responder, who
owns (sk_R), can derive the session
key and decrypt message_3

e Change for Improved Identity Protection

o The application MUST authenticate and validate the Responder’s credentials
(ID_CRED_R) before the Initiator sends its own credentials.

untrusted credentials

This prevents the Initiator from revealing its identity to a responder with valid but

o Aligning with the security model of EDHOC [RFC9528]
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Updates in the New Draft Version (-02)

3. Introduces requirement for credential validation

e The KEM-based EDHOC authentication methods are transport-
independent, similar to classical EDHOC.

e Post-quantum KEMs and Signhatures(NIST) use larger public keys
and ciphertexts - increase EDHOC message sizes.
e |n constrained networks, larger messages may require
fragmentation > split and reassemble EDHOC messages.
o Example Mechanism: CoAP Block-Wise Transfer

= Blockl/Block2 [RFC7959]
=  Q-Blockl/Q-Block2 [RFC9177])
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Updates in the New Draft Version (-02)

4. Add new KEM Security Considerations section

IND-CCA2 security alone is not sufficient to prevent attacks in

KEM-based key exchange protocols.

Re-encapsulation attacks may occur, leading to Unknown Key
Share (UKS) situations where two parties derive the same secret

but associate it with different identities.
To prevent this, a KEM must:

o Provide IND-CCA2 security

o Ensure the shared secret is cryptographically bound to the
recipient’s public key.

ML-KEM v~

This binding prevents re-encapsulation and key-substitution

attacks.

draft-pocero-authkem-edhoc-02
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Formal Verification of the KEM-based method 4 (KEM-based/KEM-based)

e We formally verify some properties of method 4 (KEM-
based/KEM-based) authentication in Tamarin (with Vaishnavi

Sundararajan, lIT Delhi)

o Required modelling the KEM encapsulation/decapsulation
operations as well as AEAD operations

o  KEM Encapsulation produces a pair (ct, ss), so two function
symbols kemEncCt and kemEncSs are used to produce each part

o The function kemPKk returns the public key corresponding to a
secret KEM key

o Needs extra equations to be specified to Tamarin
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Formal Verification of the KEM-based method 4 (KEM-based/KEM-based)

e Verified in Tamarin the following trace properties:

o Secrecy of prk_out (key finally established) : At the end of a session
between an initiator | and a responder R establishing prk_out, nobody but |
and R knows prk_out

o Injective agreement for | : If | finishes a run as an initiator believing that
they have communicated with a responder R using communication
identifiers C_I and C_R, with ephemeral KEM keys pkeph, sseph, then R
must have been running exactly one session involving communication
identifiers C_I and C_R with ephemeral KEM keys pkeph, sseph. (Cannot
get guarantees about R knowing I's identity; common across EDHOCQC)

o Injective agreement for R : Similar, but we can also include R's identity
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Formal Verification of the KEM-based method 4 (KEM-based/KEM-based)

e Managed to verify the following trace properties (contd):

o Secrecy of intermediate key material : At the end of a session between
an initiator I and a responder R involving IKM prk_2e, prk_3e2m, prk_4e3m,
nobody but | and R knows prk_2e, prk_3e2m, prk_4e3m

o Perfect forward secrecy (PFS) of prk_out

o PFS also yields weak post-compromise security of prk_out

o Next steps: Protection of ID_CREDs

o Somewhat implied by injective agreement and secrecy of IKM, but needs a
separate formal proof of an equivalence flavour (to be done in ProVerif)
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KEM-based Authentication for EDHOC in IKR Scenarios - Motivation

e Target:

0  Reduce the handshake to 3 messages

Initiator Responder
| pk_eph, ct_R, AEAD( METHOD, SUITES_I, ID_CRED_I, C_I, EAD_1) |

O In constrained environments where the Initiator | Siee
, , B ss_eph, ssl, ss_R
already knows the Responder’s credentials. | - e ] —

| ct_eph, ct_I, AEAD( C_R, ID_CRED_R, MAC_2, EAD_2 ) |

e Key Schedule ss epl ss_ I ss R " |
o  Follows the Noise design principle | AEAD( MAC_3, EAD_3 ) |
(which inspired EDHOC). A s m— f
m  Each new shared secret is immediately : AT A :
incorporated into the key schedule, CHERH S N R S IH AP ISR NG EEr AE R R IR %
strengthening protection of subsequent | resseoe |

messages.

O The EDHOC key schedule incorporates all shared secrets after message_1 (Responder) and
message_2 (Initiator).

e KEM-based/Signature-based combination methods can be added

._\//\\/Vw\_.
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KEM-based Authentication for EDHOC in IKR Scenarios - Updates 02

.—\//\\/V/\—.

ETF

#1

#2

#3

#4

Changes in Update the IANA Consideration Section

Section 5.1

Changes in Reworded the paragraph in the Security Considerations section
Section 6 regarding repudiation

Changes in + Replaced XOR encryption with AEAD encryption for
Section 4.1and Messagel and updated the corresponding text

Section 3 + Updated key derivations

* Modify Key derivation schemes

Add in Strengthen the explanation of the key schedule choice.
Section 1.1and
Section 4.4
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Looking for feedback/adoption
from the WG !
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