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We have a consensus on the benefits of RPKI
IMC 2019

IMC 2022

[1] https://www.kentik.com/blog/how-much-does-rpki-rov-reduce-the-propagation-of-invalid-routes/ 
[2] https://www.thousandeyes.com/blog/visualizing-the-benefits-of-rpki 
[3] https://aws.amazon.com/blogs/networking-and-content-delivery/aws-secures-internet-routing-with-rpki-plus-security-checks/ 
[4] https://cloud.google.com/blog/products/networking/how-google-is-working-to-improve-internet-routing-security

[1] Kentik

[2] Cisco 
Thousandeyes

[3] Amazon
[4] Google

https://www.kentik.com/blog/how-much-does-rpki-rov-reduce-the-propagation-of-invalid-routes/
https://www.thousandeyes.com/blog/visualizing-the-benefits-of-rpki
https://aws.amazon.com/blogs/networking-and-content-delivery/aws-secures-internet-routing-with-rpki-plus-security-checks/
https://aws.amazon.com/blogs/networking-and-content-delivery/aws-secures-internet-routing-with-rpki-plus-security-checks/
https://cloud.google.com/blog/products/networking/how-google-is-working-to-improve-internet-routing-security
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How can we support RPKI adoption to cover 
 the remaining 50% of prefixes?
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ROA adoption in not uniform across RIRs
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ROA planning can be complex due to multiple factors!
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A framework for issuing ROA

Prefix

1. Who can issue the 
ROA?

2. More-specific 
Prefixes?

3. Further Prefix 
Delegations?

4. Routing Services 
(RTBH, DPS, …)

Activate &  
Setup RPKI

Issue ROA Certificates

ROA Planning ROA Deployment

Feedback from  
Network Operators & 
RIR Technical teams
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• RPKI Certificates 
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=

Our Platform
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Dashboard: Recommended ROAs for a prefix
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Characterization of  
Prefixes without ROAs
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Breakdown of IPv4 Prefixes without ROAs

Top organizations 
● China Mobile 
● CERNET 
● Korea Telecom 
● …

Many have issued 
ROAs before!
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Breakdown of IPv4 Prefixes without ROAs

Needs careful planning 

ru-RPKI-ready can 
help!
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Breakdown of IPv4 Prefixes without ROAs

Not so easy ☹
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Breakdown of IPv4 Prefixes without ROAs

Major US federal 
institutions 

• DoD NIC 

• USAIC 

• USDA 

• Air Force Systems

Not so easy ☹
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● ROA coverage for the next 50% prefixes will be more challenging 
● Non-technical aspects impact the ROA adoption percentage
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deepakgouda@gatech.edu
ru-RPKI-ready

IMC ’25 Paper

Dashboard



Questions!
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deepakgouda@gatech.edu


