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We have a consensus on the benetits of RPKI

IMC 2019
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Figure 1: Cloudflare traffic transiting Verizon.
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How can we support RPKI adoption to cover
the remaining 50% of prefixes?



ROA adoption in not uniform across RIRs
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ROA Planning: Example

Prefix Origin ASN
@ Who can issue the ROA? 173.211.80.0/21 -  AS22773

‘ Colocation America Corporation

"= 173.211.80.0/24 —  AS19437
- 173.211.81.0/24 —  AS396356
5 sub-prefixes...

- 5 Origins ASNs = 5 ROAs!!
% Internet Utilities NA LLC

@ What if more specific prefixes are
being routed?

@ Customer organizations?

ROA planning can e complex due to multiple factors!
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Dashboard: Homepage

Are you RPKI Ready?

ru-RPKIl-ready: the Road Left to Full ROA Adoption, ACM IMC 2025
Georgia Institute of Technology

Data as of: 2026-03-01
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Dashboard: Prefix information

Search by IP Prefix

173.211.80.0/21 =

Prefix Information

PREFIX: ORIGIN ASN: RPKI STATUS:

Are you RPKI Ready? 173.211.80.0/21 AS22773 NOTFOUND

ru-RPKI-ready: the Road Left to Full ROA Adoption, ACM IMC 2025
Georgia Institute of Technology

RPKI ISSUING AUTHORITY: CUSTOMER ORGANIZATION CUSTOMER ALLOCATION TYPE:
Data as of: 2026-03-01
Colocation America Corporation Internet Utilities NA LLC REALLOCATION
e Creanizaton Rec'gg‘r‘n:nd APiAceess About ALLOCATION STATUS: RIR
ALLOCATION ARIN
Search by IP Prefix
RPKI CERTIFICATE:
173.211.80.0/21 m 655CA0CCA891023FC50BC68B1C3F67D850017084
TAGS:
ROA Not Found | Certified | Reassigned | Diff SKI pfx,ASN | Covering | Frag-Ext | ROA Org | Large Org |
(L)RSA

ROUTED SUBPREFIXES (5):

173.211.80.0/24  173.211.81.0/24  173.211.82.0/23  173.211.85.0/24  173.211.87.0/24

https://ru-rpki-ready.iss.cc.gatech.edu/
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Dashboard: Recommended ROAs for a prefix

Recommend ROAs

(® Minimal ROAs (grouped by Origin ASN) () Most-Specific ROAs
173.211.80.0/21
Recommended ROAs - Minimal (Grouped by
A
Origin ASN)
Total: 6 ROAs grouped into 6 Origin ASNs
Ar RPKI R ad ? v Origin ASN: AS19437 o
e you eady?
PREFIX MAX LENGTH

ru-RPKI-ready: the Road Left to Full ROA Adoption, ACM IMC 2025
Georgia Institute of Technology

Data as of: 2026-03-01
¥ Origin ASN: AS396356 (1ROA)
Recommend PREFIX MAX LENGTH
Prefix ASN Organization ROAs API Access About
73.21 24

¥ Origin ASN: AS33490 (1ROA)

Search by P Prefix s
PREFIX MAX LENGTH

173.211.80.0/21

24

23

¥ Origin ASN: AS29802 (1ROA)

PREFIX MAX LENGTH
24
v Origin ASN: AS51082 (1ROA)
PREFIX MAX LENGTH
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Characterization of
Prefixes without ROAs
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Breakdown of IPv4 Prefixes without ROAs
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Breakdown of IPv4 Prefixes without ROAs

Reassigned

In RPKI-Tree

I 79% Routed-SubPrefix
ROA Not Found 9.2%

100%

Needs careful planning

ru-RPKI-ready can
help!
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Breakdown of IPv4 Prefixes without ROAs
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Breakdown of IPv4 Prefixes without ROAs

Not so easy @

I ROA Not Found

100%
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R 23 L o DoDNIC
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