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Configuration Management is Complex

Large-Scale Devices

Huge Number of
Configuration Lines

Frequent Configuration

Update

O(1M) devices for typical DC region
* 70+ DC regions
O(1K) devices for WAN

*  O(1M) lines per device
* ACL, BGP, IGP, route map,
interface, authorization, etc.

O(100) manual updates per week.
New devices/prefixes, new policy
group, templates, ACL, BGP, etc.

Operators need automated tools!




Contribution Overview
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In Search of Lost Time: Intent Recovery in
Network Configurations
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Intent Recovery in Existing Networks

Problem: given an observed network state of

Why can 10.0.1.5 reach 10.0.2.8 on port

443?

|

interest, infer why it exists with evidence. ™0
* Verification asks whether a property holds. .'l i
* Specification Mining asks what properties NetOps

hold.

* Intent Recovery asks why a property holds.

/

Q: Why the problem exists?
A: Evolution of existing
configuration is lossy due to
context decay.
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/Q: Why hard?

A: Intent recovery is ill-posed
with inherent ambiguity (e.g.,
config for intents are distributed

\across devices and times).

~

/
Q: Why deserve solving?

A: Recovered intents enable safe
subsequent Intent-Based
Networking (IBN).
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Key Insight: Recover Intent via Context

Observation: The snapshot alone is underdetermined, but the

original design leaves residual traces in surrounding artifacts.

What are the useful residual traces and how to mine the context?

Context 1: Semantics \ Context 2: Provenance \ Context 3: History

Data source: IPAM (names, Data source: config snapshot Data source: Git evolution

tags, hierarchy for prefix/entity) Ch2: reverse tracing Ch3: shadowing detection

Ch1l: search-space explosion (Distributed config across (Config of different intents
\(many-to-one entity mapping) \devices for flow intents) \override each other)




Context Mining Design: Three Engines

Input: IPAM (prefixes 0 metadata tags)
Output: Multi-level abstractions
Operations: LLM-based SCF building
and pruning

Input: Config snapshot & flow query
Output: Contributing policy rules
Operations: Rules extraction and
LLM-based affinity-based filtering

Input: Git history of config changes
Output: Overridden rule sequence
Operations: LLM-based replay of Git
history to detect shadowed rules

Get all configs on trace-route devices
traceroute(10.0.1.5, 10.0.2.8)

Affinity-based filtering for intent flow

v)

SCF :{ SCTprefix ’ SCTrole’ SCTlocation L }
10.0.1.0/24 web tier |DB cluster| | Building A
10.0.1.5 10.0.1.6 10.0.2.7 (10.0.2.8

Semantic context forests (SCF)
and unrelated tags pruning

Contributing Lines
* A.cfg: ACL https-access v
* B.cfg: route-map ...

: broad allow

. partial deny
Compare

. current state

Replay and compare git updates
related to intent flows and current state

) |




Preliminary framework & results

* Preliminary Design: deterministic heuristic pipeline * The full pipeline achieves 0.71 Exact

|
I

that progressively applies each context dimension as | Match accuracy and 0.79 Intent F1 score.
filters. |
: CONTEXT MINING LAYER N
! Semantic Engine Provenance Engine Temporal Engine | :
E I[PAM Semantic Context Config snapshot Git History Co-change v
! Forest (SCF) Traceback + Struct. Sim. Graph + Evo. Replay : :

1
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State Extract > Semantic Abstract [ Provenance Filter [* Temporal Validate || |
'
Vo
1

INTENT INFERENCE LAYER

* Future work: A joint-optimization framework, as the contexts in the three dimensions are intertwined.



Xumi: Automating Conflict-Aware ACL
Configuration with Natural Language Intents
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Common Manual ACL Configuration & Automated Pipeline

e s & Determine deployed
block websites of Attributes Details ploy

Reason Specifics interfaces

S source OpenAl of ACL attributes (R1@2, R2@2, R2@4)

ng : destination Exam areas
O)L=I=1(e]d " exam * period, which - 1 Handcraft ‘

runs from Mon. to application web service

Fri. th hout M -

2(r)I25. S time range | May 2025, weekdays Intent rules Verify deployment and ¢
action deny propose resolution plan

New Policy or Intent ACL Rules Generation Deployment and verification

» Automation Challenges & Xumi's pipeline

Intent-Config Reasoning

Conflicts with Existing Rules

Optimizing deployment

Complex syntax & network specifics Numerous and intertwined existing rules Naive methods deploy redundant rules

NL New Reconciled Final
intents rules rules config




Intent Comprehension

Format Specification Chain-of-Thought Reasoning

src | OpenAl: (R,@1, Rz@1], [104.18.33.170/32, 184.105.99.79/32, ...])
dst | Exam Area: ([R,@2, R,@2), [10.0.1.0/24]), (R,@4], [10.0.2.0/24])

app | HTTP: [tcp(80)], HTTPs: [tcp(443)],

Error IR + NetOps Feedback time | Absolute: 1 May 2025 to 31 May 2025, Periodic: weekdays

action

deny or permit or protect

action | deny

ACL IR Templates Feedback Prompts

Result IR
‘ Enumerations

Intent ACL Rules:
S$1:104.18.33.170/32, 10.0.1.0/24, tcp(80), 2024/05:weekdays, deny

S2: 104.18.33.170/32, 10.0.2.0/24, tcp(80), 2024/05:weekdays, deny
S3: 184.105.99.79/32, 10.0.1.0/24, tcp(80), 2024/05:weekdays, deny
S4: 184.105.99.79/32, 10.0.2.0/24, tcp(80), 2024/05:weekdays, deny

Endpoint Gateway(s)+Interface(s) Prefix(es)

Router 1, Ethernet0/2
Router 2, Ethernet0/2

<Src, Dst> Gateway Interfaces of Rules:
S1, 83: src: [R,@1, Rg@1], dst: [R,@2, R,@2],
$2, S4: src: [R,@1, R@1], dst: [R,@4]

Laboratory 10.0.1.0/24

LLM lacks of network-specific

information _y Result ACL Rules with Gateway Information

.33.170/32
5.99.79/32

Router A, Ethernet0/1
Router B, Ethernet0/1

Semantics-Network Mapping Table (SNMT)

04.18
184.10




Conflict Detection & Resolution

* Naive condition checking leads to false-positive detection results

Intent: DC2 — any permit Intent: DC2 — any deny ] Intent: DC1 — any permit

Overlap: DC2 — DC3 http Overlap: DC2 — DC3 http Overlap: DC1 — DC3 http

Existing ACL @ A interface 1:
1 any — DC3 http deny

Existing ACL @ B interface 2 :
1 DC2 — DC3 deny
2 any — DC3 http permit

Existing ACL @ B interface 2:
1 any — DC3 http deny
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DC2 A B DC3 DC2 A B DC3 DC2 A B DC3
Overlapping is conflict-free since Overlapping is conflict-free since
preceding rules infeasible path

Overlapping does cause conflicts

TMF-Based Conflict Detection Interface-Path Validation
* Truly Matched Flow (TMF) Calculation * Check whether target interface is on any
e with path of the overlapping flow

Resolutions with Operators

* Protect Mechanism: Invite operators propose subset
of conflict flows that preserve existing rules




Deployment Optimization

Rule = Deployment interfaces

S1-> A1,A3,C1,C4
S2 > E2, E3, B2

* Deploy 7 rules in total.
(1) Naive Endpoint Deployment

Intent Rule:
S1: deny a > any TCP
S2: deny any > ¢ TCP

Existing ACL @ B1: s
Groupaia—bTCPdeny Groupb

Rule 2 Deployment interfaces

S1->B1,D1 or S1-> A1,C1
S2 > B1,B4 or S2 - B2, B3

* Deploy 4 rules in total.
(2) Bottleneck Deployment

New ACL @ B1: .
1 any — c TCP deny (S2) Rule > Deployment interfaces
2a— b TCP deny $1-> D1

S2 > B1, B4

Cover
S1: deny a > any TCP * Deploy 3 rules in total.

(3) Complementary-Rule Deployment

Solution: Joint Optimization Formulation

* Jointly considers two novel observations in one formulation




Results Highlight

Evaluated (Synthetic) Networks
* CampusNet. 41 WAN routers, 66 links (Mimic CUHK network)
* CloudNet: 171 WAN routers, 219 links (Mimic production large cloud)
* ExtremeNet:. 1026 WAN routers, 1236 links (6% large cloud, Mimic future cloud)

Intent Comprehension
* Up to 8 minutes with GPT-40
* < 3feedbacks rounds

Conflict Detection
* 3.3x higher detection accuracy on average
e < 2 hours for all cases.

Deployment Optimization
* 38.8% rule reduction on average
* < 3 minutes for all cases



NAC: Selective Verification at Scale with Network
Analysis Copilot
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Formal Verification: Scalability Problem

Batfish (Famous Formal Verification Tool) Runtime
| —e— Batfish runtime : X X X
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e Large cloud has 0(100)

- S P e o e o e regions; Each with O(10k)
o @ ® \@i‘) o?&bﬂﬁ\@i@o@a; Gf:.‘ﬂ &
Network scale
Slow speed & high memory Strict timeliness & large cloud network

Formal verification tool (like SOTA Batfish) cannot scale to meet global (large) network requirement.




Selective Verification: Error-prone Heuristic Selection

> Selective Verification: Only partial routers with configs for formal verification.

* Path 1: Shortest path heuristic (wrong) @ Heuristic-based selected routers
* Path 2: Ground-truth routing . Ground-truth selected router

. B%HH 3: Other wrong path O Other routers

Path 3 (len: 7) .1 Key ACL to block traffic

7

.........................

Naive heuristic like
shortest path cannot

Can traffic from
Src reach Dst?

: Dst select the correct

analysis path.

Path 1 (len: 5)
""" More Paths/Routers

Naive manual (heuristic) selection is error-prone without knowing holistic configs/routing

situations across the entire network.




LLM-Based Semantic Analysis: Overview

. — . =2 all.rauters.(withtheicconfig)|. = -« = v = 0 =« =+ = -

* Routing paths

1: partial routers
(with their config)

* Full Topo :

. be LLM Batfish >« Reachability
Full Config lecti S >

. e2e pair Query 1 selection verircation * Etc.

Config Change

Workflow 1&2 are
equivalent

Key designs: Use LLM-based semantic analysis to infer routing states before and after configuration

changes and identify affected routers across the entire network.

* This approach offers higher confidence than heuristics, as LLMs can rapidly reason across protocols—analysis
that is infeasible for humans or formal tools in large networks.




Selective Results

» LLM-based evaluation methods
» Naive prompting: Provide all configuration and topology information to the LLM with detailed instructions.

» Agent with skills: The LLM mainly acts as a planner, using topology/configuration extraction tools and design
docs to complete the task.

* Task completion time * Accuracy
token token . token OOM
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= 10 === Naive prompting, GPT-5.1 Instant 0.6 =@=Naive prompting, GPT-5.1 Instant
=@=Naive prompting, GPT-5.1 Medium woked limit =@=Naive prompting, GPT-5.1 Medium
=@ Skills, GPT-5.1 Instant M | =@ Skills, GPT-5.1 Instant
. ~0— Skills, GPT-5.1 Medium 03 =M |~ Skills, GPT-5.1 Medium
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Network scale Network scale

Naive prompting full config/topo information Letting the LLM plan more and analyze less

through agents better unlocks its potential.

still suffers from scalability issues due to
context window limits.




Ongoing Work

Detailed implementations and New |ldeas
more supported functions '

Further evaluations on real
production topology and configs

Seek for opportunity for real
deployment

WELCOME !
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