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Recap

* AppZ2app draft presented at IETF 123 & 124, to tackle app2app flows with federation

across trust domains, resulting in degraded non-native UX




App2App across non-app-claimed urls requires browser
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Classification: GENERAL



Recap

 App2app draft presented at IETF 123 & 124, to tackle app2app flows with federation

across trust domains, resulting in non-native UX

* Raiffeisen Bank Int’l, Swiss government find this use-case challenging




App2App federation use case: Raiffeisen

Subsidiary A
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App2App federation use case: Swiss Government

___________________________________________________




Recap

 App2app draft presented at IETF 123 & 124, to tackle app2app flows with federation
across trust domains, resulting in non-native UX

* Raiffeisen Bank Int’l and the Swiss government have challenges with this use-case

* Draftintroduced a new endpoint serving OAuth as an API

e |ETF 124: enter Aaron...




Have you considered
using FiPA?

It’s not a first-party
use case.

! it with FiPA’s
\ “authorization_challenge_

We could accommodate \

Great idea! Perhaps then
rename to‘native
“authorization_endpoint’?




Protocol Overview: New FiPA Responses




New FiPA response: federate

AS-2

POST /native-authorization HTTP/1.1
Host: as-1.com
Content-Type: application/x-www-form-urlencoded

POST /native-authorization HTTP/1.1
Host: next-as.com

Content-Type: application/x-www-form-urlencoded
client_id=t7CieSlrud&native_callback_uri=

https://client.example.com/ch client_id=s6BhdRkgt3&request_uri=

urn:ietf:params:oauth:request_uri:R3p_hzwsR7outNOQSKfoX

HTTP/1.1 488 Bad Request

Content-Type: application/json -

{
-error-: AS-2 authorizes
"auth_session”: "ceb7/72fbeB7bcB3615721" 11
‘response_uri”: "https://prev-as.com/native-authorization”, request
"federation_uri”: "https://next-as.com/native-authorization"|,
"federation_body": "client_id=s6BhdRkgt3&request_uri=

urn:ietf:params:oauth:request_uri:R3p_hzwsR7outNOSKfoX"
}

6

POST /native-authorization HTTP/1.1 HTTP/1.1 288 OK
Host: prev-as.com Server: next-as.com
Content-Type: application/x-www-form-urlencoded Content-Type: application/json

Cache-Control: no-store

authorization_code=u¥29tL2F1dGhlbnRpY
Eauth_session=ce6772T5eB87bcB8361572F {

b

"authorization_code”: "u¥29tLZF1dGhlbnRpY"

Classification: GENERAL



New FiPA response: redirect_to_app

@ttps:ffclient.example.cnmIcbﬂauthnrizatiun_cudezu?EQtLEF1dGhlbanY

POST /native-authorization HTTP/1.1
Host: as-1.com :3
Content-Type: application/x-www-form-urlencoded 5 l_,,: i
I
client_id=t7CieSlrud&native_callback_uri= L_kgd_J
[https:!!client.example.cumfch ] \
HTTP/1.1 488 Bad Request —_—
Content-Type: application/json
{

"error”: rredirect_tu_appﬂ,

"deep_link": "https://as-1 .com/native-authorization?
client_id=s6BhdRkqgt3&request_uris=
urn:ietf:params:oauth:request_uri:R3p_hzwsR7outNOSKfoX"

App2app support:

POST /native-authorization HTTP/1.1

Host: as-1.com

Content-Type: application/x-www-form-urlencoded ° Cl|ent prOVideS native CaubaCk Uri
authorization_code=uY29tL2F1dGhlbnRpY - -
& h_ ion=ce6772f5eB87bc8361572f .
o « Federating AS must forward the parameter

Classification: GENERAL



New FiPA response: insufficient_information

HTTP/1.1 488 Bad Reguest
Content-Type: application/json

{

»

Enter your email

“error”: |"insufficient_information",
‘auth_session : ce E
“action”: "prompt"”,
"id": "request-identifier-2",
"logo”: "uri or baseb64-encoded logo of Authorization Server”,
"userPrompt”: {

"inputs”: {

2f",

email:

‘email”: {
“hint”: "Enter your email address”,
“title”: "E-Mail",
“description”: "Lorem Ipsum"

}

POST /native-authorization HTTP/1.1
Host: example.as.com

Content-Type: application/x-www-form-urlencoded

lon= 572f
Eemail=end_user@example.as.com

Classification: GENERAL



New FiPA response: insufficient_information

HTTP/1.1 488 Bad Request
Content-Type: application/json

{

v

Choose your Bank

"error”: ("insufficient_information'),
“auth_session™ : "ceb7/2T5eB7bc83R15721F",
"logo": "uri or basef4-encoded logo of Authorization Server”,
"userPrompt”: {

"options”: {

National Bank

National Bank

First Bank

“bank”: |
ﬂitle “: "Bank", \ Commercial Bank
“description”: "Choose your Bank",

“values": {
"bank0fSomething": {
“name": "Bank of Something",
“logo”: "uri or base64-encoded logo”
}
“firstBankOfCountry": {
“name” : "First Bank of Country”,
“logo”: "uri or basefd-encoded logo”
\r ) %
¥ POST /native-authorization HTTP/1.1
Host: example.as.com
Content-Type: application/x-www-form-urlencoded

lon= B7bc8361572F
&bank=bank0fSomething

Classification: GENERAL



Non-first-party native clients

* Native client can’t authenticate to downstream AS - federating AS must use PAR

* Downstream AS should identify federating AS as such and:
Mandate PAR

Consider privacy of challenges served

Classification: GENERAL
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