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An Update on Prov-e-nance
|(8)n op dat an praven(a)ns|

* Corrected JSON examples

* Inclusion of the signature at the end of the document - easier approach
for i) code development ii) implementation for data streaming processes

* Most important update: CBOR

* Added proposed .s/d file for ietf-yang-provenance YANG module

* Added examples for all enclosing methods
* Using CBOR diagnostic notation (partially similar to JSON)
* Using SIDs

* Evolution alighed with the reference implementation
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Alignhing with the Reference Implementation

* Adapted the whole workflow
to byte[]] and CBOR Object
formatted data

* Canonicalization using a
library which adopts RFC8949
(CBOR) with deterministic
encoding

* CBOR implementation also
supports YANG schema-
based signature processing

* Readable representation in
CBOR diagnostic notation
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Hackathon
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Following IETF 123 and IETF 124, we
continued working on the same
demo, showcasing:

1. End-to-end workflow in a Kafka
message broker: data ingestion,
serialization, formatting, and
Signer/Verifier modules

2. YANG schema validation prior to
data processing

3. Workflow operating on byte
serialization and CBOR object
management (binary only, no
JSON)



What Comes Next

* Time for a deep YANG and security review (draft will not evolve new YANG
modules)

* Involving the YANG Doctors and the SEC Area
« How do we request this?
* Improve the trust model
« Address multiple signatories - Explore COSE multi-sign (now signing with COSE_Sign1)
* As already requested
* Align with other related proposals

» Addressing provenance, trust, metadata... 2 security policies, green framework draft
datasheets and metric, notification envelope draft, telemetry-data

* And keeping the pace with YANG Push - tested with Kafka with YANG Schema registry
* Experiment and validate within these application scenarios

 Evolve the Rl as the draft evolves

* As an essential validation and demonstration tool = mainly refining methods and
integrate multi-signing
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