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https://datatracker.ietf.org/doc/draft-ietf-rats-pkix-key-attestation/

Update since November 2025

Title change
- from “PKIX Evidence for Remote Attestation of HSMs”
- to “Evidence Encoding for HSMs”

- Many changes based on discussion with Dave Thaler
- Attestation Service -> Attesting Environment
- Renamed “attribute” to “claim”

- Modified diagram that introduces Presenter role

- General care and maintenance
- 10 opened issues; 34 closed issues

- We are continuing bi-weekly meetings inviting those who are interested
- Hackathon 125: develop test vectors
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Hackathon 125

- During the Hackathon, developed sample data

- Python code was generated from feeding draft specification to Claude (Al)
- Some corrections had to be done manually, but they were minor

- Evidence verifier was written in goLang
- Developed as well using “cobe vibing”

- We now have test vectors that are included in annex to the specification



Hackathon 125 - Glimpse into Process

draft-ietf-rats-
pkix-key-
attestation-03.tx
Hannes t

TXT

Jean-Pi Mike Ounsworth

Write a reference implementation in python of this IETF internet draft,
particularly the ASN.1module in Section 8. Use pyasn1and pyasn1-alt-
modules.

Viewed 5 files >

Now I have a thorough understanding of the spec. Let me also check the Key entity claims:
Read key entity claims section >

Now I have everything I need. Let me write the full reference implementation:



Hackathon 125 - Glimpse into Process (cont'd)

The code came out really clean and almost entirely correct:

259

260

class TbsEvidence(univ.Sequence):
"wmn
ThsEvidence ::= SEQUENCE {
version INTEGER,
reportedEntities SEQUENCE SIZE (1..MAX) OF ReportedEntity

Per spec: version MUST be 1.

mwmn

componentType = namedtype.NamedTypes(
namedtype.NamedType("version”, univ.Integer()),

namedtype.NamedType("reportedEntities", ReportedEntitiesSeq()),

# 5. Assemble ThsEvidence and sign

tbs = build_tbs([platform_entity, key_entity, transaction_entity])

signature, _ = sign_evidence_ec(tbs, ak)

# 0ID for ecdsa-with-SHA256 (RFC 5758)

ecdsa_with_sha256 = univ.ObjectIdentifier((1, 2, 840, 10045, 4, 3, 2))

# Use key ID = SHA-1 of SPKI (common practice)
key_id = hashlib.shal(ak_spki_der).digest()
sid = build_signer_id_keyid(key_id)

sig_block = build_signature_block(sid, ecdsa_with_sha256, signature)



Hackathon 125 - We now have auto-generating Samples in
the draft

Appendix A. Samples

A reference implementation of this specification can be found at https: //
github.com/ietf-rats-wg /key-attestation

It produces the following sample Evidence:

BEGIN EVIDENCE
MIIGHDCCAaAICAQEwggGbMIGkBgYqA4dnAAAWgZkwEWYHKgOHZy
GgYHKgOHZWEAAYMPMjAyNTAzMTQxMjAwMDBaMGYGByoDh2cBA)
AgEGCCqGSM49AWEHAQGIABCEp/+ti1K8NtMyyZTX0x6bDblc2p!
gI3Ac6cI7vgNVm84aAKVyG69WHBIRXWLGRON/CIwcwYGKgOHZy
AIEJQWNtZSBDb3JwMBMGByoDh2cBAQKACERTTSO5MDAWMBAGB:

This sample data embeds the AK and Intermediate CA certificate, but a Verifier
will require the root CA certificate to verify the signature.

MIIB7TCCAZOgAwWIBAgIUJ7ZeD]ICpIUXONZyTsEf4yIpKuIlkwCgYIKoZIzjOEAWIW

MAWGByoDh2cBAQuCAf8wDAYHKgOHZWEBDYQBAZzAOBgcgA4dnA(
ZWACMHMWEgYHKgOHZWECATEHa2V5LTAWMTAMBgcqA4dnAQICy:
Af8wDAYHKgOHZWECA41B/zAMBgcqA4dnAQIFggH/MCUGBYyoDh:
AgQGBioDh2cCBgYGKgOHZWIIMIICTjCCAnowggIhoBYEFI1Fd!
tbhIooICBTCCAgEwggGooAMCAQICFFCeay6]yU4vr+w9yZTK2

BAMCMEMxXEjAQBgNVBAOMCWL1dGYtcmFOczEdMBSGATUECwwUc(

RDESMBAGAIUECgw]aWV0ZilyYXRzMROWGWYDVQQLDBRwa214LWt1leS1hdHR1c3Rh
dGlvbjEPMAOGATIUEAWWGUMPvAENBMB4XDTI2MDMXNTA1IMzIOM1oXDTM2MDMxMjAl
MzMOM1owRDESMBAGAIUECgw]aWV0ZilyYXRzMROWGWYDVQQLDBRwa214LWt1leS1h
dHR1c3RhdGlvbjEPMAOGA1UEAWWGUM9VAENBMFkwEWYHK0ZIz jOCAQYIKoZIzj0OD
AQcDQgAEb1Ro6rb2fpcoSDt9e207EbzKP4z0fqZuHIN4AHUjPr/98zj+jiq/x51IR
hyfNfBB84NAg7u4X1KDOxQc+ha99PKNjMGEWDwWYDVROTAQH/BAUWAWEB /zAdBgNV
HQ4EFgQUyYn1lsFj3x1lwIpZD3nFBMkhGCXwwwHwWYDVROjBBgwFoAUyYnlsFj3x1wl
pZD3nFBMkhGCXwwwDgYDVROPAQH/BAQDAgKEMA0oGCCqGSM49BAMCAOgAMEUCIQDq
i8a/0DW7ZFtT2FAuhhiihgbe/QRkbgHg4ioQNUéMegIgQVvu6zI44i3]1qgs3M5BS3
Ticc+cNRtFZGxcwccglwQxk=
END CERTIFICATE



Diagram introducing Presenter

Attester (HSM)
Target
Environment
(Entities &
values)
Collect
Claims(3)
Attesting
Environment
Attestation Evidence(4)
Request(2)
A 4 Nonce(1)
4
Presenter
—p
Evidence(5)

Verifier

This diagram was modified to better
represents the concept in RATS
“Verifier” role was added

“Nonce” generated by Verifier
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Information Structure

- Target Environment is portioned into “entities”
Platform
Keys
Transaction
- Each entity is a collection of claims
A claim has a type and a value

- With the development of test vectors, the structure has solidified and is less
likely to change.



Challenges

- ASN.T ANY

- The current revision of the draft
uses a CHOICE for claim value

- ANY defined by claimType would
be desired

- ANY has fallen out of favour with
IETF specifications

- ASN.1 Class

- Would be an alternative
- No open tool yet available

ReportedClaim ::

claimType

value

ClaimValue ::

bytes
utf8String

SEQUENCE {
OBJECT IDENTIFIER,
ClaimValue OPTIONAL

CHOICE {

IMPLICIT
IMPLICIT

IMPLICIT
IMPLICIT

IMPLICIT
IMPLICIT

OCTET STRING,
UTF8String,
BOOLEAN,
GeneralizedTime,
INTEGER,

OBJECT IDENTIFIER



Upcoming Work

Add entity type for User Modules (usermods)
- Look into EAT and other specifications

Complete Extended Key Usage for X.509 (dependency)
- draft-jpfiset-lamps-attestationkey-eku

Complete a functional implementation

- An effort was started at Hackathon 125 to generate reference vectors
- Start modifying existing implementations to align with this specification

Reach WGLC

Page
10



References

Datatracker:

https://datatracker.ietf.org/doc/draft-ietf-rats-pkix-key-attestation/

GitHub:
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