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Update since November 2025

- Title change
- from “PKIX Evidence for Remote Attestation of HSMs”
- to “Evidence Encoding for HSMs”

- Many changes based on discussion with Dave Thaler
- Attestation Service -> Attesting Environment
- Renamed “attribute” to “claim”

- Modified diagram that introduces Presenter role
- General care and maintenance

- 10 opened issues; 34 closed issues
- We are continuing bi-weekly meetings inviting those who are interested
- Hackathon 125: develop test vectors

-
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Hackathon 125

- During the Hackathon, developed sample data
- Python code was generated from feeding draft specification to Claude (AI)
- Some corrections had to be done manually, but they were minor

- Evidence verifier was written in goLang
- Developed as well using “cobe vibing”

- We now have test vectors that are included in annex to the specification
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Hackathon 125 - Glimpse into Process
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Hackathon 125 - Glimpse into Process (cont’d)

The code came out really clean and almost entirely correct:
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Hackathon 125 - We now have auto-generating Samples in 
the draft
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Diagram introducing Presenter
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- This diagram was modified to better 
represents the concept in RATS

- “Verifier” role was added
- “Nonce” generated by Verifier



Information Structure

- Target Environment is portioned into “entities”
- Platform
- Keys
- Transaction

- Each entity is a collection of claims
- A claim has a type and a value

- With the development of test vectors, the structure has solidified and is less 
likely to change.
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Challenges

- ASN.1 ANY
- The current revision of the draft 

uses a CHOICE for claim value
- ANY defined by claimType would 

be desired
- ANY has fallen out of favour with 

IETF specifications
- ASN.1 Class

- Would be an alternative
- No open tool yet available
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ReportedClaim ::= SEQUENCE {
   claimType      OBJECT IDENTIFIER,
   value          ClaimValue OPTIONAL
}

ClaimValue ::= CHOICE {
  bytes       [0] IMPLICIT OCTET STRING,
  utf8String  [1] IMPLICIT UTF8String,
  bool        [2] IMPLICIT BOOLEAN,
  time        [3] IMPLICIT GeneralizedTime,
  int         [4] IMPLICIT INTEGER,
  oid         [5] IMPLICIT OBJECT IDENTIFIER
}



Upcoming Work

- Add entity type for User Modules (usermods)
- Look into EAT and other specifications

- Complete Extended Key Usage for X.509 (dependency)
- draft-jpfiset-lamps-attestationkey-eku

- Complete a functional implementation
- An effort was started at Hackathon 125 to generate reference vectors
- Start modifying existing implementations to align with this specification

- Reach WGLC
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