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Motivation and Problem Statement
/Large-scale data center \

networks, especially those
supporting Al training and
other latency-sensitive

In data center networks, transient link
failures, port flaps, optical module
issues, and cabling problems would

be amplified into tail latency, task .
retries, and reduced network through- wc?rkloads, require el / \
: : failure detection and .
put, even service failure. e —. Use the single-
NG ' 4 hop BFD in RFC

5881 with RIFT to
provide faster

s B i
RIFT’s keepalive mechanism, centered around a a’?d mteroper_able
failure detection.

seconds-scale holdtime, is inherently oriented toward
stability and scalable adjacency maintenance, k /
therefore it is not well suited to serve as the primary
mechanism for sub-second fast convergence.

- /

[RFC 9692]: defines the RIFT protocol for fat-tree topologies but does not specify normative behavior for using BFD
for failure detection, leaving this aspect undefined.




Scope of This Draft

BFD Session Establishment Interaction with the RIFT

» |t specifies how BFD state changes
interact with the RIFT protocol, including
their impact on adjacency state, topology

« BFD Parameters: basic parameter reqUirementS updates’ and Convergence behavior_

« Parallel Link Considerations: recommended
behavior for parallel links

Multi-Instance Considerations

Shared BFD Model Per-Instance Model
* Reduce the total number of BFD « RIFT instances may have different
sessions operational requirements for BFD
* MUST use compatible BFD parameters * Require a demultiplexing mechanism

to distinguish different BFD sessions



BFD Session Establishment

BFD capability advertisement
RIFT advertises BFD capability on a per-link basis.
In RFC 9692, support for BFD is indicated via the

LinkCapabilities field carried in LIE messages.

BFD Parameters

* Discriminator attributes: the local_id in the
exchanged LIEPacket

* Other BFD parameters: should be configured
such that BFD Detection Time is significantly
smaller than the LIE holdtime

Parallel Link Considerations

Per-Link BFD Sessions for Parallel Links

* Independent failure detection for each parallel
link enables more accurate topology represen-
tation and link-state update behavior.

* Introducs higher session scale and operational
overhead than a shared-session approach.

Shared BFD Session for Parallel Links

* Incorrect liveness inference for individual
links

* May be used when accurate topology
visibility is not required by RIFT




Interaction with the RIFT

Step 1: LIE FSM update

l

Step 2: Node TIE update (attributes such as link-id-pair and bandwidth)

l

Step 3: topology information flooding via TIE/TIDE/TIRE exchanges

l

Step 4: perform reachability recomputation or disaggregation as required




Multi-instance Considerations

In RIFT, a node may be configured with multiple RIFT instances. Such instances can be deployed over the
same interface. Each RIFT instance maintains its own adjacency state and control-plane state independent
of other instances.

Option 1: Shared BFD Model Option 2: Per-Instance Model

Fault Isolation: weaker isolation; one BFD failure Fault Isolation: stronger isolation; a failure in one BFD
may affect multiple RIFT instances. session affects only the corresponding RIFT instance.
Parameter Compatibility: requires compatible BFD Parameter Compatibility: each instance can use its
parameters across the instances sharing the session. own BED parameters independently.

Demultiplexing Requirement: little or no per- Demultiplexing Requirement: requires a demulti-
instance demultiplexing is needed for the BFD plexing mechanism to distinguish BFD sessions for
session itself. different instances.

Restart Behavior: When a RIFT instance is restarted or reconfigured, only the BFD sessions associated with that
instance MUST be affected in the per-instance model. In the shared model, a restart of a single RIFT instance MUST
NOT reset the shared BFD session unless all associated instances are removed.



Security Considerations

 Security Considerations Referencing Existing RFCs: The security considerations
described in [RFC5880], [RFC5881], and [RFC9692] apply to the mechanisms specified here.

 Existing Security Mechanisms:
* The security properties of BFD, including optional authentication, as described in
[RFC5880], remain applicable.
* The single-hop protection mechanisms described in [RFC5881], such as the use of a TTL

or Hop Limit of 255, also apply.

» Additional Security Considerations:

* Shared BFD may enlarge the failure domain: a single failure, misconfiguration, or attack

on the shared session can affect multiple RIFT instances simultaneously.
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