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According to Cryptography Law of the People’s Republic of China and Regulation on the
Administration of Commercial Cryptography, commercial cryptography refers to technologies,
products, and services utilized for encryption protection and security authentication on
information that does not involve anything of State secrets and the like by using specific
transformation methods. 2
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INAAREAZEEEMERE Current Commercial Cryptographic Algorithm System

3 ) — =
Cryptographic Industry Standard National Standard it b
A ISO/IEC International Standard Number
Algorithm Number Number
7UC GM/T 0001-2012 GB/T 33133-2016 ISO/IEC 18033-4/AMD1:2020
SM4 GM/T 0002-2012 GB/T 32907-2016 ISO/IEC 18033-3/AMD1:2021
HFEREiL ( Digital Signature ) :
SM2 GM/T 0003-2012 GB/T 32918-2016 ISO/IEC 14888-3:2018
SM3 GM/T 0004-2012 GB/T 32905-2016 ISO/IEC 10118-3:2018
HFEREE ( Digital Signature ) :
ISO/IEC 14888-3:2018
—\n S . _ 0 .
SM9 GM/T 0044-2016 GB/T 38635-2020 FRIRMNESX ( 1dentity-based Encryption ) :

ISO/IEC 18033-5/AMD1:2021

BASHAEE ( Key Exchange ) :
ISO/IEC 11770-3:2021

588 A ERERIRR AT R ER kR THER.

Note: The above algorithms are listed in the order of being industry standards.
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Institute of Commercial Cryptography Standards (ICCS) is mainly
responsible for conducting research on commercial cryptography
standardization strategies, implementing the system of commercial
cryptography standards, developing and revising commercial cryptography
standards, conducting validation, verification, testing, evaluation, publicity
and training of commercial cryptography standards, promoting and applying
related scientific achievements, establishing the commercial cryptography
standard resource library, offering information services of commercial
cryptography standards as well as acting as the Secretariat of national and
industry commercial cryptography standards.

Address: Bldg 10, Area 17, No. 188, South 4th Ring Road West, Fengtai
District, Beijing 4
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In response to the threat of quantum computing and to accommodate the evolving demands of emerging
technologies such as big data, Internet of Things, cloud computing and artificial intelligence, ICCS plans to call for
proposals for public-key cryptographic algorithms, cryptographic hash algorithms and block cipher algorithms. This
represents a new exploration building upon acquired research achievements of the international cryptography
community, seeking to further stimulate innovation in cryptographic algorithm design and analysis techniques, to
enhance the novelty and diversity of cryptographic algorithms (particularly post-quantum public-key cryptographic

algorithms), to drive more international academic communications and promote the advancement of cryptography.

NGCC expects to establish an interoperable cryptographic algorithm suit and facilitate the standardization of the next-

generation commercial cryptographic algorithms. I
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The algorithm status reports after each
round of evaluation and the list of finalists
will be announced.

Bi%igZ (91°A)

Algorithm Proposal Submission

= X1 YN 25

Announcement Release

(submission window is 9 months)

iEE R EGHRE
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The specific number of
finalists will be

BiEIRR DI ITE determined upon

4 ==
?§7R¥1¢1IE3RE"E Multiple rounds of Evaluation on Proposals comprehensive
Call for Comments on ELFRITH, SRITKEES-1298 consideration of  the

Technical Documents At least two rounds of evaluation,

@ each will last about 9-12months

solicitation and evaluation.
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Anr rent on L hing the Next-generation Commercial

AFARI—A SRR LIRSS Cryptographic Algorithms Program (NGCC)

In response to the threat of quantum computing and fo promote the standardization of the next-generation

RRE LU RS ® commercial cryptographic algorithms, the Institute of Commercial Cryptography Standards (ICCS) is launching a

REET £ERS & global program to call for proposals for next-gencration public-key cryplographic algorithins (NGCC-PK),
Y REBEERERTS X cryptographic hash algorithims (NGCC-CH) and block cipher algorithms (NGCC-BC), according to the arangenent of
N Chinse Cryptography Standardization Technical Committee. The candidate algorithus will be evabuated in terms of
5z LAFLER ik curi 1. ICCS looks forward

to glo design
Further notifications of the program will be released
sREEEATES
20258258

Institute of Commercial Cryptography Standards, China

February 5, 2025

© 2025 BFPEBIRERARR RS Ml TSR 1888 17R 1088 ViFR: 148793
FICP#2024100746€ ET#EM: sw@niccs.org.cn
w FAEEE11010602201790€

Copyright © 2025 Institute of Commercial Cryplography Standards Registration Number: 2024100746 Visits: 148806
Address: Bldg 10, Area 17, No. 188, South 4th Ring Road West, Fengtai District, Beijing Email: svr@nices.org.cn

202552 8A5H, RHEHESENLS, ERNEHEEIESETE.
On February 5, 2025, ICCS released the announcement of launching NGCC on its official website (https://
www.niccs.org.cn), marking the beginning of the program.
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Call for Comments on Submission Requirements for Cryptographic
Hash Algorit (Draft) and ion Criteria for Cryptographic
Hash Algorithms (Draft)

Call for Comments on Submission Requirements for Public-Key
Cryptographic Algorithms (Draft) and Evaluation Criteria for Public-
Key Cryptographic Algorithms (Draft)

025-02-05

Fort size: Big Middle Small

According to the plan of the Next-generation Commereinl Cryptographic Algorithms Progmm (NGCC), the According 10 the plan of the Next-generation Commercisl Cryptographic Algorithms Program (NGCC), the
of Commercial Cryplography Standards (ICCS) calls for comments on Submission Requirements for

s (Draff). 1CCS

Tnstitute of Commercial Cryptography Standards (ICCS) calls for comments on Submission Requirements for Public-

aphic Hash Algorithms (Drafi) und E

Key Crprographic Algorithms (Draféy and Evaluotion Criteria for Public-Key Cryptographic lgorithns (Drafi
of the two drafls. Comments musi be submitied by March will consider the received comments in the be submitted by March 15,

1CCS will consider the received commenls in the rev
2025 and overdue comments will not be considered

15, 2025 and overdue comments will not be considere
Comments should be senr via F-mail w phecommen@nices.ong.cr Comments should be sent via E-mail 1o crypthashcomment@nices. org.cn

Attachments: Attachments:
1. Submission Requirements for Cryprographic Hash Algorithms (Drafi

1. Submission Reguirements for Public-Key Cryptograpiic Algorithms (Drafit

2. Evaluation Criteria for Public-Key Cryprographic Algorithms (Drafti 2. Evaluation Criteria for Cryplographic Hash Algorithms (Drafi)

Institute of Commercial Cryplography Standards, China

Institute of Commercial Cryptography Standards, China
5 February 5, 2025

February 5,

2024100746 025 Institute of Commercial Cryptography Standards Registration Number: 2024100746

8idg 10, Area 17, No. uth 4th Ring Road West, Fengtai District, Bejjing  Email: svr@niccs.org.cn

Copyright £ 2025 Institute of Commercial Cryptography Standards ion Number:

Address: Bidg 10, Area 17, No. 188, South 4th Ring Road West, Fengtai District, Beffing  Email: sw@niccs.org.cn

B, RBEAHERERIEH.

ICCS issued a global call for comments on submission requirements and evaluation criteria (draft) for public-key
cryptographic algorithms and cryptographic hash algorithms.
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Call for Proposals for the Next-generation Call for Proposals for the Next-generation
Public-Key Cryptographic Algorithms Cryptographic Hash Algorithms

Om February 5, 2025, the Institute of Con

ercial Cryptography Standards (ICCS) Imunched the Next-generation
(NGCC). and rels
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On February 5. 202 the Next-generation
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From now en, 1CCS
From now on, ICCS commences the collection of publis-key sryptoy

algorithan submis

ages should be sent to ICCS in both electronic and printed forms prior 1o the deadline (based on the sending

o the deadline (based on the sending

time). For elects packages. please send to crypthash

niccs.arg.cn. For printed packages. please mail
& 10, Area 17, No. 158 South 4th Ring Road West, Fengtai
ing deliveries: +86-10-63057171). For

ed Institute

to Institute of €

ercial Cryptography Standards, Buil
PR.China (postal code: 100160, phon

& Road West, Fengtai District.
~10-63057171). For further

aber for vecy

Beijing.

: further inquiries, please contact us via email: cryprhashcomment@nices. org o
inquiries, plea

Attaclunents: Attachments
1. Submission Requirements for Public-Key Cryprographic Algorithms 1. Submission Requirements for Cryprographic Hash Algorithms
2. Evaluation Criteria for Public-Key Cryptographic Algorithms 2. Evaluation Criteria for Cryptographic Hash Algorithms
3. Fasdback on the Co PN AN LS DU, . BN N 3 3, Foedback ont the Commients Recetred on the Draft Submission Requiremertts and Evatwotion Criteria for
Public-Kay Cryprographic Algoritms Craptographic Hash Algoritims
Instinute of Commercial Cryprography Standards, China Tnstitute of Comnmersial Cryptography Standards, China
October 9, 2025 October 9. 2025

Copyright © 2025 Institute of Commercial Cryptograph o Registration Number: 2024100746 visits: 148812 Copyright © 2025 Institute of Commercial Cryptography Standards Registration Number: 2024100746 Visits: 148811

Address: Bidg 10, Area 17, No. 188, South 4th Ring Road West, Fengtai District, Beijing Email: svr@nices.org.cn Addiess: Bldg 10, Area 17. Ne. 188, Seuth Ath Ring Road West. Fengtai District. Beijing Email: svr@nices.org.en

20255F10A98, RHAREMERRERAISEEN, EBRIEERSE.

On October 9, 2025, ICCS issued a notice soliciting proposals for public-key cryptographic algorithms and
cryptographic hash algorithms. ICCS released the official version of the requirements and evaluation criteria for the two
algorithms, along with feedback on related issues.
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Next-generation Commercial Cryptographic
Algorithms Program (NGCC):
Call for proposals!




R — P ]
I@ ﬁﬁi{ﬁb@hﬁ (ﬁﬁﬂ ﬁlﬁ https://www.niccs.org.cn

—VEAZEEAIESREH(NGCCO)

S ==

x =
¢ LI EAANEEIRAZRAE920258F10 A9AE 2026586 H30H

Hp, 20265F531HEH3 0B (NI ERZMBZIRZHITEN, FAHZZMNEEIRSE
¢ BERERFUHRRLI:

PP ELEIRASHBFE . pkesubmit@nices.org.cn

a3 EEEIR3SHBFE: crypthashsubmit@nices.org.cn
¢ SXREMENFEIMIL:

EASERERSER (IR : JtehFEESXEIATEE188517XK1054)

Attentions:
® The submission period for these two algorithms is from October 9, 2025, to June 30, 2026.

From May 1 to June 30, 2026, submitters could update the previously submitted proposals but could
not submit new proposals.
® For electronic packages, please send to pkcsubmit@niccs.org.cn and crypthashsubmit@niccs.org.cn
® For printed packages, please mail to Institute of Commercial Cryptography Standards, Building 10,
Area 17, No. 188 South 4th Ring Road West, Fengtai District, Beijing, P.R.China .
® Packages should be sent to ICCS in both electronic and printed forms prior to the deadline.
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ICCS will conduct initial
examinations and then announce
the candidate algorithms for the
first round of evaluations.

ICCS promotes active
participation of social forces in
public review of algorithms.
ICCS will release mailing lists of
public review.
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ICCS established expert groups
responsible for the technical
work of NGCC; the candidate
algorithms will be
comprehensively evaluated in
terms of security, performance,
features and etc. Innovation in
theories and structures is
expected.

ICCS encourages international
cooperations in algorithm design.
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BRISEXEARENEREY, HEdBFIpfERRE:

For further inquiries, please contact us via emails:

A AFIEELS1THBFE (public-key algorithms): pkccomment@niccs.org.cn
FRZESLSTHBFE (hashing algorithms): crypthashcomment@nices.org.cn

IRi5IEE SR, : https:/ www.nices.org.cn
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Thank you for your attention!
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