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Categories of Attested TLS
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® Typical changes in each category

® CA/TA = Certification/Trusted Authority

® / = no change; x = changes required

Protocol Deployment | Higher layer
Pre-handshake attestation | v x (CA/TA) | x
Intra-handshake attestation | x (Invasive) | v X
Post-handshake attestation | v X
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Motivation

AD's instruction to exhaustively
explore intra-handshake attestation

Muhammad Usama Sardar CCC Attestation SIG March 17, 2026 2/11



Approach?

® TLS 1.3 as example transport protocol
® Agentic Al as example use case
® Formalization tool: ProVerif
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Potential Mechanisms for Binding (TLS Server as Attester)

S. No. | Binding material Value of rdata field
1 Client's TLS nonce nc
2 Client’s attestation nonce na
3 Early exporter expo
4 Server's public key pubEK
5 Client’s attestation nonce and early exporter na || expo
6 Client's attestation nonce and server's public key | na || pubEK
7 Nonce, server's public key, and early exporter na || pubEK || expo

® Discussion: Any other useful binding material/combination?

® Example implementations: all are vulnerable

® #1: Meta's Al (even after extensive security review by Trail of Bits
without formal methods)

® No Evidence freshness
® #5: draft-fossati-tls-attestation-06
® #6: Edgeless Systems Contrast, Cocos Al and CCC PoC?
® Discussion: Any other intra-handshake implementation?

2https://github.com/CCC-Attestation /attested-tls-poc

Muhammad Usama Sardar CCC Attestation SIG March 17, 2026 4/11




Devil is in the Details!
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® htsc: used for encryption of clientFinished message (2d).
® [rrelevant for security goals
® Server not yet authenticated at this point
® atsc: used for encryption of application data (client’s secret, e.g.,
decryption key)
® Relevant for security goals
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Relay Attack 1 (Abstracted): Mechanism # 1 (nc)

® Adversary can relay nonce to a genuine Attester

Verifying RP Adversary Genuine Al agent

TLS nonce
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Relay Attack 2 (Abstracted): Mechanism # 4 (pubEK)

® No protection if privEK is accessible to some entity other than an Al
agent (e.g., provisioning at runtime) or leaked via vulnerability in code
® Adversary gets signed Evidence from genuine Al agent
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Core Problem

Binding Evidence to
unauthenticated peer (Server)
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Need for Implementation Guidance

Meta's Al: TLS nonce (hence, no Evidence freshness)

Conveyance of attestation nonce

® Edgeless Systems Contrast (previously) and Cocos Al abuse SNI
(intended for hostname)

® Edgeless Systems Contrast (now) abuse ALPN (intended for protocol
names)

CCC Attested TLS proof-of-concept?: No update for 3 years

Discussion: Any other intra-handshake attestation implementation
within SEAT WG charter?

3https://github.com/CCC-Attestation /attested-tls-poc
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Relay attacks acknowledged by Cocos Al*

Limitations and the Relay Attack

The Formal Analysis

sardar et al. analyzed all known intra-handshake attestation implementations
using Proverif, a symbolic security analysis tool. Their key findings, presented

at IETE SEAT meeting 124 and documented in draft-usana-seat-intra-vs-post
1. ALL analyzed binding mechanisms fail to achieve even Level 1 binding (correlation of
Evidence to the shared DH secret).

Any binding that involves the server's public key requires the additional assumption
that the server's private key does not leak.

The extension of TLS with attestation in these implementations does not bring the
security benefit one might expect from a purely theoretical perspective

The Relay Attack Scenario

Here is the concrete attack that the formal analysis proves is possible

pe—— e [I—

“https://web.archive.org/web/20260227160554/https: //www.ultraviolet.rs/blog/tee-tls-privacy/
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Summary of Security Analysis So Far

Pre-handshake attestation: replay and diversion attacks

Intra-handshake attestation: diversion and relay attacks

Post-handshake attestation: no known attacks

Unless one re-establishes connection each time attestation is required,
post-handshake attestation is required, and hence, intra-handshake
only adds unnecessary complexity.
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