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Changes since IETF 124

45 issues closed
30 PRs merged
-06 and -07 published
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Issue PR Description
153 155 Add additional implementation

11 157 Added Decoy Digests
161 163 Added support for CWT Claims protected header
146 “ Added CBOR data model and encoding restrictions
164 “ Discuss +sd-cwt suffix
166 167 Move SD-CWT Definition before the differences section
165 168 Split issued and pre-issued payload definitions
144 171 define To Be Decoy tag
158 177 redefine To Be Decoy tag
179 180 change To Be Decoy tag number to assigned value
159 173 add multiple hash support to script
137 169 IANA expert reviewer suggestions 17.1 and 17.3
154 “ change CDDL, script to use IANA values
133 “ reflect what is legal in which context in CDDL
- “ add optional vct claim to CDDL
131 175 explain time constraints between KBT and CWT
174 176 regenerate examples with IANA-assigned values
178 182 restrict dates to 2^-53..2^53
170 181 explain that array length can change in Validated Disclosed Claims Set
154 - IANA early allocation

Changes between -05 and -06
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Issue PR Description

210
-

Misread of text about +sd-cwt suffix

213 241 Holders also care about decoys
207 239 Make floating point range clear for dates
208 240 Explain gap in CBOR simple values
192 246 Include Figure numbers and titles
234 “ duplicate of 192
195 244 Rename “custom” claims in examples
203 242 Explain some CBOR-acrana
186 238 Make CDDL consistent with IANA section (off by zero error)
214 “ Clarify that presentations don’t include TBR and TBD
247 250 Allow use of cti instead of iat by Holder
184 “ IANA Early Allocation of To Be Decoy (Done)
187 251 Inspired by, rather than based on SD-JWT
188 “ SD-CWT is generic container, not specific credential type
190 “ Move normative language formerly in Section 1.1
193 “ Reformat Boxes in Figures 2 and 3
194 “ Move Figures 2 and 3 into overview section

Changes between -06 and -07 (1/2)
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Issue PR Description
197 “ Add note about handling of empty disclosure array
199 “ Reword language about `typ`
202 “ Clarify claim “name” in CBOR
216 “ Replace lowercase must
230 252 Remove threat model section
227 253 Remove inflated promises about KT
217 257 Explain purpose of integer in To Be Decoy
205 254 Add disclosure of decoys section
205 256 Point to relevant security discuss in decoy section
215 - wontfix. time constraints are needed since we have 2 related tokens
189 251 Partial Fix: Choose claims to blind/unblind
211 “ Partial Fix: Explain why cnf claim is there; KBT/CWT wrapping

Thank you Martin for the review

Changes between -06 and -07 (2/2)
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Summary of Normative Changes

-06
● Added Decoy Digests (PR#157)
● Defined a new To Be Decoy tag (62) to request a decoy on 

a pre-issued Claims Set (PR#171/177/180)
● Update to use the IANA-assigned values (PR#169)
● Change the CDDL to be more precise and only allow tags 

and simple values in the correct context (pre-issuance, 
issued CWT, presented CWT, KBT) (PR#169)

● Dates have to be between 2-53 and 253 (PR#182)
-07
● Make To Be Decoy integer consistent in CDDL with text 

(PR#238)
● In a KBT, the Holder can use cti instead of iat (ex: if they 

don't have a clock) (PR#250)
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Decoy Digests

● Decoy Digests are additional blinded claims that obfuscate 
the number of claims in a map or array. (PR#157)

● The “To Be Decoy” tag 62 is used pre-issuance to request a 
decoy in a location in a map or array (PR#171/177/180)
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More precise CDDL (PR#169)
What keys can go in a claims 
set CBOR map?
● KBT: “safe” = text string / int
● Issued CWT: safe / 

simple59
● Pre-issued: safe / 

to-be-redacted tag / 
to-be-decoy tag

● No nested tags
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Changes since -07

● Issue #212 (PR#258) Partially done: Replaced claim 
requirements with table. Fine tune wording and 
push new PR.
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Open Issues/PRs
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Open Issues and PRs: Part 1 (Just Do It)

Ready for Review:
PR#259 - rewording on uniqueness of decoy integers
PR#260 - Issues #218 and #220 (AEAD nonce size and AAD)
PR#261 - Issue #224 (Who can exploit the lack of canonical encoding)
PR#262 - Issue #209 (Stronger normative language in 6.3 and 6.5)

Partially Done:
Issue #212 (PR#258) Fine tune wording and push new PR.
PR#204 rewording about nesting - accept PR, reword PR, or close

Issues Ready to Address:
#191 Orie Add more about linkability
#222 Rohan Maybe remove section 16.7 first two lines
#226 Orie Authenticate user public keys
#249 Rohan Add COSE key thumbprint URIs in Appendix C
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Open Issues: Part 2 (Discuss)

#255 Redacted or Blinded or Both? (slide)
#198 Nonce usage (slide)
#219/236 AEAD or not?  (slide)

#221 Include VCT registration for parity w/SD-JWT?
#233 Include RATS appendix?

#229 Requirements on disclosure (wording of 16.2)
#232 KBT/CWT bindings (wording of 16.5)
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Globally Replace "redacted" with "blinded" ? 
#255

● Currently we use a mixture of both terms. Generally 
using redacted as an adjective, and blind, unblind, 
and disclose as verbs. 

● Redact — “to obscure part of a document for legal 
or security purposes”. Common in non-technical 
context. No such word as “unredacted”.

● Blind — “to cause to be unable to see”. Common in 
cryptography and testing contexts. “Unblinded” is a 
word.

● IANA early registration uses “To Be Redacted”.
● What do we want to do?
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"redacted" vs. "blinded" example 1

   

      Terms ⇨

Section 3.2 
         ⇩
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"redacted" vs. 
"blinded": example 2

               Section 3.2 ⇨

Section 11.1
            ⇩
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Describing Nonces for Freshness #198
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AEAD Encryption or Not PR#219 / 236

● Why use AEAD Encryption? 
○ The algorithms are ubiquitous
○ Allows quick feedback if the decryption succeeds or 

fails
○ Prevents one style of attempted resource exhaustion 

attacks (validator needs to hold arbitrarily many 
possibly valid plaintexts before they can start 
matching disclosures to redacted claim hashes.

● Why not?
○ authentication (ex: AES-GCM) is “slow” relative to 

unauthenticated encryption (ex: AES-CTR).
○ Can eventually tell if decrypted disclosures all match 

redacted claim hashes in signed CWT.
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Open Issues: Part 2 (Discuss)

#255 Redacted or Blinded or Both? (slide)
#198 Nonce usage (slide)
#219/236 AEAD or not?  (slide)

#221 Include VCT registration?
#223 Include RATS appendix?

#229 Requirements on disclosure (wording of 16.2)
#232 KBT/CWT bindings (wording of 16.5)
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Next Steps
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Next Steps

● Finish open issues
● Continue Interop testing of implementations
● WGLC, please!!
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