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A pure-PQ ciphersuite for TLS 1.3 

- No purely post-quantum ciphersuites 

- Fills in the other side of draft-ietf-tls-hybrid-design

- Needed because there are no documents that describe KEM-only key agreement in 

TLS

- If PQ-only works for your applications, clean key agreement, no hybrid duplicate 

shares or mixing and matching logic

- ML-KEM-1024 supports users who need to comply with the CNSA 2.0 draft

- I want to be able to do it 🐴
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Changes out of the Second WGLC: 
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Updates since draft-ietf-tls-mlkem-05
- Added multiple references
- Reworked # Motivation several times
- Removed structures that were duplicate with 8446(bis)
- Put ‘Implementations MUST NOT reuse randomness..ciphertexts’ in the 

body, not #Security Considerations
- Added language about why hybrid is preferred by some
- Added multiple references about existing security analysis of KEMs for 

key agreement in TLS 1.3
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Should we just remove # Motivation?
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Does this override 8446bis’s ‘SHOULD’?
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Current Security Considerations (1/3)
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Current Security Considerations (2/3)
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Current Security Considerations (3/3)
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Open Issues
- Fix ref to latest CNSSP 15 (cert issue)
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Timeline
- Resolve last issue
- ???
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