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Goal

Enable HTTP RR and ECH support

in networking libraries and applications

by default

Is it safe?



Does enabling by default break connectivity?

Research questions:

1. How does waiting for the HTTPS RR affect performance and connectivity?
2. Does enabling ECH by default break connectivity?

a. Do services break when they don’t support ECH?
b. Do networks block ECH?



DNS 
Test



HTTPS RR DNS Test

1. Query top 10k Tranco domains for A, AAAA and HTTPS
2. Measure response times
3. Repeat 3x



HTTPS RR DNS Test

What's the delay if you always wait for the 
HTTPS record?

HTTPS Delay = T(HTTPS) - HE_baseline

HE_baseline is when you would start the 
first TCP connection with Happy Eyeballs 
v2 (considering the 50ms HEv2 
Resolution Delay)



Distribution of HTTPS Delay

The delay is only a penalty if it takes longer than the TCP connection.
● You can still apply the config before the TCP connection is established (if 

config endpoint matches the connected one).
● You save a round trip if QUIC is supported



Should we wait for the HTTPS RR?

● No or tiny latency penalty
● Significant latency improvement when avoiding the TCP round trip
● Further latency reduction if using IP hints



Should we wait for the HTTPS RR?

However…

● Significant domains do not respond to HTTPS queries
○ Includes nih.gov, many other .gov domains and others

● Waiting will break connectivity to those domains

Recommendation:
● We have to cap the wait until those domains are fixed
● Domain owners need to fix their authoritative resolver to answer HTTPS 

queries

http://nih.gov


ECH GREASE Test



Does ECH break services?

When ECH is enabled, ECH GREASE is sent to servers that don't support it.
Do they break?

● Tested top 10k domains from Tranco list
● For each domain, fetch https://<domain>/ twice:

○ Control: ECH disabled
○ Experiment: ECH enabled with GREASE

Used ECH-enabled curl and openssl (by DEfO team)



ECH GREASE did not break services

● 26 domains (0.26% of the total) showed differences (various errors)
○ Disappeared on retrial, indicating transient issues

● 235 domains (2.35% of the total) exhibited a significant difference (>100ms) 
in TLS handshake time
○ 210 saw reduced latency with ECH GREASE 
○ 25 saw increased latency with ECH GREASE

In short: no adverse effects



Network Test



Do networks block ECH?

For each mobile network in each country from the SOAX proxy network
● Fetch https://www.google.com via the proxy

○ Control: ECH disabled
○ Experiment:  with ECH GREASE



Do networks block ECH? - no indication

● Total networks: 878
● ECH Failures: 3 (0.34%) - may be transient, needs retesting
● Dual failure: 201 (22.9%)

The dual failures need further investigation. May be proxy instability or rate limits. 
And in China www.google.com is blocked.



Tools and Results

Tools and results will be at

https://github.com/Jigsaw-Code/ech-research

https://github.com/Jigsaw-Code/ech-research


The HTTPS 
DNS Record

The DNS HTTPS Resource Record (HTTPS RR) standard was 
published in late 2023 to deliver information about HTTPS services.

Example:

cloudflare-ech.com.300 IN HTTPS 1 . alpn="h3,h2" 
ipv4hint=104.18.10.118,104.18.11.118 
ech=AEX+DQBBdgAgACDoBZegDyuk44l8JEeFJwVlV7KnUOhshMYekRmW7W6MEwAEAAEAAQASY2xvdWRmbGF
yZS1lY2guY29tAAA= ipv6hint=2606:4700::6812:a76,2606:4700::6812:b76

Supported protocols

ECH Config
This is what you use to encrypt the ClientHello

HTTPS Support



Without HTTPS RR

Client DNS Resolver Web Server

A/AAAA?

A/AAAA
SYN

SYN/ACK
TCP Connection

TLS Connection
TLS ClientHello

TLS ServerHello

DNS Resolution



With HTTPS RR

Client DNS Resolver Web Server

A/AAAA/HTTPS?

A/AAAA/HTTPS

QUIC Connection
TLS ClientHello

TLS ServerHello

DNS Resolution

🛡 Bypass unsafe HTTP (security+privacy)
⏱ Bypass TCP connection or HTTP/1.1 (latency, $$)
🔒 Enable ECH (privacy)


