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Since IETF 124 - Kathleen's review

Clarify identity vs. credentials

Explain what federation actually produces
Consistent terminology across credential types
Tighten SPIFFE terminology



Since IETF 124 - Joe’s review

e Clarify multiple token - each with own audience & lifetime
e Add consequences to security considerations
e Differentiate from Workload ldentity Document - next slide



Issue #69: Differentiate Workload Identity Document

- Cloud Providers offer Instance Metadata Endpoints, which issues 2 distinct
types of documents:
- Issues access credentials that can be used to access resources
- Issues signed instance metadata document that contains metadata
(account, region, type, name, etc.)
- Resultsin 2 distinct flows
- Access resources -> use access credential
- Federation -> use signed instance metadata document


https://github.com/ietf-wg-wimse/draft-ietf-wimse-workload-identity-practices/issues/69
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Other changes since IETF 123 (Madrid)

Add atomicity and flushing requirements to file-system section
Make it clear that invalidation is a matter of querying the status
Rework local api section & security considerations

Refer to RFC 7517 in SPIFFE and add clarity on key distribution
Editorial changes

> WGLC in October



History of the draft

IETF 118 IETF 119

October 23 March 24
First submission by Benedikt BOF WIMSE
and Hannes. Focus on using the Adoption of the draft
OAuth 2.0 Assertion

Framework within Kubernetes.

“"Best Current Practice for
OAuth 2.0 Client
Authentication in Workload
Environments”

IETF 120

Scope and intended
status discussion: BCP vs
informational, defining
new vs document existing



History of the draft - continued

IETF 121 IETF 122
November 24 December 24 March 25
Added other workload Change of name & status: Added delivery
platforms: Cloud BCP -> Informational mechanisms:
providers, SPIFFE and Environment variables,
Continuous Deployment “Workload Identity Practices” File system & Local

& Delivery APls



History of the draft - continued

I[ETF 123 WGLC I[ETF 124 I[ETF 125
July 25 October 25 November 25 March 26

More generic
“federation” term instead

of OAuth 2.0 specifics
(Assertion framework)



