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Status

« getting parts of 802.11 specs implemented is a question of Wi-Fi Alliance
certification requirements

* |ETF has no liaison to Wi-Fi Alliance
« gotten a bunch of pointers and help, roughly know who to talk to
« some feedback on concerns, particularly re. race to the bottom

- not sure if that won't happen regardless
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Problem summary

*  “IPv6 RAs are multicast” — Problem statement in a nutshell
* losing enough RAs means falling off the (IPv6) network
* multicast on 80211 is... not great

* we've been here before... multiple times

- RFC9119
Multicast Considerations over IEEE 802 Wireless Media

- draft-vyncke-6man-mcast-not-efficient
Why Network-Layer Multicast is Not Always Efficient At Datalink Layer

- draft-desmouceaux-ipv6-mcast-wifi-power-usage
Power consumption due to IPv6 multicast on WiFi devices

- draft-yourtchenko-colitti-nd-reduce-multicast
Reducing Multicast in IPv6 Neighbor Discovery
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Problem summary

having the wifi chipset awake to handle DTIM is power intensive

DTIM period: every n-th beacon (0.1s) has the DTIM element

configurable by admin in the AP settings, client has to live with it

...unless both implement FMS (Flexible Multicast Service)
...or DMS (Directed Multicast Service)

in previous visits to this issue, FMS & DMS haven’t received any attention
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... IS apparently the value wi-fi chipsets will accept for the DTIM interval.
Anything lower (= more frequent) and they will use 2x or 3x

NB: chipset/firmware, not host OS decision
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... Is the default shipped in hostapd & OpenWRT



<

This does mostly seem to affect home networks and small wifi setups
(hostapd in particular is the basis of a lot of cheap AP/router products)
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Just change the number?

* I'll try to get that done in OpenWRT
- people have tried before, it went nowhere

« others have also tried getting it changed in hostapd
- if that went anywhere we wouldn’t be here

 this is just not working. It's not robust enough, we've tried issuing
guidance before and are here again. “IPv6 only works if you set this
correctly” is not viable.

* “It works on Enterprise Wifi” is not cutting it either.
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Fix on 80211 side

* FMS allows the station (client) to request less frequent delivery intervals,
the AP has final say (because it needs to be the same for all stations). The
protocol seems fine. It’s just not mandatory and rarely implemented.

— was specifically designed for exactly this power saving behavior
* DMS allows the station to request multicast be delivered as unicast.
~ not obvious if better or worse
~ unicast conversion (without DMS signaling) common in Enterprise 802.11
* both use selectors to apply the setting to specific traffic
* software feature, will still take years to ship if pushed for now
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Fix on IPv6 side

 send more RAs

- may push wifi clients to sleep harder
* send more RSs

- client needs to know it lost packets

- sending isn’t cheap either
 |Pv8



Where to?

something™ needs to happen

just try all the options & we'll see which one actually fixes it?
— should | add DMS to this document?

- was intending for the document to be “Hello 802.11! We have this problem”,
not “Hello 80211! We need this solution”

- bringing FMS because that hasn’t been tried yet (DMS hasn’t either)
somebody™ revisit fixing this in IPv6?

questions?
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