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Overview

> Profile of the ACE framework

1. Uses EDHOC for key establishment (access token uploading in an EAD item)
2. Uses OSCORE for secure communication (based on keying material from EDHOC)
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Main Updates inv -11

» Clarify when to include audience when C performs update of access rights

— Include the 'audience' parameter in the POST request only if it was included in the original
request for the first access token in the series. If included, it must have the same value as in
that original request.

— Simplification as the value of 'session_id' parameter is no longer relevant.

> Many editorial fixes and improvements

» Clarified definition of "prescriptive"/"non-prescriptive” parameters
— For parameters in the EDHOC _Information object

— Prescriptive: a peer complies with what is indicated by the parameter, and it aborts the session if it
determines that the other peer has violated such indication.

— Non-prescriptive: used to provide information to consider when executing EDHOC, e.g., in terms of
features supported by peers. An example is the "methods" parameter indicating a set of supported
EDHOC methods.
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Main Updates inv -11

> Reverse message flow: C can upload the access token to RS only in message 4
— Transporting the access token in message 2 would mean that the AS needs to encrypt it
— EDHOC will protect only against passive adversaries if the access token is included in EAD 2
— The AS does not know which message flow will be used and where the token will be placed
— Thus, we removed the option to transport the access token in EAD 2

» Timing of access token request when using the EDHOC reverse message flow
» The access token must be bound to the same client credential used in the EDHOC session.
» The client typically learns which credential to use only after receiving message 1
» If the AS is already known, the token request can be sent by C after processing message 1

» Otherwise, the client first learns the AS during EDHOC, the token request can be sent by C after
processing message 3
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Main Updates inv -11

» Clear definition of when proof of possession is achieved
— Stating and explaining this more clearly and in a better location

> Updates regarding new EAD items

— Consistent and simpler naming
— ACE-OAuth Access Token, Credential By Value, Request Creation Hints

— Revised format/style of their definition
— Revised normative language for using Request Creation Hints
Fixed CDDL definition of Request Creation Hints

— Removed definition of the EAD item Session ID
It is instead now defined in draft-ietf-ace-workflow-and-params

— Added initial "Operational Considerations" section
— RS Belonging to Multiple Audiences with Different Authentication Credentials
— Keeping Information About C and RS Up-to-Date at AS
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Main Updates inv -11

> RS belonging to multiple audiences with different authentication credentials
— An RS might support multiple EDHOC ciphersuites and EDHOC methods

— RS can belong to one audience for each of its authentication credentials
To allow the RS and C to distinguish between which authentication credential to use

» Keeping information about C and RS up-to-date at AS

— By means of the EDHOC _Information object, the AS gives information about the configuration
for EDHOC of C and RS

— Itis important that the information that the AS has about C and RS is kept up-to-date to reflect
what C and RS supports as EDHOC peers

> Message exchange examples
— Improved notation and details

— Add figure with message flow for Non-sequential Workflow (using the EAD item Request
Creation Hints)
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Main Updates inv -11

» Confirmation methods
— Aligned the "cbu" confirmation method with draft-ietf-cose-cbor-encoded-cert-20
— Fixes to the confirmation methods "x5u", "kcwt", and "kccs"

» Updated compliance with profile requirements

— For instance, mentioning the EAD item Request Creation Hints as a method for the client to
discover the necessary permissions and AS for accessing a resource

> Added references to IANA registries
— Missing in prior version
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Next Steps

» Mismatch between an ongoing EDHOC session and EDHOC _Information in a
late access token response

— EDHOC may already have started (e.g., reverse flow or Request Creation Hints) before C
receives the access token

— The AS may then provide EDHOC configuration that conflicts with the parameters already
in use

» Early allocation of codepoints

> Respond to Christian’s review of version -09

»y Comments and reviews are welcome!
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Thank you!

Comments/questions?

https://github.com/ace-wg/ace-edhoc-oscore-profile
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Early allocation

Early allocation of codepoints
— We'd like to do early allocation for 3 registries.

— This was raised through feedback from other IETF collaborators.

JWT Confirmation Methods registry
— xbc, x5b, x5t, x5u, cbc, cbb, cbt, cSu, kewt, kces

CWT Confirmation Methods
* x5chain: 24 e c5b: 28

+ xbbag: 25 e cbti7

e xbt:6 * cbu: 29
« xbu: 26 * kecwt: 8
» cbc: 27 * kcecs: 9

EDHOC External Authorization Data registry

« ACE-OAuth Access Token: 24 - |[Credential By Value: 15

* Request Creation Hints: 2
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Already in use by aiocoap and
Ariel OS's coapcore
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