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cGRASP (History & Overview)

» With the rapid development, IoT is urgent for self-management capabilities
enabled by GRASP (but is heavy and resource-consuming due to its TCP-

based feature).

» cGRASP replaces TCP with the lightweight CoAP protocol. It reduces
message overhead while leveraging CoAP's reliability mechanisms (e.q.,
Confirmable messages, Tokens) to provide reliable signaling services
without TCP.

» The draft has already been adopted by ANIMA as the draft-ietf-anima-

constrained-grasp, and version -03 has already been submitted.
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cGRASP (History & Overview)

» cGRASP is defined as an application layer service built on top of CoAP.

O reuses CoAP’s transport and reliability mechanisms, while encoding cGRASP

messages as CoAP payloads.
O ¢cGRASP mechanisms are mapped onto CoAP request/response exchanges

v" Discovery and Flooding = non-confirmable CoAP multicast requests

(e.g., FETCH or POST) using the no-response option.

v Negotiation and Synchronization — series of confirmable CoAP POST
exchanges, where each negotiation round corresponds to a CoAP

request/response pair with consistent tokens ensuring session correlation.



cGRASP(Updates since IETF 125) BATHERE

» Main Updates:

O Simplified the base cGRASP profile by deferring support for M_WAIT to a future
extension

O Revised the cGRASP Discovery mechanism : multicast FETCH requests must allow
successful responses ; M_RESPONSE is carried in a unicast 2.05 Content response rather
than a new POST request

O Refined the Discovery relay mechanism, including hop-by-hop exchange re-
origination, duplicate suppression, and reverse-path response forwarding

O Explicitly separated cGRASP session state from CoAP exchange state
v" The cGRASP Session ID identifies the end-to-end cGRASP session
v" The CoAP Token and Message ID identify an individual CoAP exchange.

O Updated the normative procedures and message examples for negotiation,
synchronization, discovery, flooding, and relay

> Prototype development (TCP-based graspy to CoAP-based):

O The 1inicac<t interaction and miilticact relav mechanicm ic dane
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Key Update 1: Simplifying the Base cGRASP Proflle

» Why M_WAIT Was Deferred

O M_WAIT suspends an ongoing negotiation and requires the negotiation state to
remain available while no CoAP exchange is active.

O Resuming the negotiation may require the previous responder to initiate a new CoAP
request, introducing client/server role reversal.

O This significantly increases state-management and implementation complexity for
constrained nodes.

> Design Decision
O The base cGRASP profile does not support M_WAIT.

O Its existing GRASP code point is retained for compatibility and possible future
extensions.

O An application requiring additional processing time may:use an appropriate
negotiation timeout; or terminate the current negotiation and initiate a new cGRASP
session later. 5
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Key Update 2: cGRASP Discovery Relay over CoAp

> At each relay hop

O Terminate the incoming CoAP exchange. Re-originate a new CoAP exchange on each
eligible outgoing interface.

O Preserve the cGRASP Session ID and initiator Locator end to end.

O Generate a fresh CoAP Token and Message ID for the downstream exchange.
> Relay State

O Relay cache key(message type, session ID, initiator Locator)

O Each Discovery relay entry records: Incoming interface and expiration time ;
Upstream transport endpoint ; Upstream CoAP Token for response forwarding.

> Reverse-Path Response Forwarding
O Match the downstream response using its CoAP Token.
O Verify the cGRASP Session ID and initiator Locator.
O Return M_RESPONSE upstream as a new unicast 2.05 Content response.
O Use the stored upstream Token and a fresh Message ID. 6
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cGRASP(prototype implementation)

Implementation stack

-
ASA Applications
Gray | Briggs | Relay examples
\
-
cGRASP Protocol Engine
cgrasp2.py

.
- A 4

CoAP Adaptation Layer

socket-like API + bridge
\

A 4

CoAP Client |/ Server | Relay
aiocoap + UDP/5683

Core migration logic

Reuses existing GRASP CBOR messages and
ASA state machines.

Maintains cGRASP sessions independently
from CoAP exchanges.

Keeps the base profile simple by excluding
M_WAIT negotiation handling.

Uses POST /.well-known/grasp-coap for
unicast negotiation and synchronization.

Uses CoAP group communication for
Discovery and Flood Synchronization.
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Implemented workflows

Unicast negotiation

Synchronization

Discovery / Flood

Multi-link relay

Completed

Completed

Completed

Completed
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cGRASP(prototype implementation)

MUIti'Iink end'tO'end tOpO'Ogy Frame 1: fe8@::3450:dfff:fe5c:beso¥% -»> ffe2::fd% udp 36522->5683

CoAP: type=Non-Confirmable code=FETCH mid=36767 token=a336
Uri-Path: /.well-known/grasp-coap
CcGRASP: M_DISCOVERY sid=1886821425
initiator=fe800000000000003450dTf{fe5chesd
Node A Gray Relay R Node B Briggs pectves{ ectivepo 4R, g 3 o oo g ) 4 s
S . raw)=[1, , {'_bytes_ ": 'fe esche N , 3, 4,
fd00:1::1 4 veth links fd00:2::1 Observed-on: 1inki.pcaptframel

Frame 2: fes8@::d47d:d8ff:fe8e:783c% -> ffe2::fd% udp 54024->5683
CoAP: type=Non-Confirmable code=FETCH mid=13419 token=8ed2
E nd-tO-end WorkﬂOW Uri-Path: /.well-known/grasp-coap
CcGRASP: M _DISCOVERY sid=1886821425
initiator=fe8o0e00ene00e003450dT f{fes5chesd
objective={"objective_num': 47991, 'flags': 3, 'loop_count': 3, 'value': 40}
A R B CBOR(raw)=[1, 1886821425, {' _bytes ': 'fe300000000000003450dffffeScbe8d’}, [47991, 3, 3, 40]]
Observed-On: link2.pcap#framel
M_DISCOVERY

Frame 3: fes@::9401:72ff:fed9:1c79% -> ffe2::fd% udp 54024->5683
CoAP: type=Non-Confirmable code=FETCH mid=13420 token=80d3
Uri-Path: /.well-known/grasp-coap
CGRASP: M _DISCOVERY sid=1886821425

relay; loop 433

M_RESPONSE initiator-feseeoeoeeeeeeee34sedffffeschese
objective={"objective num': 47991, 'flags': 3, 'loop count': 3, 'value': 48}
CBOR(raw)=[1, 1886821425, {'_ bytes_ ': 'fe800000000000003450dffffeschbese'}, [47991, 3, 3, 40]]

2.05 Content _
Observed-On: link3-node-c.pcap#framel

Frame 4: fe8@::c085:67ff:febeted12% -> ffe2::fd% udp 54024->5683
CoAP: type=Non-Confirmable code=FETCH mid=13421 token=8ed4
Uri-Path: /.well-known/grasp-coap
CGRASP: M _DISCOVERY sid=1886821425

NEG: 40 = 60 = 50

M_END / Accept = 50 initiator=fe80000pee00e0e3450dffffescheso
objective={"objective_num': 47991, 'flags': 3, 'loop_count': 3, 'value': 4@}
CBOR(raw)=[1, 1886821425, {'_ bytes_ ': 'fe300000000000003450dffffescbesa'}, [47991, 3, 3, 40]]
SYNCH Observed-on: link4-low-loop-node-d.pcap#framel

Frame 5: fes8@::45d:6eff:Te87:74cb% -> feB80::d47d:dg8ff:Tes8e:783c% udp 5683->540824
value = 50 CoAP: type=Confirmable code=2.85 Content mid=59@3 token=80d2
CGRASP: M_RESPONSE sid=1886821425
initiator=fegocpoeepensepe3a5adfffeschego
CBOR(raw)=[2, 1886821425, {' bytes ': '{eB00000000000003450dffffe5cbesd"'}, 600000, [166, 'coap://[fdee:2::1]:5683/.well
FLOOD: 70 Observed-on: link2.pcap#frame2

relay + duplicate suppression Validation result

v Discovery relay and reverse-path response forwarding «~  Negotiation and synchronization

v/ Flood relay, duplicate suppression, and loop-count boundary 8
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cGRASP(next step)

> Draft Refinement (Towards -04):

O Complete the Discovery transaction lifecycle, including response-window
management, multiple-response handling, and relay-state cleanup.

O Clarify the scope of the base cGRASP profile, including unsupported or optional GRASP
features such as M_WAIT and rapid mode.

O Align the normative mechanism descriptions, protocol examples, and implementation
behavior.

> Prototype Implementation
O Close the remaining gaps in relay semantics and state management.
O Complete multi-response Discovery processing across multiple relay hops.
O Perform end-to-end functional validation and preliminary performance evaluation.

O Consolidate the prototype for reproducible testing and interoperability experiments.
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