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Network experiments are difficult 
to share and reproduce!
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Problem
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▪ Underspecified dependencies

▪ Resources no longer available

▪ package manager no longer has specific version

▪ Different build-time environment

▪ different compiler or compile flags

▪ Different run-time environment

▪ different JIT or interpreter

▪ different host machine OS or configuration

▪ leftover state from previous experiments



Benedikt Spies | spiesbe@in.tum.de

One should be able to build on 
today's experiments, 

tomorrow, as well as 10 years 
from now!
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Why sharing and preservation is important
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▪ Building on prior work

▪ Interop

▪ Bug analysis

▪ Understanding & validate behavior

▪ Portable lab environments

Academia Industry Teaching
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Running real software in controlled 
environments
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▪ deterministic

▪ scalable

▪ models behavior

Simulated Testbeds Emulated Testbeds Hardware Testbeds

▪ real software

▪ real hardware

▪ expensive

▪ real software

▪ flexible
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State of the Art
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Containernet
handwritten

Bash + tc-netem

▪ side-effects

▪ no isolation

▪ no dependency 
management

▪ high abstraction

▪ error-prone

▪ heavy-weight

▪ not reproducible 
from source

▪ slow startup
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Full dependency management

No manual cleanup

No manual setup

Run on single machine (Linux)

Single unprivileged command 

Hermetic build & execution
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How does it work?
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Dependency Management
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Dependency management
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Version Control
Git

OCI containers
Docker 

Binary package managers
APT 

▪ tracks source file history
▪ no build instructions
▪ no dependencies
▪ preserved long time (diffs)

▪ bundles all binary dependencies
▪ not reproducible from source
▪ no source tracking
▪ large image sizes
▪ frequently dropped from 

registries

▪ manages binary dependencies
▪ no source dependencies
▪ outdated versions are dropped fast
▪ semantic versions
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Merkle Graph
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▪ graph of cryptographic hashes

▪ hash uniquely identifies node

▪ hash changes if any child changes

=> identify experiments by its 
cryptographic hash
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Nix store
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Build-time closure
graph of derivation (build recipes)

Run-time closure
graph of run-time dependencies

Dependencies
Realizations



Benedikt Spies | spiesbe@in.tum.de

NixNet run-time closure example
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Leveraging the Nix build system
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nix expression

nixpkgs
declarative

specification of…

▪ nix builds are hermetic
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Experiment
declaration
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▪ Nix language
▪ json-like
▪ version controllable
▪ Schema borrowing options from 

NixOS

▪ nodes
▪ scripts

▪ links
▪ characteristics
▪ tc-netem

▪ hooks
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Low abstraction
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human-readable
Bash

NixNet
flake.nix

compile

▪ familiar terminal commands
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Running experiments
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NixNet timeline
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hook point▪ isolated builds

▪ isolated runs
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Run-time isolation
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Multi-layer isolation
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▪ strong isolation to prevent 
side-effects

▪ fully managed userspace

▪ Linux namespaces

▪ user

▪ net

▪ mount

▪ pid

▪ ipc

▪ uts
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Example
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$ nix run 

testbed| workdir: out/42

testbed| network topology set up

client| main (PID 673) started

server| main (PID 674) started

testbed| PID 673 exited with 0

testbed| PID 674 killed

testbed| cleaning up...

$ tree out/42
out/42
├── client
│   ├── flamegraph.svg
│   ├── perf.data
│   ├── stderr
│   └── stdout
├── run.json
└── server
    ├── flamegraph.svg
    ├── perf.data
    ├── stderr
    └── stdout

3 directories, 9 files

▪ nix also installs the pinned version of NixNet
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Performance evaluation
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▪ repeat experiment runs

▪ sweep parameter sets

▪ re-setup testbed for every run

▪ prevent inter-experiment leakage

▪ star-topology with n nodes

▪ up to 512 nodes
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Setup + cleanup time
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▪ starting fresh Docker 
containers takes time

▪ NixNet even outperforms 
Mininet  (no isolation)

▪ e.g.:

▪ 8 nodes

▪ 100 runs

save 3.5 minutes
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Peak memory
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▪ Docker containers consume 
much more memory

▪ e.g.:

▪ 128 nodes

▪ clab ~1 GiB

▪ NixNet < 100 MiB
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Limitations & future work
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▪ nodes share host CPU and memory resources

▪ pinned-kernel NixOS image

▪ Nix does not pin its own version

▪ Docker container integration

▪ Windows & macOS support

▪ compiled executable outperforms script with unshare/mount/nsenter processes
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Conclusion
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▪ Pins full source-based dependency closure

▪ Lightweight Linux namespace isolation

▪ Hermetic builds and declarative syntax provided by Nix

▪ Low-abstraction

=> Experiments defined with NixNet are easy to share, preserve, and to build upon
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Sources
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▪ https://nixnet.org 

▪ https://github.com/birneee/nixnet

▪ https://github.com/birneee/anrw26-nixnet-material

 

https://nixnet.org
https://github.com/birneee/nixnet
https://github.com/birneee/anrw26-nixnet-material
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Q&A
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Backup Slides
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NixNet artifact relations
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▪ NixNet expression can derive multiple 
outputs

▪ runs on any machine with Nix installed

▪ or as bundled AppImage
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Setup and cleanup time (s)
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Peak memory usage (MB)
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