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Motivation — trust model and impact

• The proxy may be outside the endpoints’ trust domain: gateway operated by 
a third party, cloud translator, shared hub, edge box -> good to minimize 
information regarding sensitive interactions which pass through it

• Endpoints (App Device) share a trust relationship the proxy seldom need 
to be part of — it is a translator, not a party

• Potential risks of schema exposure at the proxy:
– Profiling: infer health conditions, home occupancy, habits
– Inventory disclosure: which devices a user or site operates
– Targeted attack surface: known-model → known-CVE mapping
– Regulatory exposure: GDPR/HIPAA-style categories inferable from metadata alone, 

before any measurement is read

• Goal of this draft: let the proxy keep doing its job without learning what 
interactions pass through it
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Motivation — the proxy sees the schema

• SDF describes IoT devices in an ecosystem-independent way: properties, 
actions, events, data types, ranges, labels

• A proxy translates application SDF calls into device-specific ecosystem 
characteristics (e.g., BLE GATT UUIDs, CoAP resources)

• To translate, the proxy needs the SDF definitions and the ecosystem-
characteristics mapping in plaintext

• Payload values can be end-to-end encrypted between Application and Device 
— but the schema around them cannot: the proxy must read it to route and 
translate

• Result: even with the best payload confidentiality, the proxy learns what the 
device is and what is being asked of it
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Motivation — what could actually leak

SDF definitions expose more than the transport does:
• Device nature and purpose — object/property names like HeartSensor, 

glucoseLevel, doorLock, infantMonitor
• Human-readable metadata — description, label, units, manufacturer 

info/device model in the info block
• Value semantics — types, minimum/maximum, enums (e.g., 0..250 on a 

property named rate → heart rate)
• Behavioral shape — the set and count of affordances fingerprints known 

device models even if names were stripped
• Interaction patterns — which affordance is invoked, when, and how often, 

correlated with the (still-visible) schema
Encrypting the payload hides the value, not the question/description/metadata.
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System architecture

Application  ──SDF API──> SDF Proxy  ──ecosystem──> Device

(3rd party)                (BLE, …)

• Application: uses SDF affordance API

• SDF Proxy: translates SDF ecosystem; may include a TEE

• Device: constrained, ecosystem-specific

With the privacy extension the Application pre-processes SDF document and 
mappings; the Proxy operates as usual but without seeing the originals. Setup and 
data retrieval MAY be done by different entities.
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The sdfPrivacy quality

New quality inside sdfObject / sdfThing:

• sensitive — boolean, marks the grouping as sensitive
• sensitiveDefinitions— names to protect (default: all)
• privacyAlgorithm— identifier of the transform
• privacyAlgorithmParameters— algorithm-specific
• key — algorithm key, or “out-of-band”

"sdfPrivacy": {
"sensitive": true,
"sensitiveDefinitions":

["heartRate","calibrate","maxRate","minRate"],
"privacyAlgorithm": "obfuscate-names-v1",
"privacyAlgorithmParameters": { "removeMeta": true },
"key": "base64-encoded-key-here"

}
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Example — original SDF (health sensor)

"sdfObject": {
"HeartSensor": {
"sdfProperty": {
"heartRate": { "sdfRef": ".../sdfData/heartRate",

"description": "Current heart rate",
"writable": false },

"maxRate": { "sdfRef": ".../sdfData/heartRate" },
"minRate": { "sdfRef": ".../sdfData/heartRate" }

},
"sdfAction": { "calibrate": { "description": "Calibrate the 

sensor",
"sdfInputData": { ... } } },

"sdfData": { "heartRate": { "type": "number",
"minimum": 0, "maximum": 250 }

}
}

}

Names, description, and value range all reveal purpose.
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Example — privacy-preserving output

"namespace": { "foons": "https://private.example.com/asfdbvex" },

"sdfObject": {

"fhnbjskla": {

"sdfProperty": {

"xartd": { "sdfRef": ".../sdfData/rfxct", "writable": false },

"foo1": { "sdfRef": ".../sdfData/rfxct" },

"foo2": { "sdfRef": ".../sdfData/rfxct" }

},

"sdfAction": {

"foo3": { "sdfInputData": { "sdfRef": ".../sdfData/rfxct" } },

"foo4": { "sdfInputData": { "sdfRef": ".../sdfData/rfxct" } },

"foo5": { "sdfInputData": { "sdfRef": ".../sdfData/rfxct" } }

},

"sdfData": { "rfxct": { "type": "number" } }

}

}

Names obfuscated · human-readable qualities dropped · namespace replaced · foo4/foo5 are padding affordances
to hinder correlation. Type kept so the Proxy can still translate values.

8



Operation modes

Without TEE
• Proxy translates privacy-preserving SDF calls → privacy-preserving ecosystem 

characteristics
• Device maps them back using key/configuration material received during setup
• Mapping MAY be rotated by re-running setup

With TEE
• Enclave at Proxy holds plaintext SDF and does the translation
• Tunneled channel to Device; untrusted Proxy sees no ecosystem characteristics
• Plaintext ecosystem chars OK inside the tunnel

Non-sensitive affordances always operate normally.

9



Security & open questions

• Depends on secrecy of the privacy-algorithm key

• Padding provides only limited traffic-analysis protection – how 
to improve?

• Without TEE: mapping setup needs E2E confidentiality 
(Application Device) 

• With TEE: relies on TEE integrity + tunnel
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Main take away:

• SDF proxy privacy is not only about encrypting payload values -> the 
schema itself can reveal device purpose, sensitive categories, and 
interaction intent.

• In certain environments it is useful to be able to minimize the information 
exposed by SDF documents

• The proposed sdfPrivacy quality gives applications and devices a way to 
transform sensitive definitions before the proxy sees them, while still 
allowing the proxy to translate
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Thank you!
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