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Quick Recap

- Motivation

e First Hop Security (FHS) mechanisms such as:
* DHCP Snooping
* Dynamic ARP Inspection (DAI)
* Neighbor Discovery Inspection (NDI)
* IPv4/IPv6 Source Guard

* rely on the DHCP Snooping binding database (IP MAC
interface/VLAN).

* In EVPN fabrics, host mobility and multi-homing require these
bindings to be synchronized across PEs; otherwise FHS may
incorrectly drop legitimate traffic after host movement or
failover.
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Problem Statement

* Without synchronization:
 DHCP Snoop bindings remain local to the ingress PE.
* A remote PE receiving traffic from a moved host has no valid binding.

 Security features (DAI/NDI/Source Guard) cannot operate consistently
across the EVPN fabric.
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Proposed Solution

The draft extends EVPN by:

* Defining a new EVPN BGP route to distribute DHCP Snooping bindings.

* Synchronizing IPv4/IPv6-to-MAC bindings among all PEs participating in
an EVI.

 Carrying binding attributes such as:
e IP address
« MAC address
* Binding state
* Lease/create time

* Supporting synchronization for:
* EVPN host mobility
* EVPN multi-homing
* Distributed IRB deployments
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Changes to 015t Version

* Editorial updates for RFC style
* Improved terminology consistency

* Clarified normative language (RFC2119/8174)

* Added explanatory text for operational
procedures
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Document Status

WG adopted draft

* Major technical issues resolved
» Editorial updates incorporated

* No known open technical issues

* Draft co-authored by authors from multiple
vendors
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Next Step

* Authors believe the document is ready for Working Group
Last Call.
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Thank You!
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