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Background: EVPN Multi-Homing & EAD Routes

e EVPN [RFC7432] supports all-active multi-
homing: a CE attaches to multiple PEs over one

Ethernet Segment (ES), identified by a 10-byte
ESI. - A

« Every PE on the ES originates EAD routes
(Route Type 1) carrying the same ESI. Two
Ethernet

granularities: CE1 Segment
ESI-1

IP/MPLS

- EAD per-ES: ES label - mass
withdrawal, split-horizon

- EAD per-EVI: EVI label - aliasing / e/
load balancing

PE4
remote

All PEs on ESI-1 originate EAD routes — PE4 must learn every one

e Remote PEs build ES-wide forwarding state

( Aliasing 88.4 ™ Fast Convergence §88.2 Split-Horizon §88.3

Remote PE load-balances flows Mass-withdraw per-ES EAD on ES label blocks BUM traffic
across ALL PEs on the ES failure - rapid switchover looping back into the ES
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EAD Route Key — RFC7432 §7.1

e The BGP route key of an EAD route is { RD, ESI, Ethernet Tag ID }.
« The originating PE’'s IP address is NOT part of the route key.

NLRI key
Ethernet T
RD ESI thernet Tag MPLS Label Next Hop = PE addr
8 octets 10 octets ID not part of key not part of key
4 octets

attributes — differ per originating PE

e EAD routes originated by different PEs with the same RD + ESI + Ethernet Tag ID have
identical keys.

 Standard BGP best-path selection [RFC4271 §89.1] sees competing paths for one prefix —
exactly one is retained.

* The suppressed routes are not backups — each carries a different originator’'s labels needed
for ES-wide state.
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The Problem: Best-Path Selection Suppresses EAD Routes

PE1

K3 -

EAD(ESI-1) x3

What triggers this outcome?

« Shared RDs: RFC7432 recommends a unique RD per PE, but this is not always followed in

practice.

] best only ( PE4

<i suppresse

remote

|

What PE4 actually learns

» Receives EAD from one PE only
(RR's best).

e ES label set covers 1 of 3 PEs
on the ES.

e EVI labels cover 1 of 3 —
aliasing broken.

* Route Reflectors: an RR advertises only its best path per NLRI — clients receive a subset

of paths.
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Impact (1): Aliasing Breaks — RFC7432 §8.4

Remote PEs cannot build the full multi-homing set

 Aliasing requires the remote PE to collect m ﬂ
EAD per-EVI routes from ALL PEs on the ES - an
ECMP next-hop group. \ £

\\ ,
l

e With EAD multipath missing, the ECMP set \ y
contains one member instead of N. not learned not learned

« Consequences:

- Traffic for the EVI pinned to a single PE
— no ECMP.

- Remaining PE uplinks sit idle.

remote

- Pinned-PE failure = hard outage, not a ECMP set = { PE1 } - expected { PE1l, PE2,
hash shift. PE3 }
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Impact (2): Incomplete Mass Withdrawal — 8§88.2
Fast convergence is defeated by suppressed routes
e On ES failure, a PE withdraws its EAD per-ES

route — remote PEs flush all EVI state pointing
at that PE.

PE2 loses ES1 1link

e If the route was never received (suppressed
earlier), its withdrawal is never seen by
remote PEs.

PE2 withdraws EAD per-ES

RR never reflected it — nothing to
propagate

e If the withdrawn route was the RR’'s best, the
RR simply re-selects a new best — remote PEs see
a path change, not a PE leaving the ES.

 Result: stale next-hops remain programmed - PE4 keeps sending to PE2 - black-
traffic is black-holed until MAC aging oxr other hole
slow triggers clean up.
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Impact (3): Split-Horizon Filtering Incomplete — 88.3

Worst for segments with more than two PEs

e Split-horizon rule: BUM traffic from the core
must never be forwarded back into its source ES.

e Enforcement needs the ES label of every PE on
the segment — learned from EAD per-ES routes.

e Suppressed EAD routes - missing ES/EVI labels
in the FIB.

e With >2 PEs on the ES, a non-DF forwarder may
not recognize core-originated BUM - loops /
duplicates into the ES.

N

[PE4/core

J

BUM returns to ES
(unknown ES label)

Split-horizon fails when ES-label set
is incomplete
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Solution: Treat EAD Routes as Multipath

BGP speakers MUST advertise and install ALL valid EAD routes for a given
Ethernet Segment — no single best path.

§2.1 Applicability §2.2 Advertisement §2.3 Forwarding State
SCOPE CONTROL PLANE DATA PLANE

Applies to RT-1 EAD routes Advertise all valid EAD Install state for every
with non-zero ESI only. routes per ESI, originated valid EAD route: ES label
Everything else keeps or received. RRs reflect and EVI label from each
standard best-path. all, not just the best. originator.

* No new protocol machinery — no new route types, no new TLVs, no capability negotiation,
no IANA actions.
e Behavior is local to each BGP speaker — incrementally deployable, interoperates with

legacy peers.
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Requirement 1 — Applicability (§2.1)

Route class Treatment

MULTIPATH — advertise & install all valid

EVPN RT-1 (EAD), ESI 5 ©
routes

EAD routes with ESI = 0 standard best-path (RFC4271 89.1.2), unchanged

All other EVPN route types (RT-

2/3/4/5.) standard best-path (RFC4271 89.1.2), unchanged

Why the ESI = 0 carve-out?

* A zero ESI means the route is not tied to a multi-homed segment — there is no ES-wide
state to complete.

e Treating such routes as multipath would only grow the RIB/FIB with zero benefit.
e Scope stays minimal: behavior changes only where suppression actually breaks EVPN multi-
homing.

9/ 15



Requirement 2 — Advertisement (82.2)

e A BGP speaker MUST advertise all valid EAD
routes for a given ESI to its peers —
regardless of best-path outcome.

« Covers locally originated AND received EAD
routes. _
reflect ALL valid EAD

* Route Reflectors MUST reflect all valid EAD ' ‘ routes
routes for a given ESI to their clients — not PE3
only the best path.
EAD(ESI-1) x3
Equivalent to Add-Paths [RFC7911] for EAD PE4 now receives 3 of 3 originators’
routes ES & EVI labels

— but without requiring Add-Paths capability
negotiation.
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Requirement 3 — Forwarding State Installation (8§82.3)

* A BGP speaker MUST install forwarding state for ALL valid EAD routes for a given ESI
not only the best path.

EAD per-ES routes EAD per-EVI routes

The ES label from each route originator The EVI label from each route originator
MUST be installed. MUST be installed.

- complete split-horizon & mass-withdraw state - complete aliasing (ECMP) next-hop set

Resulting forwarding state (per receiver):

Key (ESI, EVI) Set of { originating PE address, ES label, EVI label }

(ESI-1, EVI-100) - { (PE1, Lles, Llevi), (PE2, L2es, L2evi), (PE3, L3es, L3evi) }

Control plane and data plane now agree: every received EAD route contributes forwarding
state.
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Example: 3 PEs on ESI-1, RR in the Path

Originate Reflect Install Forward
PE1/PE2/PE3 each RR keeps and reflects PE4 installs ES label PE4 load-balances
originate EAD per-ES  _, ALL three sets of EAD — + EVI label from —» across {PE1,PE2,PE3};
and per-EVI routes routes to clients every originator split-horizon & mass-
for ESI-1 (same or (82.2) — no best-path (§2.3) withdraw state covers
unique RDs — behavior filtering for EAD all three PEs
1s identical)

Without this draft With EAD multipath

* PE4 sees 1 of 3 EAD routes * PE4 sees 3 of 3 EAD routes

e Aliasing set = { PE1 } — no ECMP e Aliasing set = { PE1, PE2, PE3 }
e Split-horizon labels: incomplete e Split-horizon labels: complete

e Mass withdrawal: unreliable * Mass withdrawal: per-PE, immediate
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Operational Considerations (83)

§3.1 RD Allocation

* This draft does NOT remove the
RFC7432 recommendation of unique RDs per
PE.

* Unique RDs remain valuable for
troubleshooting and route identification
(who originated this route?).

e The requirements apply regardless of
unique or shared RDs — either way, all
valid EAD routes propagate.

§3.2 Interoperability

e An implementing speaker sends more
EAD routes than a legacy peer expects.

* Those are valid BGP UPDATEs -
processed normally, no protocol errors.

* A non-implementing peer may still
best-path them - it simply uses fewer
paths, nothing breaks.

» - Safe incremental / partial
deployment; benefit grows as more PEs &
RRs support it.
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Security & IANA Considerations (84, 8§5)

Security Considerations IANA Considerations

e Multipath increases route count in the BGP Loc-RIB

and the forwarding plane. No IANA actions
no new registries, no

* A misconfigured or malicious peer could originate a _
code points

large number of EAD routes for the same ESI

(resource-exhaustion vector).
The draft reuses existing

EVPN and BGP mechanisms only
— nothing to allocate,
nothing to register.

e Mitigation — MUST support a configurable limit on
paths accepted per ESI; when the limit is reached,
additional routes SHOULD be discarded.

e Session protection — TCP-AO [RFC5925] is
RECOMMENDED to guard against unauthorized route
injection.
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Summary

* Problem: BGP best-path selection suppresses EAD routes - broken aliasing,
mass withdrawal and split-horizon in EVPN multi-homing.

 Solution: treat EAD routes as multipath — advertise all, reflect all, install
all.

 Simple & local: no new route types, TLVs, capabilities or IANA actions;
behavior is local to each BGP speaker.

 Deployable: interoperates with legacy peers — no protocol errors, graceful
partial benefit.

e Guarded: configurable per-ESI path 1imit (MUST) + TCP-AO (RECOMMENDED).

Seeking feedback — and WG adoption when ready

Questions & discussion welcome
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