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A Password Authenticated Key Exchange
(PAKE) Protocol allows two parties to establish
a secure channel using only passwords



Motivating Use Cases

For better or worse, password-based authentication is a useful primitive:
* Peer-to-peer device pairing (e.g., Matter / loT)

Bootstrap connections with a short-lived, single-use, often randomly
generated passwords

* Client-server authentication (e.g., E2EE backup, password managers, etc)

Authenticate (and optionally encrypt) with long-lived, multi-use, user-chosen
passwords



Properties

PAKEs provide authentication, forward secrecy, and password hiding for these use cases
in the absence of strong key material

Authentication: A party can only authenticate if they know the password
Forward secrecy: Data from past sessions that were not attacked cannot be exfiltrated

Password hiding: A third party cannot extract the password using an offline dictionary
attack

PAKEs are either symmetric or asymmetric / augmented
Symmetric: Both parties know the same password

Asymmetric / augmented: Only one party knows the password; the other knows a verifier
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Quantum Readiness

PAKEs exist in abundance: SRP, CPace, SPAKE2(+), OQUAKE-3DH, etc, but all of them are built
on classical primitives

A quantum computer will either break the session key or the password itself
Combining classically-secure PAKEs with PQ-secure key exchange doesn’t work
Session traffic protected but the password remains retroactively recoverable
Depending on the use case, quantum-capable attackers require new PAKEsS
Short-lived, randomly generated passwords? Probably OK until QCs are readily available

Long-lived, user-chosen passwords? Not OK



Landscape

PQC standardization efforts produced KEMs (ML-KEM/FIPS 203) and signatures, but
no PQ-PAKE designs

Emerging PQ-PAKEs and KEM-to-PAKE compilers (2024-2025, very new field)
NolC / OQUAKE (ABJ25) — compiles a suitable KEM into a PAKE

Tempo (2025) — fixes a timing side-channel in ML-KEM key generation that OQUAKE
relies on

Gu24, LLH24 — related asymmetric PAKE-from-KEM compilers

Hybrid PQ-PAKEs sequential composition of a classical PAKE + PQ PAKE achieves
"best-of-both-worlds" security (HR24, LL24)
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Specification Contents

Four “black box” PAKEs:
OQUAKE: NolC and Tempo
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Specification Contents

Four “black box” PAKES:
OQUAKE: NolC and Tempo
OQUAKE+: Asymmetric OQUAKE
CPaceOQUAKE: Hybrid OQUAKE with CPace
CPaceOQUAKE+: Asymmetric CPaceOQUAKE

Deployments and use cases determine what variant to use
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Process Considerations

CFRG process loosely expects:

Draft a document (https://datatracker.ietf.org/doc/draft-vos-cfrg-pgpake/)

Present it (IETF 126, IETF 124, IETF 123)

< Call for Adoption

... but a lot of this is engineering work, and repeating OPAQUE’s process seems
Inappropriate
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Concrete Proposal

IRTF / CFRG should own research and IETF should own engineering, so:
1. Keep research in the IRTF / CFRG:

Adoption call for PQ-PAKE problem statement, requirements for pure and
hybrid security, and the corresponding dependencies (Splittable KEM, PAKE
combiner specification) — > this is ready now

2. Move engineering work to the IETF

Dispatch PAKE protocol design to IETF (protocol, wire formats, test vectors,
etc), targeting short-lived WG — > this requires a BoF - IETF 127
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Questions?
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