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Non-Transferability via Device Binding
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ISSUE

𝑑𝑠𝑘 𝑐𝑟𝑒𝑑

𝑖𝑠𝑘User Attributes

User Key   𝒅𝒑𝒌

■ Digital credentials need to be protected against malicious cloning & compromise

Usual approach: device binding aka hardware binding

■ Credential contains device public key 𝑑𝑝𝑘 as attested attribute

Corresponding device secret key 𝑑𝑠𝑘 lives in Secure Element (only available through signature API)

Credential presentation requires proof-of-possession (PoP) for fresh session 𝑛𝑜𝑛𝑐𝑒

𝜎𝑃𝑜𝑃

SHOW

How to do this for anonymous credentials on existing phones? → EUDI Wallet requirement

𝜎𝑃𝑜𝑃 ≔ 𝑆𝑖𝑔𝑛𝑈 𝑑𝑠𝑘, 𝑛𝑜𝑛𝑐𝑒



Device Binding for Anonymous Credentials
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𝑑𝑠𝑘 𝑐𝑟𝑒𝑑

𝑖𝑠𝑘

𝜎𝑃𝑜𝑃 ≔ 𝑆𝑖𝑔𝑛𝑈 𝑑𝑠𝑘, 𝑛𝑜𝑛𝑐𝑒
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User Key   𝒅𝒑𝒌

SHOW

■ Device-binding for anonymous credentials is similar in spirit … just needs to be done with ZKP

■ Two signature schemes: issuer signature/credential and for device PoP  
    

ZKP of 𝑐𝑟𝑒𝑑 under 𝑖𝑝𝑘 and 

of 𝜎𝑃𝑜𝑃 for certified 𝑑𝑝𝑘 
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■ Device-binding for anonymous credentials is similar in spirit … just needs to be done with ZKP

■ Two signature schemes: issuer signature/credential and for device PoP  
    

Device signature scheme

■ Limited to what is in phones now & foreseeable 
future: ECDSA!

■ Requires only lightweight ZKP-friendliness

■ PQC migration less critical → quantum attack allows 
to impersonate a single user only

𝑐𝑟𝑒𝑑 ≔ 𝑆𝑖𝑔𝑛𝐼 𝑖𝑠𝑘, 𝑎1, … , 𝑎ℓ, 𝑑𝑝𝑘

Issuer signature scheme:

■ ZKP-friendly → carries main 
weight of AC scheme

■ PQC migration for high-
security use cases

ZKP of 𝑐𝑟𝑒𝑑 under 𝑖𝑝𝑘 and 

of 𝜎𝑃𝑜𝑃 for certified 𝑑𝑝𝑘 



Device Binding as Modular Component
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ZKP of 𝑐𝑟𝑒𝑑 on 𝑑𝑝𝑘 committed in 𝐶𝑑𝑝𝑘

ZKP of 𝜎𝑃𝑜𝑃 for 𝑑𝑝𝑘 ∈ 𝐶𝑑𝑝𝑘

Core Module: Multi-

Message Signature with 
Committed Disclosure ZKP

PoP Module: Device Sig & ZKP
𝑑𝑠𝑘

User Attributes

User Key   𝒅𝒑𝒌

𝑐𝑟𝑒𝑑

■ PoP designed as module that can be composed with signature with committed disclosure

■ Choose optimal* signature and proof system per module
*What is optimal depends on use case & specific constraints



■ PoP designed as module that can be composed with signature with committed disclosure

■ Choose optimal* signature and proof system per module

Device Binding as Modular Component
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𝑑𝑠𝑘

*What is optimal depends on use case & specific constraints

User Attributes

User Key   𝒅𝒑𝒌

𝑐𝑟𝑒𝑑

Issuer ZKP Device ZKP
Prover 

(New Phone)
Prover 

(Old Phone) Proof Size

BBS Schnorr ECDSA Schnorr 290ms 724ms 122 KB

ECDSA Circuit ECDSA Bulletproof 208ms ~1.2s 1.5 KB

MLDSA tbd ECDSA PLONK 696ms ~3.6s 4.3 KB

Most conservative design and consistent performance across devices

ZKP of 𝑐𝑟𝑒𝑑 on 𝑑𝑝𝑘 committed in 𝐶𝑑𝑝𝑘

ZKP of 𝜎𝑃𝑜𝑃 for 𝑑𝑝𝑘 ∈ 𝐶𝑑𝑝𝑘

Core Module: Multi-

Message Signature with 
Committed Disclosure ZKP

PoP Module: Device Sig & ZKP



Device bound ECDSA P256 key 𝑄, signature 𝑟, 𝑠 on a nonce 𝑛:

From ECDSA Signature to Proof of Possession
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𝒛𝑲 = 𝜶𝑮 + 𝑸
𝛼 = 𝐻(𝑛) · 𝐹(𝐾)⁻¹

[FLM21] Faz-Hernández, Ladd, Maram. ZKAttest: Ring and Group Signatures for Existing ECDSA Keys. SAC 2021.

[CLR24] Celi, Levin, Rowell. CDLS. AFRICACRYPT 2024.

𝑲 = 𝑯 𝒏 𝒔−𝟏𝑮 + 𝒓𝒔−𝟏𝑸
𝑟 = 𝐹(𝐾)

ZKP proof that 𝑟, 𝑠  verifies on message 𝑛 and hidden dpk 𝑄

where 𝑄 is an opening to a public commitment 𝐶𝑞

■ These two verification checks are equivalent

■ Signed nonce is public → nothing to prove about the hash

■ In the ZKP, we reveal 𝐾 since it is one time and unlinkable

■ We commit to the coordinates of 𝑧𝐾 and 𝑄 over a Tom curve T256

Curve Base Field Scalar Field

P256 𝐹𝑞 𝐹𝑝

T256 𝐹𝑡 𝐹𝑞



■ CDLS — “Proving knowledge of committed discrete logarithms with soundness” [CLR24]

□ Relies only on standard Schnorr-type techniques (20+ years of scrutiny)

□ Composition of protocols below:

[CLLZ26] optimize ΠPA and ΠSM, improving both time and size by ≈25–30%

Building Block: CDLS
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Two ZKPs on committed EC points:

ΠPA — Point addition

Public input: 𝐶𝑜𝑚 𝑥𝑖 , 𝐶𝑜𝑚 𝑦𝑖 for 𝑥𝑖 , 𝑦𝑖 = 𝑃𝑖

Proves: 𝑃1 + 𝑃2 = 𝑃3 for the committed points

ΠSM — Scalar multiplication

Public input: K, 𝐶𝑜𝑚(𝑥), 𝐶𝑜𝑚 𝑦 for 𝑥, 𝑦 = 𝑅

Proves: 𝑹 = 𝒛𝑲 for some secret scalar 𝑧

[FLM21] Faz-Hernández, Ladd, Maram. ZKAttest. SAC 2021.

[CLR24] Celi, Levin, Rowell. CDLS. AFRICACRYPT 2024.

[CLLZ26] Celi, Lehmann, Levin, Zacharakis. Device Binding For Anonymous Credentials on Legacy Phones. IACR ePrint 2026/965

𝒛𝑲 = 𝜶𝑮 + 𝑸
𝛼 = 𝐻(𝑛) · 𝐹(𝐾)⁻¹

Prove 𝑧𝐾 = 𝑅 with ΠSM

(scalar multiplication)

Use ΠPA to prove the
additive identity



The Device-Binding Proof in the RoK framework [KP23]
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Prover   ·   P Verifier   ·   V

Holds dpk 𝑄 plus commitment salt, and signature 

𝑟, 𝑠 on nonce

Holds BLS12-381 commitment to the device key 
𝐶𝑄, plus nonce n and K

Both compute the public value: 𝐻(𝑛) · 𝐹(𝐾)⁻¹ · 𝐺

Step 1 — transfer the commitments to T256

Π  ·  commitment transfer

Step 2 — reduce the ECDSA equation to two sub-claims: scalar multiplication + point addition

Π  ·  split into two sub-claims

Step 3 — prove both sub-claims to finish the proof (as in the previous slide)

ΠSM × ΠPA

ΠΣ Compose small, independently-proven reductions into the full proof of possession— arrows are P V interactions.

[KP23] Kothapalli, Parno. Reductions of Knowledge. CRYPTO 2023.
[CLLZ26] Celi, Lehmann, Levin, Zacharakis. Device Binding For Anonymous Credentials on Legacy Phones. IACR ePrint 2026/965



Use Cases and Current Status
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Use Cases:

■ BBS-ECDSA solution considered in EUDI Wallet: Technical Specification (TS 14)

■ Ongoing ETSI standardisation for ZKP-EUDI (TS 119 476-2, ideally references IETF standards/drafts)

■ Can be used in combination with Blind-BBS:  https://datatracker.ietf.org/doc/draft-irtf-cfrg-bbs-blind-signatures/

■ Data format for BBS credential with modular ECDSA PoP: https://datatracker.ietf.org/doc/draft-bormann-jwp-
modular-bbs/

Current Focus:

■ Core cryptographic building blocks (Proof of ECDSA Signature, Commitment Transfer)

■ Partial integration with the Sigma protocol standard

Next steps:

■ Precise specification of the complete non-interactive protocol (Fiat-Shamir standard?)

■ Serialisation and data formats

■ Complete integration into other BBS credential standards
Our datatracker page
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