PQuUAKE: Compact post-quantum mutual
authentication for key exchange

A CFRG review of a KEM-authenticated AKE candidate
for IKEv2-, EDHOC-, and EAP-style protocols

Based on draft-uri-cfrg-pquake-latest




The Problem Is PQ Authentication, Not Just PQ Secrecy

* Root cause: Post-Quantum Crypto inflates public keys, signatures, and ciphertexts by one to
two orders of magnitude, and adds sign/verify cost.

« Ephemeral KEMs make secrecy cheap; in IKEv2, EDHOC, and EAP the squeeze is online
mutual authentication, paid in every live handshake.

4 ) ( ) ( )

I What must hold ] What blows up I What privacy needs
4 ) 4 ) 4
Mutual authentication, key PQ signatures dominate: Credentials should not be
freshness, transcript binding, « ML-DSA-65is ~3.3 KB exposed before the
replay resistance, and signature + ~1.9 KB key, vs exchange has a confidential
forward secrecy - ECDSA P-256 is ~64 B authentication context.
« tens of times larger — plus
sign/verify in live exchange
- J - J - J

Useful CFRG question: can PQ mutual authentication be a compact key-exchange construction
rather than another online signature slot?
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Why The Obvious Migration Is Costly
In IKEv2 And EDHOC

_ What it preserves Where it pinches Protocol impact

explicit transcript large online auth objects and IKE_AUTH / EDHOC auth
authentication sign/verify cost messages grow

PQ signatures

does not by itself

Hybrid KEMs PQ contribution to secrecy il ey e still needs auth mechanism
Preloaded creds / PSKs  compact closed deployments less general for certificate- provisioning and COI scope
based mutual auth matter

risks diverging assumptions

: harder to review once
and transcripts

Protocol-specific fixes fits only one carrier protocol

The gap: a reusable PQ AKE pattern that authenticates peers through the derived key, keeps identities
protected where possible, and leaves carrier-specific encoding to separate mappings
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Where The Signature Costs Actually Bite

« Compact-authentication idea pays off wherever extra bytes or per-handshake compute are
scarce. Three deployment classes feel today's signature-based PQ authentication the most:

- ] N O ] N (O ] N
High-volume gateways Bandwidth- & Memory-constrained
& servers power-limited links devices
N J J J
N _ _ N )
VPN/IKEv2 concentrators and Radio, satellite, tactical, and loT and embedded peers avoid
busy servers run many metered links: cutting 44-78% of a heavy PQ signature stack; a
simultaneous handshakes. handshake bytes means fewer KEM-only handshake trims code
fragments, retransmits, and and RAM (roughly 50 KB down
Sign+verify CPU and the long tail round trips - and less radio-on to 33 KB).
of rejection-sampled signatures energy.
_cap the per-core handshake rate./ - J - Y,

Common thread: wherever every extra byte or CPU cycle eats into the next connection,
replacing online signatures with KEM authentication frees resources
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What Implicit KEM-auth Saves In IKEv2 (NIST Level lll)

Approach Wire bytes CPU, both peers Handshake tail

Existing + ML-DSA-65 13.2 KB - baseline 161 us - baseline P99 about 4x mean
Existing + FN-DSA-512 5.8 KB (-56%) 525 us (+226%) high sign/keygen var
KEM-auth: ML-KEM-768 4.7 KB (-64%) 59 us (-63%) about 1.1x, flat
KEM-auth: McEliece 2.9 KB (-78%) 213 us (+32%) about 1.1x, flat

KEM-auth (PQUAKE family) removes both online signatures: about 63% less handshake CPU, 44 -
78% fewer wire bytes, and flat, predictable latency versus signature-based PQ authentication

PQUAKE CFRG - 5 Source: MIT LL PQC-IKEv2 analysis v27a (Tables P-3, W-2); FIPS 203/204. Hybrid ECDHE + ML-KEM-768. ML-DSA/FN-DSA rows: on-wire certs; KEM-auth
MIT LL 06/18/26 rows: preloaded keys; McEliece public key never on the wire.




Signature-free Auth is Also Easier To Certify

Some deployments must formally evaluate and certify their cryptography (e.g., FIPS
140-3). Authenticating with KEMs instead of signatures shrinks what must be

implemented and validated

- Veri : R e R 4 N
.erlfy on’y: The hard parts drop out Smaller surface to certify
no Sign or KeyGen
J \_ J - y
s ™ s . ) s N
A PQUAKE peer runs only KeyGen and Sign are the difficult Less code to evaluate means
signature Verify, to validate the pieces to implement and validate lower certification effort and a
certificate. It never generates - for FN-DSA, floating-point FFT smaller attack surface - an
signing keys or produces and constant-time Gaussian assurance and security gain,
signatures online. sampling. Verify is integer-only not only code size.
and comparatively simple.
. J . J . J

especially attractive where evaluation effort and assurance matter

Net: dropping Sign and KeyGen from the validated boundary makes signature-less authentication
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What The Building Block Must Provide

(1) (2] 2] (4]

[ Compact online auth } [Transcript-bound keys} [ Identity protection J [ Reviewable proof J

Avoid a fresh transcript Bind roles, messages, Encrypt credentials under State assumptions and
signature in the live identities, and KEM outputs an ephemeral KEM-derived make symbolic and/or
exchange. into KDF inputs. key; use a COIl PSK for computational artifacts
active-outsider hiding. available for independent
analysis.

PQUAKE should be evaluated against these properties first; syntax for IKEv2, EDHOC,
or EAP is the next layer

PQUAKE CFRG - 7 Source: PQUAKE security guarantees and component requirements.
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Pquake Solution: Authenticate Through Key Derivation

 PQUAKE replaces the live transcript signature with KEM-derived secrets and key
confirmation. The final key only matches when both peers can use the certified private
keys and the same transcript

ephemeral KEM creates hiding key

Initiator static KEM ciphertexts authenticate certified Responder
cert_i, sk_i keys cert r,sk r

HMAC key confirmation proves both sides derived
the same transcript-bound key

k_session = KDF(ss_e, ss_i, ss_r, send_hash, recv_hash)

The offline certificate signature still authenticates the static public key; PQUAKE changes what happens online in the AKE.
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The Exchange Is Four Ordered Steps

1) (2] 2] (4]

[ Ephemeral KEM J [ Encrypted credentials J [ Authentication KEMs J [ Key confirmation

pk e ->ct e, cert_iand cert_rare ct iand ct_r create ss i HMAC over transcript
ss_e becomes the basis encrypted under k_hid and ss_r from certified verifies that both sides
for credential hiding | keys | reached one key

Abort behavior and identity checks are part of the security story: avoid identity-dependent
aborts until after key confirmation when preserving identity hiding

PQUAKE CFRG - 9 Source: PQUAKE Protocol Description and Protocol Diagram.
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Security Properties, and What Is Formally Proven

* The five properties below are formally proven in two independent models - CryptoVerif
(computational) and Verifpal (symbolic). Replay resistance and PSK-based active-MITM identity
hiding are additional claimed properties; proof artifacts are being published

IND-CCA2 KEM + RO KDF KC implies correct ephemeral ss_ein unique transcript-bound encrypted certificates
secrets KDF keys
CryptoVerif computational game- classical random-
based analysis oracle model
Verifpal symbolic active-attacker =~ model fidelity must

analysis be checked

Proven today in the classical random-oracle model. Open work: publish the artifacts, extend the
proofs to the QROM, and establish UC-style composability and protocol-specific composition

PQUAKE CFRG - 10 Source: PQUAKE Formal Proofs, Cryptographic Assumptions, and Limitations.
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Where The Candidate Plugs In

specify

carry PQUAKE messages in draft-wang-ipsecme-
IKEv2 IKE_INTERMEDIATE; replace kem-auth-ikev2-03 Internet-Draft submitted to
IKE_AUTH signatures with key Effectively integrates IPSECME WG
confirmation PQUAKE into IKEv2

encoding, credential
formats, auth-method
interaction, composition

use early messages for ephemeral
EDHOC KEM; encrypt credentials; export keys
from PQUAKE session key

proof-of-concept

proof
method type, state
EAP define an EAP method whose machine, fragmentation, roof-of-concent
conversation is the PQUAKE exchange key export and AAA P P
interaction

This separation is intentional: CFRG can review the generic KEM-authentication
construction while carrier-protocol drafts pin down wire syntax

PQUAKE CFRG - 11 Source: PQUAKE Integration into IKEv2, EDHOC, and EAP sections.
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Review Questions Before Adoption

4 )
i Are KEM-authentication and key confirmation bound tightly enough to
Construction i e
identities, roles, and messages?
N /
4 I
. Are IND-CCA2, IK-CCA2, implicit rejection, RO KDFs, and HMAC-as-PRF

Assumptions i

| y stated precisely enough?

Is the passive vs. active-outsider boundary clear, especially with and

\dentity hiding | \iithout a COI PSK?

4 )

- What must IKEv2, EDHOC, and EAP mappings bind to avoid downgrade or
Composition

transcript mismatch?

o J
4 )
Proof artifacts Can independent reviewers reproduce the Verifpal and CryptoVerif claims?

- /
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Proposed Adoption Scope

* Adopt the work in CFRG to define a compact PQ mutual-authenticated AKE
construction for protocols that would otherwise rely on online signatures

m

Cost of PQ mutual authentication PQUAKE KEM-authenticated generic cryptographic review, not
for constrained key exchange construction with transcript-bound KDF full EAP/EDHOC wire mapping
Identlty_protectlon where_ formal claims in Verifpal and proof artifacts and protocol
credentials would otherwise be . : :
CryptoVerif mappings need follow-on review

exposed

Concrete next step: review the construction and proof artifacts, then decide whether
PQUAKE is the right starting point for the CFRG work item

PQUAKE CFRG - 13 Source: PQUAKE draft abstract, Integration sections, and Formal Proofs.
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