Birds of a Feather: CURRENT

Continuous Updating and Ratcheting for Rekeying Encrypted Network Transport

Presenter: Russ Housley, Vigil Security
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SECDISPATCH at IETF 125
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Many Operational Technology (OT) or IT/OT use cases have restricted
bandwidth and/or computational limitations. Some also have capability
imbalance between the sending and receiving devices (e.g., sensors).

Today’s network security protocols are optimization for web environments, not
the challenges of such environments.

The overhead associated with post quantum cryptography (PQC) increases
such challenges, where the alternative is (generally insecure) use of long-term
pre-shared keys.

Goal: Security protocols that are optimized for non-Browser and PQC.
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Key Management Requirements
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The Key Management MUST:
Support Layer 3 and Layer 4
Asynchronous Key Updates
Post-Quantum Cryptography (PQC)
Forward Secrecy (FS)
Post-Compromise Security (PCS)
Protocol Formal Analysis

The Key Management SHOULD:
Asynchronous Communication
Support groups and peer-to-peer protocols
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MLS meets all of these key management requirements
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Layers 3 and 4 Security Protocol Environments

5/6

TLS:

draft-kohbrok-mls-two-party-profile: Seems ready for adoption call in MLS WG
draft-housley-tls-using-mis-handshake: Little support for MLS as a TLS extension
draft-kohbrok-mls-tls: Significant support; some announced plans to implement

QUIC:
draft-tian-quic-quicmls: Has been discussed on the QUIC WG mail list; further
discussion needed prior to adoption call

IPsec:
draft-kohbrok-ipsecme-mis-gike: Being presented this week in IPSECME WG
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MLS-TLS
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Replace the TLS 1.3 Handshake with the MLS Handshake:

Use MLS-Exporter to derive the session secrets
Continue to use the TLS Record protocol

Roadmap

SIimMLS is efficient for PQ communication
For two parties, more efficient with signature-less messages

Running code:

github.com/phnx-im/mls-tls-protocol
Deployed VPN product for long-running, uninterrupted connections
Seamless resumption if there is a network failure
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