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Note Well - A reminder of IETF policies
By participating in the IETF you agree to follow IETF processes and policies. This Note Well is a reminder  of some of 
those policies. For a linked version of this text, please visit www.ietf.org/note-well or use the QR code below

● IETF participants are expected to behave in a professional manner and extend respect and 
courtesy to their colleagues at all times (see RFC 7154 IETF Guidelines for Conduct and IETF 
Anti-Harassment Policy). If you have any concerns about behavior, please contact the 
Ombudsteam who have a duty of confidentiality and extensive powers to act, as set out in RFC 
7776 IETF Anti-Harassment Procedures.

● If you are aware that any IETF contribution (as defined in RFC 5378 Rights Contributors 
Provide to the IETF Trust) is covered by patents or patent applications that are owned or 
controlled by you, your employer or your sponsor, you must disclose that fact, 
or not participate in the discussion  (see RFC 8179 Intellectual Property Rights in IETF 
Technology).

● For detailed process information consult RFC 2026 Internet Standards Process and 
RFC 2418 IETF Working Group Guidelines and Procedures and updates to those.

● The IETF routinely makes public written, audio, video, and photographic records 
of IETF activities, including your personal information as set out in the IETF Privacy Statement. 

For advice, please talk to Working Group chairs or Area Directors.



IETF 126 Meeting Tips

In-person participants
● Make sure to sign into the session via Datatracker or the QR Code in this session.
● Use Meetecho (usually the “Meetecho liteˮ) client to:

○ join the mic queue
○ participate in shows of hands

● Keep audio and video off if not using the onsite version.
● Do not use personal hotspot / mifi devices - it interferes with IETF wifi

Remote participants 
● Make sure your audio and video are off unless you are chairing or presenting 

during a session.
● Use of a headset is strongly recommended. 3
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Agenda

16:30: Chairs slides and agenda bash (5 minutes)

16:35: Introduction of the BoF proposal (10 minutes) [Russ Housley]

16:45: Telephony use case (5 minutes) [John Mattson]

16:50: Drone swarm use case (5 minutes) [Scott Simon]

16:55: Sensors use case (5 minutes) [Gaëtan Wattiau]

17:00: MLS-TLS (5 minutes) [Konrad Kohbrok]

17:05: Problem space and use cases discussion (30 minutes)

17:35: BoF questions poll (15 minutes)

17:50: Charter discussion (10 minutes)

17:59  AD: Summary and Actions (1+ minutes)



How does a BoF work?

See RFC 5434 

● Initial presentations with only clarifying questions.

● Discussions on the idea(s) of the proposed WG with a focus on 

answering the BoF questions.

● Initial charter discussion.

● Chairs will do a poll on where the room stands on the BoF questions.

● (Interactive proposed charter fine tuning)

● Area Director will give their summary view and proposed action.

https://datatracker.ietf.org/doc/rfc5434/


BoF Questions

1. Do you think that the problem statement is well-understood, solvable, and useful 

to solve?

2. Do you think the IETF is the right place to do this work?

3. Do you think the initial scope from the charter we just discussed is correct?

4. Do you think the initial deliverables from the charter we just discussed are 

correct?

5. Do you think a WG should be formed on this topic, with a charter based on the 

draft charter we just discussed?

6. Are you willing to help write and/or review drafts in this potential WG?



Presentations



Draft Charter for CURRENT
The Continuous Updating and Ratcheting for Rekeying Encrypted Network Transport 

(CURRENT) working group will define a two-party protocol that uses Messaging Layer Security 

(MLS) as specified in RFC 9420 for the key management.  The key establishment will be 

aligned with the MLS two-party profile (draft-kohbrok-mls-two-party-profile).  Once the key is 

established, the TLS Record protocol seems to meet the needs for protected traffic, so it will 

be used unless some unexpected shortcoming is discovered.

MLS key management provides asynchronous key updates, forward secrecy (FS), and 

post-compromise security (PCS).  In addition, MLS supports asynchronous communication 

and both traditional cryptography and Post-Quantum Cryptography (PQC).  Further, the 

formal analysis that was conducted on the MLS provides confidence in the design.

A likely starting point for the baseline two-party protocol specification is 

draft-kohbrok-mls-tls;however, this does not preclude support for additional features to 

support other use cases.



Draft Charter Milestones

MILESTONES

Sep 2026 - Adopt two-party protocol specification

Feb 2027 - Request IESG to publish the two-party protocol specification



Discussion



BoF Questions

1. Do you think that the problem statement is well-understood, solvable, and useful 

to solve?

2. Do you think the IETF is the right place to do this work?

3. Do you think the initial scope from the charter we just discussed is correct?

4. Do you think the initial deliverables from the charter we just discussed are 

correct?

5. Do you think a WG should be formed on this topic, with a charter based on the 

draft charter we just discussed?

6. Are you willing to help write and/or review drafts in this potential WG?



Charter discussion / editing
The Continuous Updating and Ratcheting for Rekeying Encrypted Network Transport 

(CURRENT) working group will define a two-party protocol that uses Messaging Layer Security 

(MLS) as specified in RFC 9420 for the key management.  The key establishment will be 

aligned with the MLS two-party profile (draft-kohbrok-mls-two-party-profile).  Once the key is 

established, the TLS Record protocol seems to meet the needs for protected traffic, so it will 

be used unless some unexpected shortcoming is discovered.

MLS key management provides asynchronous key updates, forward secrecy (FS), and 

post-compromise security (PCS).  In addition, MLS supports asynchronous communication 

and both traditional cryptography and Post-Quantum Cryptography (PQC).  Further, the 

formal analysis that was conducted on the MLS provides confidence in the design.

A likely starting point for the baseline two-party protocol specification is 

draft-kohbrok-mls-tls;however, this does not preclude support for additional features to 

support other use cases.



Charter discussion / editing Milestones

MILESTONES

Sep 2026 - Adopt two-party protocol specification

Feb 2027 - Request IESG to publish the two-party protocol specification



AD Summary View and Proposed Action


