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Drone Swarm Compromise
The Authentication Gap in Symmetric Re-Keying

• When a node is captured, confidentiality alone cannot rebuild trust. Why a self-generated 
key pair fails to authenticate — and how MLS + TLS close the gap.
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The Scenario: A Trusted Swarm

D1

D2 D3

D4 D5

Five drones exchange 
telemetry and commands 
over a shared symmetric 
session key. Each holds an 
asymmetric key pair used to 
establish and rotate that key.
The swarm often operates 
disconnected from "home" 
— no live link to a central 
authority, so trust must be 
self-contained.
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The Compromise: One Node Falls

Drone D1
CAPTURED

Adversary

The adversary now holds:

Symmetric key
Reads all current swarm traffic in 
the clear.

Private asymmetric key
Can decrypt as D1 — the drone’s 
identity.

Both confidentiality and D1’s cryptographic identity are lost. The adversary is 
now indistinguishable from a legitimate node.
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The Naive Fix — and Why It Fails

What D1 can do on its own
• Draw fresh entropy from its own RNG
• Generate a new asymmetric key pair
• Publish the new public key to the swarm
• Negotiate a new symmetric session key

Why it fails
• A new key pair proves nothing about identity
• The swarm cannot tell D1 from the adversary
• The attacker can run the same re-key flow
• Result: confidentiality restored, trust is not

Encryption gives confidentiality. It does not naively give authentication.
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Detection: Two Claimants, One Identity

Real D1
authenticates with private key 
of D1

Adversary
authenticates with same 
private key of D1

Swarm
sees one credential 

used twice

Deny both
revoke the compromised 

identity

The duplicate use is the signal: the key is never disclosed, only used to authenticate, yet a leaked key can 
be detected and revoked because a valid identity may only be claimed once.
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Mitigation: MLS for Keys, TLS for Traffic

MLS — Key Management
Messaging Layer Security (RFC 9420)
• Group key agreement with continuous re-

keying
• Each member authenticated by a signed 

credential
• Removing D1 instantly cuts its access (forward 

secrecy)
• New keys are cryptographically tied to identity

TLS Record Protocol — Traffic
AEAD-protected data channel
• Encrypts and authenticates every message
• Keys derived from the authenticated MLS 

group
• Replay and tamper protection per record
• Compromise of one epoch cannot forge the 

next

Classic PKI authenticates against a reachable "home" CA — but a disconnected swarm can't call home, so trust 
rides in pre-issued MLS credentials each member verifies offline.
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Key Takeaways

01  Confidentiality ≠ authenticity
Re-encrypting hides data but never proves who you are.

02  Self-generated keys don’t authenticate
A captured node can mint keys just as convincingly.

03  Anchor trust in identity
MLS binds every re-key to a signed, verifiable 
credential.

04  Separate concerns
MLS manages group keys; TLS records protect the 
traffic.

Recover a compromised swarm by re-establishing authenticated identity — not just new keys.
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