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Use case and requirements

- Deployed in a VPN product, currently used in production

- Requires long-running, uninterrupted connections

- Seamless resumption in case of network failures

- Forward secrecy and post-compromise security (incl.
signing keys)

- Post-quantum security

- Well-analyzed




Why not TLS?

- Only x509 certs or raw PKs

- No explicit key update authentication

- No signature key rotation

- Well analyzed protocol (extended key update not
covered)

- No way to do amortized PQ updates




