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Problem: TLS Trade-off between latency and security
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1. CONTEXT

AQtive Guard Deployment
SandboxAQ's cryptographic 
inventory solution deploys multiple 
field network and host sensors.

These sensors continuously transmit 
confidential data back to a central 
platform. 

Network sensors gather high volume 
of data 

2. CHALLENGE

Latency & Data Loss
Unstable networks require frequent 
session reconnects.

The resulting round-trips cause 
severe latency, leading to potential 
data loss and a degraded user 
experience.

3. WORKAROUNDS

Security Trade-offs
Existing workarounds to reduce 
latency reduce security guarantees:

• Long TLS Sessions
Lacks post-compromise security 
(PCS).

• TLS 0-RTT with early data
Susceptible to replay attacks.
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Why MLS-TLS? Solving Latency and Security Trade-Off

1. CORE CONCEPT

MLS-TLS in a nutshell
MLS acts as a continuous key 
agreement layer, feeding keys into 
the TLS 1.3 record layer.
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2. SECURITY ADD

PCS & Replay Protection.

MLS epochs provide replay 
protection.

 MLS-TLS key updates and 
resumption provide PCS.

3. OPERATIONAL ADD

Early Data Support
Key update and session resumption 
mechanisms allow sending “early 
data” efficiently without 
compromises.

TAKEAWAY
MLS-TLS enables early data transmission with post-compromise security and replay protection
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Our current efforts
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1. SECURITY ANALYSIS

Drafting a paper authored by 
our cryptographers including a 
formal verification that 
validates the protocol's 
guarantees.

2. IMPLEMENTATIONS

• Python: From-scratch 
implementation to facilitate 
formal verification and 
specification cross-checks.

• System Language: Focusing 
on a permissive license, clean 
interface, and benchmarks 
(probably Rust).


