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Note Well - A reminder of IETF policies

By participating in the IETF you agree to follow IETF processes and policies. This Note Well is a reminder of some of
those policies. For a linked version of this text, please visit www.ietf.org/note-well or use the QR code below

e |ETF participants are expected to behave in a professional manner and extend respect and
courtesy to their colleagues at all times (see RFC 7154: IETF Guidelines for Conduct and IETF
Anti-Harassment Policy). If you have any concerns about behavior, please contact the
Ombudsteam who have a duty of confidentiality and extensive powers to act, as set out in RFC
7776: IETF Anti-Harassment Procedures.

e If you are aware that any IETF contribution (as defined in RFC 5378: Rights Contributors
Provide to the IETF Trust) is covered by patents or patent applications that are owned or
controlled by you, your employer or your sponsor, you must disclose that fact,
or not participate in the discussion (see RFC 8179: Intellectual Property Rights in IETF
Technology).

e For detailed process information consult RFC 2026: Internet Standards Process and
RFC 2418: IETF Working Group Guidelines and Procedures and updates to those.

e The IETF routinely makes public written, audio, video, and photographic records
of IETF activities, including your personal information as set out in the IETF Privacy Statement.

For advice, please talk to Working Group chairs or Area Directors. l ETF




This session is being recorded

IETF 126 Meeting Tips

In-person participants
e Make sure to sign into the session via Datatracker or the QR Code in this session.
e Use Meetecho (usually the “Meetecho lite") client to: p——
o join the mic queue 5] [ Onsite tool j
o participate in shows of hands
e Keep audio and video off if not using the onsite version.
e Do not use personal hotspot / mifi devices - it interferes with IETF wifi

Remote participants

e Make sure your audio and video are off unless you are chairing or presenting
during a session.
e Use of a headset is strongly recommended. 3
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Chairs slides and agenda bash (5 minutes)

Introduction of the BoF proposal (10 minutes) [Russ Housley]
Telephony use case (5 minutes) [John Mattson]
Drone swarm use case (5 minutes) [Scott Simon]
Sensors use case (5 minutes) [Gaétan Wattiau]
MLS-TLS (5 minutes) [Konrad Kohbrok]
Problem space and use cases discussion (30 minutes)

BoF questions poll (15 minutes)

Charter discussion (10 minutes)

AD: Summary and Actions (1+ minutes)
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How does a BoF work?

See

Initial presentations with only clarifying questions.

Discussions on the idea(s) of the proposed WG with a focus on
answering the BoF questions.

Initial charter discussion.

Chairs will do a poll on where the room stands on the BoF questions.
(Interactive proposed charter fine tuning)

Area Director will give their summary view and proposed action.
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https://datatracker.ietf.org/doc/rfc5434/

1.

Do you think that the problem statement is well-understood, solvable, and useful
to solve?

Do you think the IETF is the right place to do this work?

Do you think the initial scope from the charter we just discussed is correct?

Do you think the initial deliverables from the charter we just discussed are
correct?

Do you think a WG should be formed on this topic, with a charter based on the
draft charter we just discussed?

Are you willing to help write and/or review drafts in this potential WG?
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Birds of a Feather: CURRENT

Continuous Updating and Ratcheting for Rekeying Encrypted Network Transport

Presenter: Russ Housley, Vigil Security
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SECDISPATCH at IETF 125

2/6

Many Operational Technology (OT) or IT/OT use cases have restricted
bandwidth and/or computational limitations. Some also have capability
imbalance between the sending and receiving devices (e.g., sensors).

Today’s network security protocols are optimization for web environments, not
the challenges of such environments.

The overhead associated with post quantum cryptography (PQC) increases
such challenges, where the alternative is (generally insecure) use of long-term
pre-shared keys.

Goal: Security protocols that are optimized for non-Browser and PQC.
e S ad
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Key Management Requirements

3/6

The Key Management MUST:
Support Layer 3 and Layer 4
Asynchronous Key Updates
Post-Quantum Cryptography (PQC)
Forward Secrecy (FS)
Post-Compromise Security (PCS)
Protocol Formal Analysis

The Key Management SHOULD:
Asynchronous Communication
Support groups and peer-to-peer protocols

1 ETF



MLS meets all of these key management requirements
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Layers 3 and 4 Security Protocol Environments

5/6

TLS:

draft-kohbrok-mls-two-party-profile: Seems ready for adoption call in MLS WG
draft-housley-tls-using-mis-handshake: Little support for MLS as a TLS extension
draft-kohbrok-mls-tls: Significant support; some announced plans to implement

QUIC:
draft-tian-quic-quicmls: Has been discussed on the QUIC WG mail list; further
discussion needed prior to adoption call

IPsec:
draft-kohbrok-ipsecme-mis-gike: Being presented this week in IPSECME WG

S0+
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MLS-TLS

6/6

Replace the TLS 1.3 Handshake with the MLS Handshake:

Use MLS-Exporter to derive the session secrets
Continue to use the TLS Record protocol

Roadmap

SIimMLS is efficient for PQ communication
For two parties, more efficient with signature-less messages

Running code:

github.com/phnx-im/mls-tls-protocol
Deployed VPN product for long-running, uninterrupted connections
Seamless resumption if there is a network failure
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FS and PCS have been best practice for decades

— Frequent rekeying using ephemeral key exchange is recommended every hour or 1-100 GB to provide

Forward Secrecy (FS) and Post-Compromise Security (PCS), limiting the impact of key compromise
[RFC 4253][ANSSI DAT-NT-003].

— RFC 7624 highlighted the need for IETF protocols to mitigate static key exfiltration in an era of
pervasive surveillance, increasing the attacker's cost and risk of detection.

— Reauthentication is essential for confidentiality: it provides PCS against active attackers that have not
compromised the long-term authentication key.
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Long-lived connection and requirements in 5G/6G

— Telecom systems have many long-lived connections. FS, PCS, PQC, and reauthentication are requirements.
— IKEvZ2 libraries handle PCS rekeying/reauthentication, while QUIC/TLS require application-layer handling.
— Changes to existing application layer may not be possible
— Application should not be responsible for lower layer rekeying and reauthentication.
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MLS is a natural choice for quantum-resistant
group communication

— As an example, 3GPP has
specified MIKEY-SAKKE,
which relies on pairing-
based cryptography, for
mission-critical
application-layer group
communication
[RFC 6509].

— The most straightforward
quantum-resistant
replacement today is
MLS.




Unidirectionality as a privacy requirement in radio

— Radio transmission (TX)
inherently reveals the
sender’s location. For
example delivery
acknowledgements.

— For use cases where location
privacy is highly sensitive,
unidirectional
communication (RX only) is
therefore a fundamental
requirement.

— Even in unidirectional
operation, the strongest
possible rekeying
mechanisms should be used.




Presentations

1 ETF




Drone Swarm Compromise
The Authentication Gap in Symmetric Re-Keying

 When a node is captured, confidentiality alone cannot rebuild trust. Why a self-generated
key pair fails to authenticate — and how MLS + TLS close the gap.
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The Scenario: A Trusted Swarm

& ANDURIL
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Five drones exchange
telemetry and commands
over a shared symmetric
session key. Each holds an
asymmetric key pair used to
establish and rotate that key.

The swarm often operates
disconnected from "home"
— no live link to a central
authority, so trust must be
self-contained.



The Compromise: One Node Falls

The adversary now holds:

Reads all current swarm traffic in
the clear.

Adversary

CAPTURED

Can decrypt as D1 — the drone’s
identity.

Both confidentiality and D1’s cryptographic identity are lost. The adversary is
now indistinguishable from a legitimate node.

& ANDURIL



The Naive Fix — and Why It Fails

What D1 can do on its own

* Draw fresh entropy from its own RNG

* Generate a new asymmetric key pair
Publish the new public key to the swarm
Negotiate a new symmetric session key

A new key pair proves nothing about identity
The swarm cannot tell D1 from the adversary
The attacker can run the same re-key flow
Result: confidentiality restored, trust is not

Encryption gives confidentiality. It does not naively give authentication.
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Detection: Two Claimants, One Identity

Real D1
authenticates with private key
of D1

Swarm
sees one credential revoke the compromised

used twice identity

authenticates with same
private key of D1

The duplicate use is the signal: the key is never disclosed, only used to authenticate, yet a leaked key can
be detected and revoked because a valid identity may only be claimed once.
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Mitigation: MLS for Keys, TLS for Traffic

TLS Record Protocol — Traffic
AEAD-protected data channel

MLS — Key Management
Messaging Layer Security (RFC 9420)

& ANDURIL

Group key agreement with continuous re-
keying

Each member authenticated by a signed
credential

Removing D1 instantly cuts its access (forward
secrecy)

New keys are cryptographically tied to identity

Encrypts and authenticates every message
Keys derived from the authenticated MLS
group

Replay and tamper protection per record
Compromise of one epoch cannot forge the
next

Classic PKI authenticates against a reachable "home" CA — but a disconnected swarm can't call home, so trust
rides in pre-issued MLS credentials each member verifies offline.




Key Takeaways

01 Confidentiality ¥authenticity
Re-encrypting hides data but never proves who you are. A captured node can mint keys just as convincingly.

03 Anchor trust in identity 04 Separate concerns

MLS binds every re-key to a signed, verifiable MLS manages group keys; TLS records protect the
credential. traffic.

Recover a compromised swarm by re-establishing authenticated identity — not just new keys.
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Problem: TLS Trade-off between latency and security

1. CONTEXT

AQtive Guard Deployment

SandboxAQ's cryptographic
inventory solution deploys multiple
field network and host sensors.

These sensors continuously transmit
confidential data back to a central
platform.

Network sensors gather high volume
of data

2. CHALLENGE

Latency & Data Loss

Unstable networks require frequent
session reconnects.

The resulting round-trips cause
severe latency, leading to potential
data loss and a degraded user
experience.

3. WORKAROUNDS

Security Trade-offs
Existing workarounds to reduce
latency reduce security guarantees:

* Long TLS Sessions

Lacks post-compromise security
(PCS).

* TLS 0-RTT with early data
Susceptible to replay attacks.

1 © SandboxAQ 2024
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Why MLS-TLS? Solving Latency and Security Trade-Off

1. CORE CONCEPT
MLS-TLS in a nutshell

MLS acts as a continuous key
agreement layer, feeding keys into
the TLS 1.3 record layer.

TAKEAWAY

2. SECURITY ADD

PCS & Replay Protection.

MLS epochs provide replay
protection.

MLS-TLS key updates and
resumption provide PCS.

3. OPERATIONAL ADD
Early Data Support

Key update and session resumption
mechanisms allow sending “early
data” efficiently without
compromises.

MLS-TLS enables early data transmission with post-compromise security and replay protection

2  © SandboxAQ 2024
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Our current efforts

1. SECURITY ANALYSIS

Drafting a paper authored by
our cryptographers including a
formal verification that
validates the protocol's
guarantees.

2. IMPLEMENTATIONS

¢ Python: From-scratch
implementation to facilitate
formal verification and
specification cross-checks.

« System Language: Focusing
on a permissive license, clean
interface, and benchmarks
(probably Rust).

3  © SandboxAQ 2024
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VPN use case

CURRENT BoF
Raphael Robert
Konrad Kohbrok




Use case and requirements

- Deployed in a VPN product, currently used in production

- Requires long-running, uninterrupted connections

- Seamless resumption in case of network failures

- Forward secrecy and post-compromise security (incl.
signing keys)

- Post-quantum security

- Well-analyzed




Why not TLS?

- Only x509 certs or raw PKs

- No explicit key update authentication

- No signature key rotation

- Well analyzed protocol (extended key update not
covered)

- No way to do amortized PQ updates
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Draft Charter for CURRENT

The Continuous Updating and Ratcheting for Rekeying Encrypted Network Transport
(CURRENT) working group will define a two-party protocol that uses Messaging Layer Security
(MLS) as specified in RFC 9420 for the key management. The key establishment will be
aligned with the MLS two-party profile (draft-kohbrok-mls-two-party-profile). Once the key is
established, the TLS Record protocol seems to meet the needs for protected traffic, so it will
be used unless some unexpected shortcoming is discovered.

MLS key management provides asynchronous key updates, forward secrecy (FS), and
post-compromise security (PCS). In addition, MLS supports asynchronous communication
and both traditional cryptography and Post-Quantum Cryptography (PQC). Further, the
formal analysis that was conducted on the MLS provides confidence in the design.

A likely starting point for the baseline two-party protocol specification is
draft-kohbrok-mls-tls;however, this does not preclude support for additional features to
support other use cases.
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Draft Charter Milestones

MILESTONES

Sep 2026 - Adopt two-party protocol specification
Feb 2027 - Request IESG to publish the two-party protocol specification
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Discussion
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1.

Do you think that the problem statement is well-understood, solvable, and useful
to solve?

Do you think the IETF is the right place to do this work?

Do you think the initial scope from the charter we just discussed is correct?

Do you think the initial deliverables from the charter we just discussed are
correct?

Do you think a WG should be formed on this topic, with a charter based on the
draft charter we just discussed?

Are you willing to help write and/or review drafts in this potential WG?
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Charter discussion / editing

The Continuous Updating and Ratcheting for Rekeying Encrypted Network Transport
(CURRENT) working group will define a two-party protocol that uses Messaging Layer Security
(MLS) as specified in RFC 9420 for the key management. The key establishment will be
aligned with the MLS two-party profile (draft-kohbrok-mls-two-party-profile). Once the key is
established, the TLS Record protocol seems to meet the needs for protected traffic, so it will
be used unless some unexpected shortcoming is discovered.

MLS key management provides asynchronous key updates, forward secrecy (FS), and
post-compromise security (PCS). In addition, MLS supports asynchronous communication
and both traditional cryptography and Post-Quantum Cryptography (PQC). Further, the
formal analysis that was conducted on the MLS provides confidence in the design.

A likely starting point for the baseline two-party protocol specification is
draft-kohbrok-mls-tls;however, this does not preclude support for additional features to
support other use cases.
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Charter discussion / editing Milestones

MILESTONES

Sep 2026 - Adopt two-party protocol specification

Feb 2027 - Request IESG to publish the two-party protocol specification
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AD Summary View and Proposed Action
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