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draft-ietf-dconn-domainconnect-02

• Move all asynchronous flow related stuff to a separated draft
• draft-ietf-dconn-domainconnect-async-00

• Mark all data points related to this flow as “reserved”
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draft-ietf-dconn-domainconnect-03
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Template Record Type definitions

• 3 definitions:
• Fully Specified Record Type
• Computed Record Type
• Generic Record Type

• IANA Registry for Fully Specified and Computed Record Type
• Guidance to synchronise with DNS Resource Record (RR) 

TYPEs Registry
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Removing UX-elements – for good

• "width", "height" and "urlControlPanel" do not have
any normative definition

• These properties are listed as “Reserved” in Settings 
Properties Registry
• to assure no compatibility issues in the future

• Clients are explicitly advised to ignore unknown elements in
the Settings response
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Updates to Security Considerations

• untrusted "_domainconnect" TXT records
• underscore host names in host parameter
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Other changes

• Deprecated and reserved the "warnPhishing" template flag
• handling of multiple "_domainconnect" TXT records
• Handling of identical RRs in the conflict detection
• Media type application/domainconnect-
template+json for templates and content negotiation on the 
template query
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Open issues
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Open issues (1)

• Extensibility of template definition metadata
• Template metadata had no mechanisms of versioning or extensibility.
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• Proposed text to cover it with IANA registry
• “must ignore“ rule for both sides
• crit property for “must understand”
• vnd. prefix reserved for private properties
• templateSpecVersion property for versioning of template 

definition, “1” as default if omitted
https://github.com/Domain-Connect/spec/pull/199/changes
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Open issues (2)

• Apply parameter extensibility / conflict potential
• Potential future conflict of protocol standard parameters of Apply end 

point and template variables that also go into query parameters
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• Namespacing template variables would be breaking for all existing 
templates and integrations

• Proposal:
• dc. prefix for all future protocol parameters
• vnd. prefix for private parameters
• all grandfathered parameters remain without prefix
• any of the above must not be used in template definitions – apart of 

domain and host which are built in with the same meaning

https://github.com/Domain-Connect/spec/pull/196/changes

https://github.com/Domain-Connect/spec/pull/196/changes
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Open issues (3)

• Locale-Aware /settings End-Point
• DNS Provider can provide better suited end-points if locale of user is 

known
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• Currently DNS providers “route” requests mainly based on 
domain name

• /settings End-Point can be requested server-2-server
• Most we can do is to recommend Accept-Language http 

header to be forwarded if received from User-Agent
• Proposal: leave it undefined



Open issues (4)

• Internationalization
• add some text how this relates e.g. to error messages
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• error_description in Template Apply Error Response contains human readable text 
for developers

• In template definition
• providerName and serviceName
• description / variableDescription for developers

• providerName / serviceName in Apply Template

Proposal:
• add hint for Apply flow request/response to use User Agent preference
• Templates are static, therefore need a structure, like { ”localization”: { “de”: { 

“providerName”, … } } }. Too much? Leave it out – separate template is possible.



Open issues (5)

• Use-case - different person making service setup vs. DNS 
changes

• Feedback in IETF 124 Session
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• Possible currently via out-of-band “link forward”
• DNS providers may offer better UX
• WG removed all UX-related stuff
• Proposal: leave it out



Open issues (6)

• Evaluate Linkset (RFC 9264) for Apply Template URL Flexibility
• From early httpdir review
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• more flexibility means also more complexity
• this would be breaking change for all clients
• no such need declared from implementers
• Proposal: leave it out



Open issues (7)

• Protocol version / backward compatibility
• any anticipatory measures to account for a revision of Domain Connect
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• See Slide 9 – versioning of the template specification
• _domainconnect TXT RR does not have any structure to

add version. This can come with any future version
• All end points are prepended with /v2 path segment
Proposal: clarifying text about path segment of the future 
versions



Open issues (8)

• Offer also POST, not only GET on /apply for sync flow
• bigger payloads in variables (like several DKIM keys) may happen to 

exceed the maximum URL length
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• no implementation reports so far of such problems
• it would be MUST for the server to support
• GET has a benefit of being usable in redirects
• it can be extended later and advertised in Settings
Proposal: leave it out



Next steps

• Close the remaining of open issues till IETF 127
• Process review from DNS Directorate (requested)
• See if the document is ready for WG Last Call
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draft-ietf-dconn-domainconnect-async-00
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Open issues (1)

• Ambiguous asynchronous apply. Unclear precedence for 
parameters via query string vs. JSON body.
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The draft needs clarity of precedence.
Only JSON body would fit, but there is a utility of seeing domain name and 
host in the query string (logs, debug).
New: Most existing async implementations use query string parameters.
Revised proposal: allow for both, but query parameters shall take 
precedence



Open issues (2)

• Automated deployment pipeline Use-Case (Secdir review)
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Possible with async flow, as soon as tokens are issued.
Constrained by what the template is defining.
The use-case likely needs a generic template-less DNS update 
mechanism. This could be possible adding a new “flow”.

Proposal: close this issue (won’t fix)



Open issues (3)

• Still some other issues open in GitHub
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https://github.com/Domain-Connect/spec/issues?q=is%3Aissue%20state%3Aopen%20-label%3A%22PR%20Open%22%20label%3A%22IETF%20Draft%3A%20Async%22%20label%3AIETF


Next steps

• Close the remaining of open issues till IETF 127 (lower prio)
• Await review from OAUTH WG (requested)
• See if the document is ready for WG Last Call
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Thank you

Pawel Kowalik
pawel.kowalik@denic.de

https://www.linkedin.com/in/pawelk/
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